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OBIIAA XAPAKTEPUCTUKA PABOYEM ITIPOT'PAMMbBI YUYEBHOM JIUCHUILIIAHBI

«OI1.05 OcHoBBI HHGOPMAITMOHHON O€30MTACHOCTH

1.1. leab 1 MeCTO JTUCUMILIMHBI B CTPYKTYpPe 00pa30BaTeIbHOM POrPaMMbl

Henp mucnumuimabl  «OCHOBBI  MH(OpMALIMOHHONW Oe30macHOCTH»: (OPMUPOBAHUE Y
CTYZCHTOB 3HAaHUM W TMPEJCTABICHUNA O CMBICIeE, IENsAX M 3ajadax MH()OPMAIMOHHOW 3alllUTHI,
XapakTEpHBIX CBOMCTBAX 3alIMIacMON WH(POPMALMU, OCHOBHBIX HH(POPMALMOHHBIX YIpo3ax,
CYLIECTBYIOIIMX HAIPABJICHUAX 3allUThl U BO3MOXHOCTSAX IIOCTPOEHMSI MOJIEIEH, CTpaTeruu,
METO/IOB U MPaBHJ HH(POPMAITHOHHON 3aIIUTHI.

Jucuumnuaa «OcHOBbI MH(POPMAIIMOHHON 0€30MacHOCTH» BKIIIOUYEHA B 0053aTENbHYIO
4yacTh 001enpodecCuoHaNbHOr0 UKJIa 00pa30BaTEIbHON MPOTrPaMMBbI.

1.2. Pe3yabTaThbl 0OCBOEHHS THCIHUTIIUHBI

Pesynbrarel  OCBOGHMS  AMCIUIUIMHBI  COOTHOCATCS C  pe3yjbTaTaMHU  OCBOCHUS
00pa3oBaTenbHOI MPOrpaMMBbl, MPEJCTABICHHBIME B MaTpuUlle KOMIIETEHIIUI BhIMyckHHKA (1. 4.3
[TOI).

B pe3ynbrate 0cBOSHUS AUCHUIUIMHBI 00 YyUYaAIOLTUICS TOJKEH:

Koo OK, YMmern 3HarThb Buaagers HaBbIKaMHU

IIK

OK.01 pacrno3HaBarhb 3a/1a4y aKTyaJIbHbII -
u/unu npodiemy B po¢eCCUOHABHBIN 1
poheCCHOHATLHOM H/HIIH | COIMAIbHBINA KOHTEKCT, B
COLIMAJIbHOM KOHTEKCTE; KOTOPOM IPUXOAUTCS
aHATM3UPOBATh 33]a9y paboTaTh  KUTh;
u/unu npodiaemy u OCHOBHBIE HCTOYHHKH
BBIJICNIATH €€ COCTaBHBIC UHPOPMAIINU U PECYPCHI
YaCTH; ONPEIENATh 3Talbl | JUIs pelieHus 3a/1ad U
pelIeHus 3a/1auu; npo0isieM B
BBISIBJIATh M 3 (HEKTUBHO | MPOodecCHOHaTbHOM U/WIH
MCKaTh HH(OPMAIHIO, COLIMAIBHOM KOHTEKCTE;
HE00XO0AUMYIO JJIs ITOPUTMBI BBITIOJTHEHUS
pelIeHus 3a/1auu U/ Ui paboT B
poOIeMBI; npodeccHOHATBLHON U
COCTABIISATH TUIAH CMEXHBIX 00J1acTsX;
JeUCTBUS; ONPEEIIATh METOABI paboTHI B
HEOOXOIMMBIE PECYPCHI; npodeCcCHOHATIHLHON
BJIAJIETh aKTyaJbHBIMU CMEXHBIX chepax;
METOAaMHU pabOTHI B CTPYKTYpY IUTaHA ISt
npo¢ecCHOHATILHON U peleHus 3a1a4; HOPsI0K
CMEXHBIX chepax OIICHKH PE3yJIbTaTOB
peann30BHIBATH peleHus 3aaa4
COCTABJICHHBIN IJIAH; npodeccuoHanbHOM
OLIEHUBATh Pe3yNbTaT U JeSITeIbHOCTH
MOCTIEIICTBHSI CBOMX
JNENUCTBUN
(camMOCTOATENEHO WITH C
MIOMOIIbIO HACTABHUKA)

OK.02 ONPEACIIATh 3aa4H IJIs HOMEHKJIaTypa -
MOKMCKA HHPOPMALIUH; MH(POPMAIIMOHHBIX




OTIpeNeNATh
HEOOXO0JMMbIE HCTOYHUKH
uH(pOpMAINH;
TUIAHUPOBATH MPOIIECC
MIOUCKA; CTPYKTYPUPOBATH
MOJTy4aeMyIo
UH(OPMAIINIO; BBIIEIATh
HanOoJjee 3HaYNMOoe B
nepevyHe NHPOpMaLuy;
OLICHUBATh MTPAKTUYECKYIO
3HaYMMOCTb PE3yJIbTAaTOB
MIOUCKa; 0OPOPMIIATH
pe3yJIbTaThl TOUCKA,
PUMEHSATH CPEJCTBA
MH(POPMAIMOHHBIX
TEXHOJIOTUH JUIsl peIIeHHs
npodeccHoHATEHBIX
3aj1a4; UCIOJIb30BaTh
COBPEMEHHOE
POrpaMMHOE
obeclieyeHue;
UCIIOJIb30BATh Pa3InYHbIC
1 (poBBIE CPEACTBA IS
peuieHus
npodeCCHOHATTPHBIX 33124

HUCTOYHUKOB,
NPUMEHSIEMBIX B
npodecCHOHATLHOM
NEeSITeTTHHOCTH; TPHEMBI
CTPYKTYpUPOBAHUS
uHpopmanuu; Gopmar
odopmIIeHHS Pe3yIbTaTOB
MOUCKa UHPOPMAIINH,
COBpPEMEHHBIE CPEACTBA U
yCTpOMCTBa
uHpOpMaTU3aIUH;
MOPSIOK UX TIPUMEHECHUS
U TIPOTpaMMHOE
obecrieyeHue B
poQeCCHOHAILHON
NESITEIbHOCTH B TOM
YHCIIE C UCIIOJIb30BAaHHEM
UQPPOBBIX CPEICTB.

OK.09

IMOHUMATh TEKCTHI HA
0a30BEbIE
poheCCHOHAITLHBIC TEMBI

JICKCHYECKUI MUHUMYM,
OTHOCSIIIIUICS K
OTHCAHUIO MPEMETOB,
CPEJICTB U IMPOIIECCOB
npodeccuoHaNbHOM
JIESITSIIBHOCTH

IK 1.1

MMPUHIIUIIBI 0e30IacHOCTH
XPAHCHUA JAHHBIX

[1IK 1.4

METO/IbI 3alIUTHI 0a3
IaHHBIX OT BHEIITHHUX

yrpos

IIK 1.5

¢ poBaTh JaHHBIE U
obecrieunBaTh UX
KOH(UIEHIINATEHOCTD

MPUHIIMIIBI KpUNTOTpadun
Y METOJI0B IIU(POBAHUS
JIAHHBIX

CTaH/IAPTHI ¥ TIPOTOKOJIBI
0€30IMaCHOCTH, TAKMX KakK
SSL/TLS, SSH, Kerberos
u JIp.

METO/TbI ayTCHTU(DHUKAIIH
U aBTOpHU3ALIUU
IIOJIb30BaTeIICH, BKIIIOYas
MCIIONIb30BaHUE TapOJIeH,
cepTudukaToB u
OMOMETPUYECKUX TAHHBIX
3aKOHOJIaTEILCTBO U
CTaHAapThl O€30MAaCHOCTH,
takue kak GDPR, HIPAA,




PCIDSS u ap.

[1IK 3.1

oTpacieBasi HOpMaTHBHAS
TEXHUYECKast
JOKYMEHTAIUS
UCTOYHUKU MHPOPMALINH,
HEeO00OXO0aIUMOM IS
podecCHOHATBLHOM
JIeSITeIIbHOCTH

COBPEMEHHBII
OTEYECTBEHHBIN U
3apyOeKHbIH OIBIT B
npodecCHOHATBLHOM
JIESITEIbHOCTH

IIK 3.2

MIPUHIIAITE ¥ METOJIBI
obecneyeHus
0e30macHOCTH
HH(OPMAIIMOHHBIX CHCTEM

I1K 3.3

aHaM3 TpeOOBAHMIA
0€30I1aCHOCTH
MH()OPMAIMOHHBIX CHCTEM

IIPUHLIUIIOB OE€30M1aCHOCTH
WH(POPMAITMOHHBIX CUCTEM
COBpeMCHHBIX METOAO0B N

TEXHOJIOTHI B 00J1aCTH
0e30macHOCTH
WH(POPMAITMOHHBIX CUCTEM
3aKOHOAATCIIbHBIX U
HOPMATHBHBIX aKTOB B
o0nacTH 6€30IaCHOCTH
WH(POPMAITMOHHBIX CUCTEM

MIPUMCHCHUE
COBPEMEHHBIX METO/IOB H
TEXHOJIOTHH B 00J1acTH
0e30macHOCTH
MH(OPMaLMOHHBIX
CHCTEM

I1IK 3.5

HCTOYHUKHU yrpo3
UH(POPMALMOHHOM
0€3011acHOCTH U MEPHI 110
UX IPEJOTBPALICHHUIO

I1IK 3.7

paszpabaThiBaTh U
peaan30BbIBATh MEPhI
0e3onacHOCTH
peann30BbIBATH
X3IIUPOBAHUE MTAPOJIEH,
CECCHOHHBIE TOKEHbI U
IBYX(aKTOPHYIO
ayTeHTU(UKALIUIO

OCHOBHBIC YTPO3BI
0€30IMacHOCTH
MOOMITBHBIX MPUIIOKCHHHA
MPUHIIMIIBI KpUNTOTpadun
U (G poBaHUS TaHHBIX.
CTaHAapPTHl U MPOTOKOJIBI
0e30IaCHOCTH, TaAKHE KaK
HTTPS, OAuth u
OpenlIDConnect
3aKOHOJIaTeIIbHbIC U
PETyJIATOPHBIE
TpeOOBaHUS K 3aIUTE
nmaHHbIX, BKIodas GDPR
u HIPAA

OCHOBHBIC TPUHITUITHI
0€30IMacHOCTH
nH(pOpMaIUK ¥ METO/I0B
€¢ 3alllMThI.

CTaH/IapTHBIC
KpunTorpaduueckue
ITOPUTMBI JISI

HCIIOJI30BaHNE
mupoBaHus JAHHBIX IS
3aIUTHI
KOH(UICHIATBHOM
nH(pOpMaLINU, TAKOW Kak
MapoJIH, IEPCOHANbHBIE
JIaHHBIE MOJIb30BATEIEH U
JIpyrue 4yBCTBUTEIbHBIC
JTaHHBIC.

MPUMEHEHHE MEXaHU3MOB
XCSIIHUPOBAHMS JISI
3aIUTHI TAPOJIeH
MOJIb30BaTENEN OT
HECaHKIIMOHUPOBAHHOTO
JIOCTyTIA.

obecrnieueHue
0€301MacHOCTH Nepeiayn
JAHHBIX MEXY
KITMEHTCKUMHU
YCTPOMCTBAMH U
cepBepamu ¢




mudpoBaHus TaHHBIX
MPUHIIMIIBI O0ecTieueHust
0€3011acCHOCTH Iepeiayu
JAHHBIX 110 CETH
OCHOBBI 0€30I1aCHOCTH
MIPUIIOKEHUH U
UHPPACTPYKTYPHI
METO/Ibl aHAIM3a Ha
VSI3BUMOCTH H
MOHHUTOPHHTA
0e301acHOCTH

3HaHHUE OCHOBHBIX
MIPUHIIMIIOB U METOJIOB
obecrnieueHus
6e3onacHoctu UT-
UH(GPACTPYKTYpPHI U BeO-
IIPUIIOKEHU
MOHUMAaHUE PA3ITUYHBIX
YSA3BUMOCTEHN U YTPO3
0€30MMacHOCTH, a TaKXKe
Croco00B X
MPEIOTBPALICHUS U
OoOHapyXEeHUs

3HaHWE UHCTPYMEHTOB U
TEXHOJIOTHI I
obecrnieueHus
6e3onacHoctu UT-
UHPACTPYKTYpPHI U BeO-
MIPUJIOKEHUN, TAKUX KaK
OpaHAMaydpbl, CUCTEMBI
0OHapy>XeHUS] BTOP>KEHUM
Y aHTUBHPYCHBIE
IPOTPaMMBI

UCTIOJIb30BaHUEM
MIPOTOKOJIOB
mu(poBaHus, TAKUX KaK
SSL/TLS

coOuoieHmne
3aKOHOJIATEIbCTBA U
peryJsiuii B 006JIacTu
3alUThl JAHHBIX

2. CTPYKTYPA U COAEPKAHUE JUCIIUIIJIMHBI

2.1. Tpya10eMKOCTb OCBOEHHS U CHUILIHHBI

HanmeHnoBanue cocTaBHBIX YacTell B 1.4. B popme nmpaxr.
O0BLeM B yacax
JUCHUILIMHBI NOArOTOBKH
VYyeOHble 3aHATUS 32 16
CamocrosiTenpHas paboTta - -
[TpomMexxyTouHas aTTecTanus - -
Bcero 32 16




2.2. Conep:kanue TUCHUIMIHHBI

HaumeHoBaHue pa3aesioB u
TeM

I[IpumepHoe coep:kaHue Y4eGHOT0 MaTePUAJIa, TPAKTHYECKUX H
J1a00paTOPHBIX 3aHSITHIA, KYpCcoBoll npoekm (paboma)

Pasznen 1. OcHoBbl HH(GOPMAIHOHHOI 6e3omacHOCTH (32 yaca)

Tema 1.1. BBenenune B
HH(OPMALMOHHYIO
0e30MacHOCTEL

Conep:xanue

OCHOBHBIC MOHATHS U onpeneicHus. VicTopust u pa3BuTue
WHGOPMAITMOHHOM 0€30MacHOCTU. AKTYalbHBIC YIPO3bI U PUCKH B
HH()OPMAITMOHHON 0€30IaCHOCTH

B ToM uncie camocTosiTeIbHASA padoTa o0yyaOmIMXCs
Heobxooumocms u memamuxa onpedenaromes 06pazo8amenbHol
opeaHuzayueu

Tema 1.2. YnpaBienue
0e30MacHOCTHI0
uHopmauuu

Conepxanue

HopmaTtusHo-ipaBoBoe perynupoBanue B oomactu Ub. [lomuTtnku u
npoteaypsl 6e3onacHocTH. ONeHKa PUCKOB U YIIPaBICHHE UMHU.
CootBerctBue crangapram 1 HopmaTusaMm (ISO 27001, GDPR u ap.)

B ToM unciie caMmocTosAITEIbLHAS paﬁoTa Oﬁyqamumxm
Heobxooumocmo u  memamuxa onpedensiomes  00pa308amenbHOU
opeanuzayueti

Tema 1.3. Kpunrorpagus

Conep:kanue

OCHOBBI KpHIITOTpaUH: CHMMETPUYHBIC 1 ACHMMETPHYHbIC
anropuTMbl. X3IIUPOBaHKE U IUQpoBbIe moanucy. [IpumeHeHne
kpunTorpaduu B npuiokeHusx.Creranorpadus.

B ToMm unciie npakTHYeCKUX M J1a00PATOPHBIX 3aAHATHH

PaboTta ¢ CHMMETPHUYHBIMH H ACHMMETPUYHBIMH AJITOPUTMAMHU.
Xs1upoBaHKUe U CO3/IaHUE ITUGPOBOI MOANMKUCH COOOIICHHUSI.

B ToM unciie caMmocTosAITEIbLHAS paﬁoTa oﬁyqaloumxcn
Heobxooumocmv u memamuxa onpedensiomes 00pazo8amenbHol
opeanuzayueti

Tema 1.4. 3amura cereBoii
HH(PPACTPYKTYPbI

Copepxanne

OcHoBBI ceTeBoii 6e3onacHocTH. 3ammra oT atak (DDoS, MITM u ap.)
Ncnonb3zoBanue VPN U MEXCETEBBIX IKPAaHOB

B Tom unciie npakTHYeCKUX M 1a00PATOPHBIX 3aAHATHH

OpraHPI3aI_II/I$I 3alllUThI OT aTaK

Opranuzanust padotel VPN 1 MekceTeBOro sKpaHa

B ToM unciie camocTosiITEeILHAS paGOTa oﬁyqalomnxm
Heobxodumocmo u memamuxa onpeoeistomcs 06pazo8amenbHoll
opeanuzayueti

Tema 1.5. Be3onmacHocTh
NPUWIOKEH Uil

Copepxanne

VszumocTu Beb-npuinoxkenunii (OWASP TopTen). besonachoe
MPOTrpaMMHUPOBAHKUE: JTyUIIHe MPAaKTUKU. TecTupoBanue Ha
MIPOHUKHOBEHHE M aHAJIN3 YSI3BUMOCTEH.

B ToM 4ncie NpakKTHYeCKHX M J1a00pATOPHBIX 3aHATHI

TCCTI/IpOBaHI/Ie Ha IPOHUKHOBCHHUC U dHAJIU3 yHBBHMOCTCﬁ.

B ToM uncie camocTosiTeIbHAA padoTa 00y4aromIMXCst
Heobxooumocms u memamuxa onpedensomcs 00pazo8amenbHou
opeanuzayueti

Tema 1.6. 3amurTa TaHHBIX

Conep:xanue

U_II/I(I)pOBaHI/IC JAaHHBIX B ITOKOC U B TPAH3UTC. PesepBHoe KOIMMPOBAHUC U
BOCCTAHOBJICHUC JaHHBIX. praBJ'ICHI/Ie AOCTYIIOM K JTaHHBIM

B ToM umciIe NpaKTHYeCKHX M J1a00pPATOPHBIX 3aHATHI

BrlmtotHeHIE pe3epBHOTO KOMUPOBAHUS W BOCCTAHOBJICHHSI TAHHBIX.
YnpaBieHue JOCTYNOM K JaHHBIM

B ToM uncie camocTosiTeIbHAA padoTa 00y4arOIINXCSE
Heobxooumocmv u memamuxa onpedensromcs 00paz08amenbHou




opeaHuzayueu
Tema 1.7. Be3onacHocTh Conep:xanue
00JIaYHBIX TEXHOJIOTHiA Ocob6erHocTr 6€30IacCHOCTH B 00JIAYHBIX cpenax. Moaenn o0JaqHbIX

yeayr (laaS, PaaS, SaaS) u ux O0e3onacHOCTH
B ToM umciIe NpaKTHYeCKUX M J1a00pPATOPHBIX 3aHATHI
W3ydenne Mojeny o0IagHbIX YCIYT U MX O€301IaCHOCTH

B ToM uncie camocTosTeIbLHAS padoTa o0yyaOUIMXCs
Heobxooumocms u memamuxa onpedenaromes 06pazoeamenbHol

opeaHuzayueu
Tema 1.8. UHIMIeHTHI Conepxanue
0e3omacHocTH Peakuys Ha MHUMAEHTHI U YIIPaBICHUE UMU. AHAIN3 HHLIUJICHTOB U

u¢poBas KPUMUHATINCTHKA. BoccTaHOBIIEHNE TIOCIIE MHITHICHTA.
Kubepbe3zonacuoctb. [Ipombinuienusiii mmuonax. OSINT. dopensuka
B ToM umciIe NpaKTHYeCKUX M J1a00PATOPHBIX 3aHATHI

Pabora c mHIIMACHTAMHU.

B Tom unciie camocTosiTeqbHAs pa00oTa 00y4aK0 M XCH
Heobxooumocmv u memamuxa onpedensaromes 06pazoeamenbHol

opeanuzayuell
Tema 1.9. ConuaanHast Coaep:kanue
HH)KeHepHsl M YeJIOBeYeCKHH | [Icuxosorus atak: conuanbHas umkenepus. O6ydeHue CoTpyIHUKOB
dpakxrop nHGOPMAITMOHHOM 0€30MMaCHOCTH

B ToMm unciie npakTHYeCKUX M J1a00PATOPHBIX 3aAHATHH
Pa3paboTka monuTuku HHGOPMAITHOHHONW 0€30MacHOCTH

B ToM uncie camocTosAiTeILHAA padoTa o0yyarommxcst
Heobxooumocms u memamuxa onpedensaromes 06pazoeamenbHol

opeanuzayueti
Tema 1.10. Byaymee Coaepxanue
HH(OPMALHOHHOI TeHnaeHIMN ¥ HOBBIE TEXHOJIOTHH B 00actu 6e3onmacHoctr (Al, ML,
O0e3omacHoCTH OJIOKYEHH). DTHYECKHE aCTIeKThl HHPOPMAITMOHHON 0€30IacHOCTH

B ToM unciie camocTosATEILHAS paGOTa oﬁyqalomnxm
Heobxodumocmo u memamuxa onpeoeistomcs 00pazo8amenbHol
opeanuzayueti

HpOMe)KyTO‘lHaH aTrecranmuda

Bcero 32 yaca

3. YCJOBUSA PEAJIM3ALIMU JUCHUTIIJIMHBI

3.1. MaTepuaJIbHO-TeXHHYECKOE ODecneyeHne

Jlabopatopuss «KoMmblOTEpHBIX ce€Ted W OCHOB HMH(POPMAIMOHHON OE€30MaCHOCTH,
OCHaIlleHHasl B COOTBETCTBUU ¢ npuiioxkernuem 3 [TOI1.

3.2. YueOHO-MeTOaHYECKOE o0ecIeueHue

Jia peanuzanuu  mOporpammbl  OMOMMOTEUHBIM (QOHJ 00pa3oBaTeNbHON OpraHu3aluu
JIOJKEH MMETh TeYaTHbIe W/WJIH JIEKTPOHHBIE 00pa3oBaTeIbHble U HH(POPMAIIMOHHBIE PECYPCHI IS
UCMONb30BaHUsT B oOpas3oBarenbHOM mporecce. [Ipu ¢dopmupoBanun O6ubGIHOTEYHOrO (QOHAA
00pa3oBaTeNbHONW OpraHU3allii BHIOMpAETCs HE MEHee OJHOTO W3JIaHHs U3 MEePEeYMCICHHBIX HIKE
NEYATHBIX W3JaHUM W (WIM) SJIEKTPOHHBIX H3/IaHUM B KaueCTBE OCHOBHOIO, IPHU 3TOM CIIMCOK
MOJKET OBITh JIONOJIHEH HOBBIMH M3AaHUSIMHU.

3.2.1. OcHoBHbIE MeYaTHbIE H/UJIU 3JIeKTPOHHbIE U31aAHUA
1. banmanoB, A. H. 3amura mHpopManmoHHbix cucreM. KubGepOezonmacHOCTh : yueOHOE
nocobue st cro / A. H. bananos. — Cankr-IlerepOypr : Jlanp, 2024. — 84 c¢. — ISBN 978-5-
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507-48808-7. — Tekcr : snekTpoHHBIN // JlaHb : 31MeKTpoHHO-OMOIMoTeuHas cuctema. — URL:
https://e.lanbook.com/book/394547 (nata oOpamenus: 16.11.2024).

2. bananoB, A. H. KommuiekcHas nHpopmanmonHasi 6e30macHOCTh : ydeOHOe mocodue s
cro / A. H. banano. — Cankr-IletepOypr : Jlanb, 2024. — 284 ¢. — ISBN 978-5-507-49251-0.
— Tekcr : osnektpoHneld // Jlawb : aneKkTpoHHO-OMOnMoreuHas cucrema. — URL:
https://e.lanbook.com/book/414950 (nata obpamenus: 16.11.2024).

3. Hecrepos, C. A. OcHoBbl nH(DOpPMAIMOHHON Oe30macHOCTH : yueOHUK it cro / C. A.
HecrepoB. — 2-¢ u3n., crep. — Cankrt-IlerepOypr : Jlans, 2022. — 324 ¢. — ISBN 978-5-8114-
9489-7. — Tekcr : osnekTpoHHbIH // Jlanb : »nmekTpoHHO-OMONMoTewHas cucrema. — URL:
https://e.lanbook.com/book/195510 (nara obparuenus: 16.11.2024)

4. TIpoxoposa, O. B. MadpopmannonHas 6€30MacHOCTh U 3amuTa HHGPOPMALMH : YICOHUK
s crio / O. B. IIpoxopoBa. — 5-¢ m3n., crep. — Cankrt-IlerepOypr : Jlans, 2024, — 124 ¢. —
ISBN 978-5-507-47517-9. — TekcT : anexTpoHHbIH // JlaHb : 371eKTpOHHO-OMOINOTEYHAsS CUCTEMA.
— URL: https://e.lanbook.com/book/385082 (mara obpamenus: 16.11.2024)

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUSA JUCIUIIJINHbI

IToka3aTesn 0CBOEHHOCTH

Pe3yabTaThl 00yYeHHs . MeTtoabl OlleHKH
KOMIIeTeHIU

3naem: DKCnepTHOE HAOII0ICHUE
- aKTyaJIbHBII Opuentupyercs B BBITMIOJTHEHHSI TPAKTUYECKUX
po¢eCCUOHABHBIN 1 podeCCUOHATHHOM H paboT ¥ BUIIOB PaboOT 10
COIIMATILHBIA KOHTEKCT, B COIIMAJILHOM KOHTEKCTE, B PAKTHKE
KOTOPOM MPUXOIUTCS KOTOPOM MPUXOIUTCS padboTaTh | JmarHoctuka (TeCTUpOBAaHHE,
paboTaTh U KUTh; U KUTB; KOHTPOJIbHBIE PA0OTHI)
-OCHOBHBIE ICTOYHHKHU Brnageer oCHOBHBIMU

I/IH(l)OpMaI_II/II/I U peCypChI IJIs1 | HCTOYHUKaMU I/IH(I)OpMaI_[I/II/I u
peUiCHus 3a1a4 U HpO6J’ICM B | peCypCaMu IJid PCIICHUA 3aaa1

npodeccCHoHaTEHOM H/UITU 1 po0iieM B

COLIMAJIbHOM KOHTEKCTE; npodeccnoHanTbHOM U/UITU

- aJITOPUTMBI BBITTOJTHEHUS COLIMAJIbHOM KOHTEKCTE;
pabot B npodeccuoHaIbHON | 3HACT aJTOPUTMBI BHITIOTHEHUS
Y CMEXXHBIX 00J1acTsIX; paboT B npodeccuoHanbHON U
- METOJIbI paOOTHI B CMEXHBIX 00JIaCTX;
npo¢ecCHOHATBLHON U 3HaeT MeTo/ bl paboTHI B
CMEXHBIX chepax; npoeCcCHOHATLHON U

- CTPYKTYpY IUIaHa st CMEXHBIX chepax;

peleHus 3aaaq; 3HaeT CTPYKTYpY IJIaHa JJIst

- IOPSJIOK OLIEHKH pelIeHus 3a1ay;

pe3yJbTaTOB pelIeHus 3a1a4 | MoKeT Mpon3BECTH OLIEHKY
npodeccuoHanbHOM PE3yNIbTAaTOB PELICHUS 3a/1a4
JeSITEIIbBHOCTH npodeccroHanbHOM

- HOMEHKJIAaTypy NeSITeNIbHOCTH
UH(OPMAIIMOHHBIX Brnaneetr HomeHkmaTypoit

HCTOYHHUKOB, IPUMCHSACMBIX I/IH(pOpMaLII/IOHHBIX
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B IpoecCHOHATBHOM
NeSITeITbHOCTH,

- IPUEMBI
CTPYKTYPHUPOBaHUS
nHpopmanuu;

- hopmar opopmieHus
pe3yIbTaTOB IMOMCKA
uH(OpMaLINU, COBPEMEHHBIE
CpEACTBA U YCTPOMCTBA
UHpOpPMATU3AIUH,

- IOPSZIOK TPUMEHECHHUS
COBPEMEHHBIX CPEJICTB U
YCTPOUCTB MH(DOPMATH3AIMH
U MPOrpaMMHOE
oOecrieyeHue B
npodeCcCHOHAIbHON
JEeSITETHHOCTH B TOM YHCIIE C
UCTIOJIb30BaHUEM IU(POBBIX
CpPE/CTB;

- JICKCHYECKUIT MUHUMYM,
OTHOCSIIIUICS K OTACAHHIO
NPEMETOB, CPEICTB U
IPOIIECCOB
npoQeCcCHOHAILHON
NesITeTTbHOCTH,

- IPUHIMIIBI 0€30M1aCHOCTH
XpaHEHUs JaHHBIX;

- METO/IbI 3aIIUTHI 0a3
JTAHHBIX OT BHEIIHUX YIPO3
- IPUHIIUITB KpUNTorpadun
¥ METOJI0B IU(POBAHUS
JAHHBIX;

- CTAaHJAPTHI U TIPOTOKOIIBI
0€30I1aCHOCTH, TAKHX KaK
SSL/TLS, SSH, Kerberos u
Ap-;

- METOJIbI ayTeHTH(PUKAITUU
U aBTOpHU3ALIUU
MMOJIb30BaTEIICH, BKIIIOYAs
WCITOJIb30BaHUE MTapoJIeH,
cepTudukaToB u
OMOMETPUUECKUX TAaHHBIX
3aKOHOJIaTEeNILCTBO U
CTaHJapThl OE30MIaCHOCTH,

HCTOYHUKOB, IPUMEHSIEMBIX B
npodecCuoHaIbHON
NeSITeIIbHOCTH;

3HaeT MpUeMbl
CTPYKTYpUPOBaHUS
uH(pOpMaIHH;

3naet Gpopmar oopMiIeHUs
pe3yIbTaTOB MMOMCKA
nH(pOpMaINU, COBPEMEHHbBIE
Cpe/CTBa M YCTPOUCTBA
nHpOPMATH3ALINY;

MokeT NpUMEHSTh
COBPEMECHHBIE CPE/ICTBA U
yCTpOCTBa HH(POPMATU3ALINN U
MpOrpaMMHOE 00eCIIeueHUE B
npodeccnoHaTBEHOM
JESITEIbHOCTH B TOM YHCIIE C
WCIIOJIh30BaHNEM U (PPOBBIX
CPEJ/CTB;

Brnageer nexcuueckum
MUHHUMYMOM, OTHOCSIIIIAMCS K
OTIHMCAHMIO MTPEIMETOB, CPEJICTB
Y TIPOIIECCOB
npodeccCuoHaIbHON
NesITeNbHOCTH;

3HaeT NPUHLUIBI 6€30MaCHOCTH
XpaHEeHUs JaHHBIX;

Bnaneer meronamu 3amuthl 0a3
JAHHBIX OT BHEITHUX yrpo3
3HaeT NPUHIIMIIBI
Kpunrorpaguu 1 METoJ10B
mUppOBaHUs JaHHbIX;
OpueHTHpyeTcs B CTaHIapTax u
MIPOTOKOJIAaX 0€30MacHOCTH,
takux kak SSL/TLS, SSH,
Kerberos u np.;

3HaeT METO/bI
ayTeHTU(UKALUU U
aBTOPH3AIMU TI0JIH30BaTEINEH,
BKJTIOYAst UCTIOJIh30BAHUE
napoJieid, cepTuuKaToB U
OMOMETPHUECKUX JaHHBIX
3aKOHOJIATEIBCTBO M CTaHIapThI
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takue kak GDPR, HIPAA,
PCIDSS u ap.;

- OTPaciIeBY0 HOPMaTHBHYIO
TEXHUYECKYIO
JIOKYMEHTAITUIO U
UCTOYHUKH UH(POPMALINH,
HEOOXOIUMBIC JIS
npoecCHOHATBLHOM
JIeSITeIIbHOCTH;

- COBPEMEHHBIN
OTEUYECTBCHHBIN U
3apyOEKHBIN OTIBIT B
npodecCHOHATbHON
JIeITEIIbHOCTH;

- IPUHIIAITH ¥ METOJIBI
obecrneueHust 6€30MaCHOCTH
WH(OPMAIIMOHHBIX CHCTEM;
- IPUHLIMIIBI 0€3011aCHOCTH
WH(POPMAIMOHHBIX CUCTEM;

- COBPEMEHHBIE METO/IbI 1
TEXHOJIOTUH B 001aCTH
0€30MacHOCTH
UH(POPMALIMOHHBIX CHCTEM;

- 3aKOHOJIATEIIbHBIE
HOPMAaTHBHBIEC aKTHI B
o0acti 06e30MacHOCTH
UH(POPMALIMOHHBIX CHCTEM;
-HCTOYHHUKH YTpO3
UH(POPMALIMOHHOM
0€30MacHOCTH U MEpPHI TI0 UX
NPE0TBPAIICHHIO;

- OCHOBHBIE YTPO3BI
0€30MacHOCTH MOOMJIBHBIX
IIPUIIOKEHUH;

- IPUHIUIBI KpUIITorpadun
U U pOBaHUS JTaHHBIX;

- CTaHJApPThI U ITPOTOKOJIbI
0€30IIaCHOCTH, TaKHE KaK
HTTPS, OAuth u
OpenlIDConnect;

- 3aKOHO/ATEIIbHBIC U
perynaTopHble TpeOOBaHUS K

0e30IMaCHOCTH, TaKHE KaK
GDPR, HIPAA, PCI DSS u np.;
3HaeT 0TpacieByIo
HOPMATHUBHYIO TEXHUYECKYIO
JTOKYMEHTAIUIO

MCTOYHHUKH WH(OpMAIINY,
HEO0OXOTUMBIC IS
npodeccroHaIbHOM
NeSTeNILHOCTH,

3HaeT COBPEMEHHBII
OTEUECTBEHHBIN U 3apyOEIKHBIN
OTIBIT B MPO(ECCHOHATBHON
NeSITeNIbHOCTH,

Bnaneer npunuunamu u
METOAaMU 00ECTICYCHHS
0€30MacHOCTH
MH()OPMAIIMOHHBIX CHCTEM;
3HaeT NPUHLHUIIBI 0€30MaCHOCTH
MH(OPMALIMOHHBIX CUCTEM;
Brnageer coBpeMeHHBIMUI
METOJIaMU ¥ TEXHOJIOTUSIMU B
o0acT 6€301MacHOCTH
MH()OPMAIIMOHHBIX CHCTEM;
3HaeT 3aKOHOJaTeNbHbIE U
HOpPMAaTUBHEIC aKTHI B 00J1aCTH
0e30macHOCTH
MH(OPMALIMOHHBIX CUCTEM;
3HaeT UCTOYHHUKHU yIpo3
UH(pOPMAaIMOHHOM
0€30MMacCHOCTH U MEPHI 10 UX
MPEOTBPAIICHHUIO;

Nwmeet npeacrasnenue o6
OCHOBHBIX yrpo3ax
0€30MacHOCTH MOOMIIBHBIX
MIPUIIOKEHUH;

OpueHTupyeTcs B MPUHIIUIIAX
Kpunrorpaguu u muppoBaHus
JTaHHBIX;

3HaeT CTaHAapPTHl H TPOTOKOJIBI
0€30ITaCHOCTH, TaKHe KaK
HTTPS, OAuth u
OpenIDConnect;

3HaeT 3aKOHO/IaTeIbHBIC U
PETyIATOpHBIE TPEOOBAHUS K
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3aIUTe JaHHBIX, BKIIOYas
GDPR u HIPAA;

- OCHOBHBIE IPUHIIUIIBI
06e30macHOCTH HHGOPMAITTH
Y METOJIOB €€ 3aIlUThI;

- CTaHJApTHHIE
Kpunrorpaduyeckue
AJITOPUTMBI [JIA
mu(ppoBaHUS TaHHBIX;

- IPUHIXIBI 00eCIeYeHUS
0e30macHOCTH nepeiaun
JIAHHBIX T10 CETH;

- OCHOBBI 0€30ITaCHOCTH
IIPUJIOKEHUN U
UHPPACTPYKTYPHI;

- METO/IbI aHAJIN3a Ha
YSI3BUMOCTH 1 MOHUTOPHHTA
0€30I1aCHOCTH;

- 3HAHUC OCHOBHBIX
MIPUHITAIIOB U METOJIOB
obecrneueHnst 6€30MaCHOCTH
WUT-undpactpyKkTyps! 1 BeO-
MIPUIIOKEHUH;

- MIOHUMAaHKE Pa3IMIHBIX
YA3BUMOCTEHN U yTPO3
0€30MacHOCTH, a TAK)Ke
Croco0o0B X
MPEIOTBPAIICHUS U
OOHapyX eHHUS;

- 3HAHWE WHCTPYMEHTOB U
TEXHOJIOTHI JIJISI
obecrneueHnst 6€30MaCHOCTH
UT-undpactpykTypsl U BEO-
MPUIOKEHUH, TAKMX KaK
OpaHaMaydpbl, CHCTEMBI
oOHapyXeHHs BTOPKEHUN U
AHTUBUPYCHBIE TIPOTPAMMBI.

Ymeem:

-pacro3HaBaTh 3aa4y W/ Uiau
npo0emMy B
npodecCHOHATEHOM /WU
COLIMAJIbHOM KOHTEKCTE;

3aIUTe JaHHBIX, BKIIFOYas
GDPR u HIPAA;

Bnageer 0CHOBHBIMHU
MPUHIIMITAMHA OE30TIaCHOCTH
MH(OPMAILIMK U METOJIOB €¢
3aIlHTHI;

3HaeT cTaHAapTHBIE
KpUNTOrpaguuecKue
QITOPUTMBI JUIS UG POBAHUS
JAHHBIX

NmMeeT npejcTaBieHue o
MPUHIIMITAX 00CCIICUCHUS
0€30MMacCHOCTH Iepeaadn
JAHHBIX 10 CETH;

3HaeT OCHOBHI 0€30MaCHOCTH
MIPUIIOKEHUN U
UHPPACTPYKTYPHI;

3HaeT METOJIbl aHaJli3a Ha
ySI3BUMOCTH U MOHUTOPHHTA
0€e30I1aCHOCTH;

3HaeT OCHOBHBIE TIPUHIIUIIBI U
METObI 00CCIICUCHUS
oe3omacHocTu UT-
UHQPaACTPYKTYpHI U BeO-
MIPUIIOKEHNH;

[Tonnmaet pa3inuuHbIe
YSI3BUMOCTH U YTPO3bI
0e30IMaCHOCTH, a TaKKe
CHOCOOBI UX MPEIOTBPALICHUS
1 oOHapyKEeHHUS;

3HaeT UHCTPYMEHTHI U
TEXHOJIOTHH JIsl 00eCTIeUeHU s
6e3onacnoctu UT-
UHPPACTPYKTYpPHI U BEO-
MPUIIOKEHUH, TAKUX KaK
OpaHaMay3pbl, CUCTEMBI
OoOHapyKeHHs BTOPKEHUH U
AQHTHBHUPYCHBIE IPOTPAMMBI.

MoskeT pacro3HaBaTh 3a/1a4y
u/unu npoOiaemy B
npodeccnoHaTbHOM H/UITU
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-aHAJIM3UPOBATH 33/1a4y
W/Uiy po0sIeMy U BBIACISTh
e€ coCTaBHbIE YaCTH;

- ONIPENIENSATh ITAIBI
pelLIeHMs 3a]1a4u;

- BBISIBIIAAT ¥ 3()()EKTUBHO
UCKaTh UH(OPMAIIHIO,
HEOOXOIUMYIO JUISl PELICHUS
3aa4d W/UIU IPOOIIEMBL;
-COCTaBJIATh IUIaH ACHCTBUS;
- ONIpeNENsTh HE00X0AUMBIE
pecypesl;

- BJIaJIeTh aKTyaJbHbIMU
METo1aMu paboThI B
poeCCHOHAIIBHOU U
CMEXHBIX chepax;

- peaan30BHIBATH
COCTaBJICHHEIN IIJIaH;

- OLICHUBATh pe3yJbTaT U
HOCJIECTBHSI CBOMX
JecTBUH (CaMOCTOSATENIBHO
WIN C TIOMOIIBIO
HAaCTaBHUKA);

- OTIPENIENST 3aJa9u JIJIs
novicka MH(popMaluy;

- OTIPECTIATh HEOOXOIUMBIE
UCTOYHUKU MHPOPMALINY;

- IUTAHUPOBATh MPOLECC
MIOUCKA;

- CTPYKTYPHPOBATh
MOJIy4aeMyto HHPOpPMAIHIO;
- BBIIEIATEL HanboJiee
3HaYNMOE B ITEpEeUHE
uH(pOopMaLnu;

- OLICHUBATh NMPAKTHUECKYIO
3HaYMMOCTb Pe3yJIbTaTOB
MIOUCKA;

- 0OPMIIATH Pe3ybTATHI
TIOWCKA, IPUMEHSTh
cpenctBa HHGOPMAITMOHHBIX
TEXHOJIOTUH JUTS PeIICHHS
pod)eCCHOHANIBHBIX 3a]1aY;

- UCTIOJIb30BATh
COBPEMEHHOE MTPOTPaMMHOE

COLIMAIbHOM KOHTEKCTE;
AHanuzupyeT 3a1a4y u/uiam
po0JIeMy ¥ MOXKET BBIACIIUTh
e€ coCTaBHBIC YacTH;

YMeeT onpenesars ITanbl
pelieHus 3a1a4u;

Mo3KeT BBISIBIISITh U

3¢ (HEeKTHBHO UCKATH
nH(pOpMaIHI, HEOOXOTUMYIO
JUISL peIlieHuUs 3a]1auu U/WiIH
poOJIEeMBI;

CocraBisier 1iaH IeUCTBUS;

Moxxet onpenenarsb
HEO0XOIMMBIE PECYPCHI;
Biageer akryanbHbIMU
MeTOAaMHu paboTHI B
po¢eCCUOHATILHON U
CMEXHBIX chepax;
MoeT peaan30BbIBaTh
COCTaBJICHHBIH IJIaH;
OneHuBaeT pe3ynbTar u
IIOCJIE/ICTBHS CBOMX JIEHCTBUN
(camMOCTOATENHEHO WITH C
MTOMOIIbI0 HACTABHUKA);

YMeeT onpenensaTs 3a8a4u s
MOMCKa UHPOPMALIUY;

YMeer onpenensartsb
HE00X0IMMbIE UCTOYHUKU
nH(popmManuu;

[Inanupyer nmpouecc noucka;

YMeer CTpyKTypupOBaTh
nojryyaeMyro HH(opMaIuio;
Moxet BbIIenuTh Hanbosee
3HaYMMOE B IIEpPEYHE
uH(pOpMaIHH;

VMeeT olleHNBAaTh
MPAKTHYECKYIO 3HAYUMOCTh
Pe3yJIbTaTOB MOUCKA;
OdopmisieT pe3yabTaThl
MIOMCKA U IPUMEHSET CPE/ICTBA
MH(GOPMAIIMOHHBIX TEXHOJIOTHIA
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obecIieyeHue;

- UCTIOJIB30BATh PA3ITUYHBIC
U(PPOBBIE CPEICTBA IS
peuieHHs
poeCCUOHATBHBIX 33]1a4;
- MIOHUMATh TEKCTHI HA
0a3oBbIe
po(hecCHOHATLHBIC TEMBI,
- mmQpoBaHue TaHHBIX U
obecrieunBaeT ux
KOH(HICHIIHATHHOCTD;

- aHAJIM3UPOBATH
TpeOoBaHUs OE30IIACHOCTH
UH(POPMAIIMOHHBIX CHCTEM;
- pa3pabaThIBaTh U
peaTM30BBIBATH MEPHI
0€30I1aCHOCTH;

- pealln30BBIBATh
X3IIMPOBAHUE TIAPOJICH,
CECCUOHHBIC TOKCHBI U
IBYX(haKTOPHYIO
ayTeHTU(UKAIIHIO.

IJId pCUICHU A
HpO(bGCCI/IOHaJ'IBHBIX 3aaa4,

Mo’KeT HCI0JIb30BaTh
COBPEMEHHOE MPOrPaMMHOE
obecrieyenue;

Mo:keT HCIoIb30BaTh
paznuyHble nudpoBbIe
CpEICTBA TSl PEIICHUS
npo¢eCCHOHANIBHBIX 3a]1a4;
ITonumMaeT TeKCThI Ha Oa30BEIE
poeCCUOHATBHBIC TEMBI;

Ymeet mudpoBarh JaHHBIE U
obecreunBaTh UX
KOH(PHUACHIIMAIBHOCTB;
YMeer aHanu3upoBaTh
TpeboBaHMs O€30MaCHOCTH
MH(OPMALIMOHHBIX CUCTEM;
MoskeT pa3pabaTbiBaTh U
pealin30BbIBATH MEPHI
0€e30I1aCHOCTH;

MosxeT peanu30BbIBAThH
XJIIMPOBAHUE MTAPOJIEH,
CECCHOHHBIC TOKCHBI U
IBYX(aKTOPHYIO
ayTeHTU(HUKALIHIO.




