MHUHOBPHAYKH POCCUH
®denepanbHOe rocy1apcTBeHHOE 0I01KeTHOE 00pa3oBaTeIbHOE yUpeKIeHHe

BbICIIEr0 00Pa30BaHUA
«MalKONCKUHA rocyAapcTBeHHbIN TEXHOJIOIMYEeCKUI YHUBEPCUTET»

(I)aKyJIbTET I/IH(bODMaHI/IOHHBIX CUCTEM B OKOHOMUKEC W IOPUCTIPY ACHIIMHA

Kadenpa nadopmannonHoit 6€301acHOCTH U MPUKIATHON HHDOPMATHKU

. U.3anopoxnas
08 2019 r.

PABOYAS ITPOT'PAMMA
0 JUCIUILINHE B1.5.19 Kpunrorpadudeckne METOABI 3aIUTEL MHOOPMAIIUU
IO CIeNMaJIbLHOCTH 10.05.04 NuadopMallioHHO-aHAIINTHYECKHUE CHCTEMBI O€30IIaCHOCTH

cnenuaan3zamusa Ne2 Muadopmarnmonsas 0e30macHOCTh (DMHAHCOBBIX M DKOHOMHYECKUX CTPYTYD

KBanupukanus (creneHnb)

BbIITYCKHHKA Crnenumanucr
YpoBeHb NOATOTOBKH Coenuanurer
®opma 00yueHHs Ounas

I'og navana mogroroBku 2019

Maiikon



Pa6ouast mporpamma coctasieHa Ha ocHoBe PI'OC BO u yuebnoro mnana MI'TY no nanpase-
Huto (cnermanbHocTH) 10.05.04 MHpOpMaIIMOHHO-aHATUTHYECKHE CUCTEMbI 0€3011acCHOCTH

CocraButenpb paboyeil mporpamMMsl:

JloneHT Kadeapsl, K.¢.-M.H. ‘:'“1’4"" Knsnepmumion A.A.
(IOKHOCTD, YUEHOE 3BaHUE, CTCTICHB) (moamuchk) (®.1.0.)

Pabouast mporpamma yTBeprKJIeHa Ha 3aceJaHiH Kadeapsl

HMHdopmannoHHOM 6€301MacHOCTH U NPUKIaJAHON HHDOPMATUKU
(HanmeHoBaHue Kadeapbl)

3aBenyronuii kageapoit

«25» 08 2019 r.. TN UYedpanos C.I'.
TTOATINCH) (®.1.0.)

Onobpeno yueOHO-MeTOANYECKONH KOMHUCCUEH (akynbTeTa
(e ocytecTBIsIeTCSl 00y4eHHE) «25» 08 2019r.

[Ipencenarens
y4eOHO-METOTUIECKOTO
COBETa HaIlpaBJICHUs

(rme ocyiecTBIsIeTCSl 00y4YeHUE) =~ JUYedpanos C.I'.
TIO/IMHCh ) (®.1.0.)

Jexan akymnbreTa

(rae ocyiecTBisieTcs 00y4eHue) M

«25» 08 2019 r. q Joprymaosa A K..
(TTOANKCH) (©.1.0.)

COI'TACOBAHO:

Hauvanpuuk YMY %{M

«@5» 08 2019 .  ~~ Yynecosa H.H.
(noz[ﬁnyL) (®.1.0.)

3aB. BeITyCKaromei kadenpoi
I10 HaIIPaBJICHUIO - Yedpanos C.I.
TIO/IMHCh) (®.1.0.)




1. Ileam 1 3272494 OCBOECHUS JUCHUILIHHBI

Llens n3yuenus nucuuiuimHel - «Kpunrorpadudeckne METOIb! 3alIUThl HHOOPMAIUI
(opMHpoBaHUE 3HAHUI 00 OCHOBHBIX MOJXOAAX, METOJIaX U aJTOPUTMAaX COBPEMEHHOM KPUIITO-
JIOTHH.

OcHOBHBIE 337]a4 TUCIUILIHHBIL:

- o0y4eHne CTyJIeHTOB MaTEMaTHYECKUM OCHOBaM KpHUNTOrpaduu, 6a30BbIM MPHHIUIIAM
paboTbl CUMMETPUYHBIX U ACHMMETPUYHBIX KPUOTOrpapUUECKUX CHCTEM IPH HCIIOJIb30BAaHUH
CTIEeUATIM3UPOBAHHBIX IIPOTOKOJIOB U MMPOrPAMMHBIX CPEACTB M (PPOBAHUS JAHHBIX;

- o0yueHHe CTyJeHTOB 0a30BBIM MPUHIIMIIAM CO3JaHHS HJIEKTPOHHBIX MOIITUCEH;

- OBIJIAJICHUE MPAKTHYECKUMH HABBIKAMH MPHUMEHEHUS TEOPETUUCCKUX 3HAHUN JUIS KOH-
TPOJIA LEJIOCTHOCTH, MU(PPOBaHHUS KOHPUACHINATFHOW MHPOPMALIMH, PELICHHS 3aa4 UJACHTH-
dbuKauu 1 ayTeHTU(PUKALINH,

- 00y4eHre IPUMEHEHUIO KPUNTOTpadUuecKuX METOI0B 3aIUThl HH(POPMALIUHU, TOPSIIKY
UX BBOJIA ¥ BBIBOJA M3 SKCIUTyaTalllH, TPABUIIAM SKCILTyaTalluu.

2. Mecto aucuumiaunbl B cTpykrype OIl cnennanurera

Jucnunnnna «Kpunrorpapuueckue MeTobl 31Tl HHPOPMAIUI» BXOAUT B IIEpPEUEHb
KypcoB 6azoBoii yactu OIl cnenmansHOCTH «MHDOPMALIMOHHO-aHATUTUYECKUE CUCTEMBI 0€3-
OMAaCHOCTHY.

N3ydeHnue nuciuninHbl 6a3upyeTcsl Ha 3HaHUAX, NOJYUYEHHbBIX 00yUaloUMUCS TpU U3Y-
YEHUH ITUCUUIUINH «Marematudyeckuil aHanu3» U « Teopus BEpOSITHOCTH U MaTeMaTH4ecKas cTa-
TUCTHUKA» a TAaK)K€ Ha 3HAHUSAX HAyYHBIX OCHOB M 3aKOHOMEPHOCTEH pa3BUTHA OOIIECTBA.

Kpome Toro, ona umeeT JIOrHueckue 1 CoAep:KaTeIbHO-METOAUYECKHUE CBSI3U C JAMCILIH-
IUIMHAMU 10 BBIOOPY 6a3oBoil u BapuaTuBHON yacTteil OIl «be3onacHOCTh 3MEKTPOHHOIO J0-
KyMeHT0000poTay, «CeTn M CUCTeMBbI nepeaadn nHpopMmanum», «be3omacHoCTh omepanuoH-
HBIX cuctem», «be3omacHocTh HMH(OPMALMOHHO-aHAIUTUYECKUX cHucTeM», «CrenuaibHble
TEXHOJIOTUH 0a3 JaHHBIX M MH()OPMAIIMOHHBIX CUCTEM», «MaTreMaTHUeCKHe METOJIbI B 3aJadax
(MHAHCOBOI'O MOHUTOPHUHIAY.

3. IlepeyeHb IJIAHMPYEMBIX Pe3yJabTATOB O0Y4YeHHsl 1O JMCHHILIMHE (MOAYJIIO),
COOTHECEHHBIX C IVIAHUPYEeMBbIMH pPe3yJIbTATAMH OCBOCHHS 00pPa30BaTeJbHOI POrpaMMBbI

B pesynbrate u3yueHus yueOHOW ITUCIUILIMHBI y o0ydaromerocsi GopMupyroTcs: KoMIie-
TEHIUH:

- CIOCOOHOCTBIO IKCIUTyaTHpoBatTh crienuanbabie MAC u cpeacTBa oOecriedyeHus UX UH-
dbopMarmoHHOl 0€30MacHOCTH Ha BCEX ATamax KM3HEHHOTO LMKJIA, a TAKK€ BOCCTAHABIMBATh
UX paboTOCTIOCOOHOCTD MpH BHEIITAaTHBIX cuTyarmsx ([1K-15).

B pesynbrare ocBoeHUS AUCHUIIIMHBI 00yYalOIIUNCS JOKEH:

3HaTh: OCHOBHBIC MOHATUS M ONpPEACICHUs, MaTeMaTHYeCKHEe OCHOBBI Kpunrorpaduu,
UCTOPUIO KpUNTOrpaQuu M COBPEMEHHBIE CUMMETPHYHbIE IIHU(PHI, OCHOBBI Kpunrorpapuu c
OTKPBITBIM KJIFOYOM, OCHOBHBIE IOAXO0/bI K (JOPMHUPOBAHUIO ITU(PPOBON MOIMUCH Ha OCHOBE pa3-
JIMYHBIX aJITOPUTMOB C OTKPBITHIM KIIIOUOM, YIIPaBJICHHUE KIIOYaMU, MOJEIU uppoB U MaTeMa-
TUYECKUE METOABI UX UCCIIEIOBaHUS

YMeThb: MONB30BaThCS HAYYHO-TEXHUYECKOW JIMTEpaTypod B 00jacTH KpunrTorpaduu,
IPUMEHSTh OTEUECTBEHHBIEC U 3apyOeKHbIe CTaHAAPTHI B 001aCTH KPUNTOrpahuIecKux METO0B
3amuThl HH(pOpPMAITMK B TIPOLIECCe MTAaTHOM dKcIuTyaTanuu crennanbHbeix MAC u cpeacts odec-
neyeHus uX HHPOopMarmoHHON 6€30MaCHOCTH Ha BCEX ATallax U3HEHHOTO LIMKJIA, a TAK)Ke BOC-
CTaHOBJIEHUS UX PaOOTOCIIOCOOHOCTH MPY BHEIITATHBIX CUTYaLIUAX.

Bnapners: HaBbIkamMH MITAaTHOM SKcmutyatanuu cnenuanbHbix MAC u cpeacts obecrede-
HUS UX HH()OPMAITMOHHOW 0€301MacHOCTH Ha BCEX ATarax >KM3HEHHOTO IMKIIA, a TAKXKE BOCCTa-
HOBJICHHUS UX pabOTOCIIOCOOHOCTH MPU BHEIITATHBIX CUTYAIIHSIX.



4. O0beM TUCUUILINHBI U BUIbI Y4eOHOH padoThI

O0mas Tpya10eMKOCTh JUCHHUIUIMHBI COCTaBIAEeT 3 3a4eTHbIe equHuIbI (108 yacos).

4.1. O0beM TUCUMIJIMHBI U BUIbI Y4eOHOH padoThI

. Bceero CemecTpbl

Buj yueOHoii padoThl YACOB/3.c. 7
AyauTopHbIe 3aHATHS (BCEro) 51/1,42 51/1,42
B Tom umncne:
Jlextmm (JI) 17/0,47 17/0,47
[Tpaktuueckue 3ansatus (113)
Cemunapsl (C)
JlaGopaTtopusie padots (JIP) 34/0,94 34/0,94
CamocrosiTtesqibHass padora odyuarommxes (CPC)| 57/1,58 57/1,58
(Bcero)
B Tom umcrne:
KypcoBoii npoekt (pabora)
PacuerHo-rpaduueckue paboThl 27/0,75 | 27/0,75
Pedepar 30/0,83 30/0,83
Jlpyeue suovr CPC (ecau npedycmampusaiomcs, npu-
sooumcsi nepeyers 6udog CPC
dopma MPOMEKYTOUHOM aTTECTALIUHN:
3ader ¢ OlleHKOM + +
Oo61masi Tpy10eMKOCTh 108/3 108/3

5. CTpykTypa u cogep:kaHue JUCHUILIHHBI

5.1. CTpykTypa AMCHUNIHHBI

Buabi yueOHoii padoThl, BKIOYAs ca-

Ne MOCTOSITEJIbHYIO M TPYA0EMKOCTH (B 4a-
w/n Pa3zaen aucuMnnHbl cax)
JI C/I3 JIP CPC
1. |BBenenue. OCHOBHBIE TMOHSTHS W OMpeneIie- 4 5
HUSL.
2. |MarematnuecKkiue OCHOBBI KpUIITOrpadun 2 4 8
3. |Mctopuueckas kpunrorpadus 2 4 6
4. |CoBpeMeHHbIE CUMMETPUYHBIE MU(PHI 2 4 8
5. |Kpuntorpadus ¢ OTKPBITEIM KIHOYOM 2 4 6
6. |XemmpoBanue. Koabl ayTeHTHUYHOCTH COO0- ) 4 6
HIEHUI. DJIEKTPOHHAS OAUCH.
7. |YmpasieHue KIIF0IaMH. Pacnipenenenue cum- 2 4 3
METPUYHBIX KIHOYeH
8. |Pa3paboTka, mpOM3BOACTBO, peaTH3aIus 1
AKCIUTyaTaIus MuGpoBaIbHBIX (KpunTorpadu- 3 6 10
YECKUX) CPEJICTB 3aIIUTH HHPOpMAIIH
9. |IIpomexyTouHas aTTecTalus
3a4eT ¢ OLEHKOM
Hroro: 17 34 57
W3 HUX 9aCOB B MHTEPAKTUBHOU (hopme 4




5.2. Conep:xanne pa3iesoB IUCUMIIMHBI «OCHOBBI HH(OPMAIMOHHOMH 0€30NIaCHOCTH», 00pa3oBaTeIbHbIe TeXHOJIOTHH

JIeKIMOHHBIN KypC

N | H Tpyno- ®dopmupy- OGpa3soBa-
0 anMeHOBaHHe Te- | eMKOCTh Conepskanye eMbIE KOM- Pe3yabTaThl 0CBOEHHA TeLHbIe
n/m | Mbl JUCHUILIHHBI (uacwr / p (3HAThH, YMeTb, BJIA1ETh)
neTeHnu TeXHOJIOTUH
3a4. el1.)
Tema |Benenue. Ocuosnsle |2/0,06 [Ipeamer wu 3amaum  kpunrtonoruu| [IK-15 3HATh: OCHOBHBIE MOHATUS U ompene-|JIekius-
1. |moHsTHS M ompenerne- (kpuntorpaduu U KPUNTOAHAIN3A), JICHUS, MaTeMaTHYeCKHe OCHOBBI KPHII-|BU3YyaTU3alUs
HUSI. (hOpMYITUPYIOTCS. OCHOBOIIOJIATAlOIIIHE torpadun, UCTOpHIO KpunrTorpaduu u
OTIPEICIICHUS TUCIIUTITHHBI COBPEMEHHBIC CHMMETPHUYHBIC IH(PHI,
Tema |Martemarugeckue oc- |2/0,06 Anrebpanueckue cTpyKTypsl. ['pyn- OCHOBBI KpUIITOrpauu C OTKPBITHIM |JIeKIus-
2. |HOBBI Kpunrorpapuu nel. Konbia. [ons. DnemeHTs! Teopuu KJIFOUOM, OCHOBHBIE MOJAXOAbI K (POPMU-|BU3yaTH3aIUsI
qrcel. poBaHMIO ITU(GPOBOM MOANKUCH HA OCHO-
Tema|Uctopuueckas kpumn- |2/0,06 Hawnbonee BaxxHbIC JOCTHIKEHUS KPUII- B€ PA3JIMYHLIX aJITOPUTMOB C OTKPBITHIM | JIeKIH -
3. |rorpadus Torpad)0B B HICTOPHH KpunTorpadum KJIFOYOM, YTIPABJICHUE KIOYaMHU, MOJC-|BU3YyaTU3ALM
Tema|CoBpemennsie cum-  |2/0,06 ANTOPUTMBI CUMMETPUYHOTO IIH(PPO- oM WuppoB U MAaTEMaTUYECKUE METOABI | JIekius-
4. |MeTpuYHBIC MHUGPHI BaHU HX UCCJIIEAOBAHUSA BU3YyaJIU3alus
Tema|Kpunrorpadus c or- [2/0,06 AJTOPUTMBI ACUMMETPUIHOTO MH(D- YMmern: ITOJIB30BaThCA Hay4IHO- | Jlekus-
5. |KpBITBIM KJIIFOUYOM poBanwmsi: RSA, anropurm quddu- TEXHUYECKOW JIMTEpaTtypoil B obiactu BHU3yau3anus
XennmaHa, anroputm ib-I"amans u Kpurrrorpapuu, HPUMEHATE  OTCYC-
p. CTBEHHbIE U 3apyOexHble CTaHAAPTHI B
Tema | Xemmposanue Kogsr |2/0,06 [TonsTne xem-GpyHKIUH, OCHOBHBIE 00acTH KpUITOrpahuYECKUX METONOB | Jlekrmsi-
6 |ayTEeHTUYHOCTH CO- moaxoJsl K (OpMUPOBaHUIO HH(pPO- 3allUThl MHQOpMALMK B NPOLECCE|y3yasm3ams
oOmIeHt. DIEeKTPOH- BOW MOJIKMCH HAa OCHOBE OTE€UYECTBEH- IITaTHOM SKCILTyaTallil CIICIHAJIbHBIX
Hasl MOJINHKCh. HBIX U 3apyOS)KHBIX CTaHIAPTOB. NAC u CpeacTe obecrieueHuss UX HH-
Tema|Ynpasnenue xitoua- (2/0,06 Vnpasnenune kmovyamu. Pacnpenene- (hopmarHOHHO# 0e30IMaCHOCTH Ha BCEX | Jlekiqus-
7 |mu. Pacnpenenenue HHME CHMMETPUYHBIX KIIIouei. Y ocTo- STallaX JKU3HCHHOTO MHKIA, a TAKKC py3yannzanms
CUMMETPHUYHBIX KIIIO- Bepstromuil neHtp. PKI. BOCCTAHOBIICHHsS HX PabOTOCIOCOOHO-
ueii. CTH NP BHEIITATHBIX CUTYaIUX.
Tema |Pa3zpabotka, mpous- |3/0,08 HopMmaTtuBHO-TIpaBOBOE  peryJIMpoBa- Biajers: HaBbIKaMM IITATHOH SKCIUTY-|JTexrmms ¢
8 |BoacTBO, peanu3arys HHE MPUMEHEHUS KPUITOrpaGuIecKux ataiuu crenuansHeix UAC u CPCACTB| pazGopom
Y SKCIUTyaTalus METOJIOB 3alUThl HH)OPMALIUH obecrieyeHus  MX  MHQOPMAUMOHHOM | kopxpeTHBIX
M (POBABHBIX 0€30MacHOCTH Ha BCEX JTanax *U3HEH- cutyanuii
(kpunTorpadude- HOTO IIMKJIA, & TAK)KE BOCCTAHOBJIICHUS
CKHX) CPE/ICTB 3alllHi- ux pabOTOCIIOCOOHOCTH IMpPH BHEUITAT-
Th HHDOPMAIIHHU HBIX CUTYalUsX.
HToro 17/0,47




5.3. [IpakTnyeckue M CeMUHAPCKHE 3AHATHUS, UX HAMMEHOBAHHE, COJAEpP:KAHHE W
00beM B yacax

O0bem B yacax /
Ne Ne paznena HanMeHoBaHHMe NPAKTHYECKUX M CEMUHAP-
. TPY10€MKOCThb B
n/m AUCUMIITUHBI CKHUX 3aHATHH se.
5.4 JlabopaTopHbIe 3aHATHS, X HAUMEHOBAHNE U 00bEM B Yacax
Ne Ne paznena HaumenoBanme O0bem B yacax /
n/n AUCHMILIMHBI J1a00paTOPHBIX padoT TPYAOEMKOCTB B 3.€.
Beenenne. OcHOBHBIE .
[Iudposannas ¢ainoBas cuctema
1. MIOHSITUSL U OTpeseIie- ) . 4/0,11
Windows u Linux.
HUSL.
Matemartuueckue udposanue aucka BitLocker B ome-
) OCHOBBI paumoHHbIX cucreMax Windows. Cpen- 4/0.11
’ Kpunrorpadun CTBO KpHUNTOrpaudecKoi 3anuThl UH- ’
dopmarmu SecretDisck.
3 Hctopuueckas OCHOBBI KPUNTOAHAJIM3a CHMMETPUY- 4/0.11
' Kpunrorpadus HBIX MTU(POB. ’
CoBpemeHHbIE ArnmnapaTHO-IpOrpaMMHbIE KOMIUIEKCHI
4. CUMMETPUYHBIE mndposanus (AIIKII KontuHeHT u 4/0,11
b ap.).
5. [Kpuntorpadus “" OpenSSL u LibreSSL. SSL-bump. 4/0,11
OTKPBITHIM KJIFOUOM
XemupoBanue Kogsl
6 ayTeHTHYHOCTH  co-| Kpunronposaiinepsl (CK3U Kpumnro- 4/0.11
' o0IIeHU. DIEeKTPOH- IIpo CSP u ap.). ’
Hasl MOAINUCK.
VYnpaBneHue Kiroya-
7 mu. Pacnpenenenue|Y nocrosepstomue 1ieHTpsl (Kpunrollpo 4/0.11
' CUMMETPUYHBIX KIIIO- VI 2.0 u op.). ’
YEeil.
PazpabGotka, npowus-
BOJCTBO, peanusanus| IloaroroBka makera JOKyMEHTOB JUIS
" HKCIUTyaTalus | JULEH3UPOBAHUS JIEITEFHOCTH B 0071a-
8. muGpoBaTBHBIX CTH KpUMNITOTpaduecKoi 3anuThl HH- 6/0,17
(xpunTorpadudeckux)| GopMauu U akKpeIuTauu y10CTOBE-
CPEACTB 3allUThl HH- PAIOIIErOo LEHTpA.
dbopmanuu
Htoro: 17/0,47

W3 HHUX YacOB B HH-
TEepPaKTUBHOU popme

5.5. IlpumepHasi TEeMaTHKA KyPCOBBIX MPOEKTOB (PadoT)

He npegycmorpensl.

5.6. CamocTosiTeqIbHAs1 padoTa 00y4yarommuxcst

Coaep:xanue 1 00beM CaMOCTOSATEJIbHOI Pa0OTHI 00yYAIOIINXCH




.« ITepeyenb JoMATHUX
Pa3zgennl u TeMbl padoyeit N Oo0bem B ua-
Ne 3aJaHMi U APYIruX Cpoku BbI-
NPOrpaMMbl CaMOCTOSITeJIb- cax / Tpyno-
n/n BONPOCOB /IJII CAMOCTO- | TOJIHEHHS
HOT'0 M3y4YeHHUSs €MKOCTb B 3.€.
ATEJbHOI0 H3YYeHHUs!
Beenenune. OCHOBHBIE TOHATHS
1. A Harmmcanue pedepara 1-2 nenens 5/0,14
U OTIPEIeIICHHUSI.
MaremaTrnueckue OCHOBBI
2. Hanucanue pedepara 3-4 nenens 8/0,22
Kkpunrorpadumn
3. |HUcropuueckas kpuntorpadusi |Hamucanue pedepata 5-6 Henensd 6/0,17
CoBpeMeHHbIE CHMMETPUYHBIE
4. P p Harmmcanne pedepara 7-8 nenens 8/0,22
G pbI
Kpunrorpadus ¢ OTKpbITBIM
5. 0P pag p Harmmcanne pedepara 9-10 menens 6/0,17
KITIOYOM
Xemmuposanue. Koael ayTeH-
6. |TmaHOCTH cooOmieHuit. Dnek- |Hamumcanue pedepara 11-12 nenens 8/0,22
TPOHHASI [TOJITHUCH.
VYnpasnenue kinrouamu. Pac-
7. |npeaereHue CUMMETPUYHBIX 13-14 nenens 8/0,22
KJIFOUer
Pa3paboTka, mpon3BOJCTRO,
peanu3anus 1 SKCIUTyaTanus
8. |mmdpoBanbHbIX (kpunTorpa- |Hammcanme pedepara 15-16 nenens 10/0,28
(hUYECKHX) CPENICTB 3aAIUTHI
uHpopMauu
HTroro 57/1,58

6. IlepevyeHb y4eOHO-METOAMYECKOr0 o0ecneyeHus: AJIsi CAMOCTOATEIbHON PadoThI
00y4YaIIMXCS M0 TUCHUILIMHE (MOIYJIIO)

6.1. Metonnueckue ykazaHnusi (cCOOCTBeHHbIe Pa3padoTKH)
6.2 JIutepatypa 1Ji51 CaMOCTOATEIbHOH PadoThI

1. babam, A.B. Kpunrorpadgudeckre MeTo bl 3amuTthl HHGopManuu. T. 3 [DnekTpoH-
HBII pecypc]: yueOHO-MeToandeckoe nmocooue / A.B. babam. - M.: PUOP: UH®PA-M, 2014. -
216 c. - OBbC «Znanium. comy - Pexum JOCTYTIA:
http://znanium.com/catalog.php?bookinfo=432654.

2. bacanosa, I'.B. OcHoBBl kpunrorpaduu [Dnekrponusiii pecype]/ bacanosa I'.B. -
M.: Unrepuer-YHuuBepcutet Mudopmarmonnsix Texnonoruit (MHTYUT), 2016. - 282 c. - OBC
«IPRbooksy - Pexxum moctyma: http://www.iprbookshop.ru/52158

3. KanmsikoB, U.A. Kpunrorpadguueckue MeToasl 3amuThl HHGOpMaLuK [DNeKTpoH-
HBII pecypc]: maboparopusiii npakTukyM/ M. A. Kanveikos, /1.0. Haymenko, T.A. 'um. - Cras-
pononb: CeBepo-Kaskasckuit ¢enepanbubiii yausepeutet, 2015. - 109 c. - 9BC «IPRbooksy -
Pexxum noctyma: http:// www.iprbookshop.ru/63099.html .

4. Jlanonuna, O.P. OcHoBbI ceTeBoil O6e3onmacHocT. Kpunrorpaduueckue anropuTMsbl
U MPOTOKOJIBI B3aUMOJICHCTBUS [DIIEKTPOHHBIN pecypc]: yueOHoe mocoome/ O.P. JlanoHuHa. -
M.: Unrepuer-YHuuepcuter Mudopmarmonnsix Texnonoruit (MHTYUT), 2016. - 242 c. - OBC
«IPRbooksy - Pexxum noctyma: http://www.iprbookshop.ru/52217.html.

5. Jlapun, [.A. . Kpunrorpaduueckas nearenbHocTh B Poccun ot Ilontasel 1o bopo-
nuHa [OneKkTpoHHBIN pecypc]: MoHorpadust/ [I.A, Jlapun. - Mocksa: PUOP: UHOPA-M, 2015. -
282 C. - 9BC «Znanium. com» - Pexum JOCTyTa:




http://znanium.com/catalog.php?bookinfo=479196.html.

6. Oxwuranos, A.A. Kpuntorpapuueckne CUCTEMBI C CEKPETHBIM M OTKPBITHIM KIIIOUOM
[DnexTpoHHBI pecypc]: yueOHOoe mocobue/ A.A. Oxwuranos. - CII6.: Yuusepcurer UTMO,
2015. - 66 c. - OBC «IPRbooks» - Pexxum nocryna: http://www.iprbookshop.ru/67230.html

7. Tlerpos, A.A. KomnbrorepHast 6e3omacHocTh. Kpunrorpadudeckne METOIbI 3aIIUThHI
[DnexTponnsiii pecypc]/ A.A. Ilerpo. - Capatos: [IpodobpazoBanue, 2017. - 446 c. - ObC
«IPRbooksy - Pexxum moctymna: http://www.iprbookshop.ru/63800.html

8. IIpakTHUKyM IO BBIIOJIHEHHUIO JTAOOPATOPHBIX paboT mo aucuuiuimae Kpunrorpadu-
YECKHE METOJIbI 3alUThl HHpOpManuH [ IaeKkTpoHHBIH pecypc]/ [coct. CmupHOB A.D., [ToHOMa-
péra FO.A.]. - M.: MOCKOBCKHUI TEXHUUYECKUI YHHUBEPCUTET CBsI3U U MH(popmaTuku, 2015. - 67 c.
- OBC «IPRbooks» - Pexxum noctymna: http://www.iprbookshop.ru/61738.html .

7. @OHI OLEHOYHBIX CPEACTB /ISl MPOBEJeHUs NMPOMEKYTOYHOH aTTecTanuu 00y-
YAKIIHUXCH M0 TUCHHIIMHE

7.1. IlepeueHb KOMIIETEHIIUHI C yKa3aHHEM 3TaroB UX (OPMHUPOBAHUS B MPOIECCE OCBOE-
HUs1 00pa30BaTENbHOM TPOrpaMMBbl

Jtanel popmuposanusi | HaumeHoBaHHe Y4eOHBIX JUCHHUILINH, POPMHUPYIOIIHX KOMIIETEHIIMH

KROMICTCHIIY B Mpolecce 0CBOEHHs 00pa30BaTebHOIl MPOrpaMMbl
( HOMep cemecTpa co-

TJIaCHO yyeOHOMY Ijia-
Hy)

IIK-15: cmoco0HOCTBIO 3KcIIyaTHpoBaTh cnennajibHbie MAC n cpeacrBa odecniedeHust UxX
NH(OPMALMOHHOM 0€30I1aCHOCTH HA BCeX ITANaxX ’KU3HEHHOI0 IHMKJIA, 4 TAK/KEe BOCCTAHAB-
JIMBATh UX pa60TOCIOCOOHOCTD NMPH BHEMITATHBIX CUTYaIIUSAX

5,6 CrenmanbHble TEXHOJOTUU 0a3 TaHHBIX U HHPOPMAIIMOHHBIX CUCTEM
7 Kpunrorpadguueckre MeTo bl 3aIUThl HHPOPMALIUU

8 be3onacHOCTh 3JIEKTPOHHOTO TOKYMEHTO000pOoTa

10 MaremaTHuecKue MeToIbl B 331a4aX (PMHAHCOBOI'O MOHUTOPHHIA




7.2. Onncanue nmoka3saresjied u KPUTEPHUEB OLICHUBAHUA KOMIIeTeHIIMii Ha PA3JIHYHBIX 3Tanax ux (l)OpMP[pOBaHHﬂ, ONMUCAaHUEC IIKAJIbI OLICHU-
BaHUA

IInanupyemMble pe3yJbTaTbl 0CBOCHHSI KOMIIETCHIIUH

KpuTtepun oneHuBaHus pe3yJbTaTOB 00y4eHHSs

HEYAOBJIETBOPH-
TEJIBHO

YAOBJIETBOPUTEIHHO

XOpo1Io

OTJIUYIHO

HaumenoBa-
HHUE OIl€H0Y-
HOI'0 cpen-
CTBa

ITK-5: cnocoGHOCTH NPOBOANTH 000CHOBAHNE H BHIOOP ONITHMAJIBHOIO PellleHusI 3a/1a

4 B cepe npodeccHOHAIBLHOMN 1eATeJIbHOCTH

3HATH: OCHOBHBIC IIOHATHS M ONpPECICHUs, MaTematuue- @parmenrapusie | Hemonnsle 3nanus |Chopmuposannsie, Ho| CHOpMUPOBAHHBIE
CKHE OCHOBBI KPUNTOrpaduu, UCTOPHIO Kpunrorpapuu u 3HaHUS cozepKalme CHUCTEMaTHUYECKue
COBpPEMEHHBIE CUMMETPHYHbIE MH(PBI, OCHOBBI KPUITO- OT/leJIbHBIE TPOGEJIBI AHAHMS
rpadud ¢ OTKPBITBIM KJIFOYOM, OCHOBHBIC ITOAXOMIBI K SHAHIIS

(hopMHUpOBaHHIO ITU(PPOBON MOAMKUCH HA OCHOBE PA3JINY-

HBIX QJITOPUTMOB C OTKPBITBIM KJIKOYOM, YIIPABICHUE

KJIF0YaMHu, MOJIeNH IHU(POB U MaTeMaTHUYECKHE METO/IbI

WX MCCJICIOBAHMUSI.

YMeTb: I0Ib30BaThCs HAYYHO-TEXHUYECKON JUTEPATy-YacTHuHble yMeHus| HemoaHble yMeHust YMmenunst nonusie, | ChopMHupOBaHHBIE
pOﬁ B o0iactu KpI/IHTOFpaQ)I/II/I, INPUMCHSATH OTCUCCTBCH JIOITy CKArOTCSl YMEHUSA

HbIE U 3apyOeKHbIE CTaHIAPTHI B 00JaCTH KpUNITOTpadu-
YECKUX METOJ0B 3alUThl MH(POPMALMK B MIPOLIECCE 1ITAT-
HOM skcruryatanuu crnenuanbHeix MAC u cpencts obec-
MeyeHuss UX HHPOPMAIMOHHOM 0e30macHOCTH Ha BCeX
BTarnax >KM3HEHHOTO IMKJa, a TAK)Ke BOCCTAHOBJICHUS HX
[paboTOCTIOCOOHOCTH ITPH BHEIITATHBIX CUTYAIIUSX.

HeOOJIbIIME OILIUOKHA

Bianersh: HaBbIKAMU INTATHOM IKCIUTyaTal[MH CIEI[HAIIb-
HeIXx UAC u cpeicTB obecrieueHus: X WH(HOPMAIMOHHON
0E30MacCHOCTH Ha BCEX JTalax >KU3HEHHOTO IIMKIIA, a TaK-
K€ BOCCTAHOBJICHUS MX PabOTOCTIOCOOHOCTH TPH BHE-

IITATHBIX CUTYAalHIX.

YacTtruyHoE
BJIaJICHUE
HaBBIKaAMH

Hecucrematnueckoe
MPUMEHEHUE
HaBBIKOB

B cucremarnueckom
MPUMEHEHUU HaBBIKOB
JIOTTY CKAIOTCSI
poOebI

VcnemHoe u
CHCTEMATHYECKOE
IIPUMEHEHUE
HABBIKOB

TeCTHI, pede-
partbl, 3a4er




7.3. TumoBble KOHTPOJIbHbIE 32/JaHUS M UHbIE MATEPHAJIbl, He00X0AUMBbIE [IJISl OLIEHKH
3HAHM, yMEHNH, HABBIKOB U (WJIM) ONBITA 1eATEJIbHOCTH, XapPaKTePU3yIOIIUX 3Tanbl GopMu-
POBaHMS KOMIIETEHIUI B MpoLecce 0CBOCHUsI 00pa30BaTe/IbHOI MPOrPaMMbl

TecToBblE 3aJaHUA s TEKYIIEro KOHTPOJIsA 3HAHUHM 0 JTUCHUILINHE

BapuanTt Ne 1

< Bompoc Ne 1>
DNeKTpOHHAs TOJIMUCH OBIBALT:

e CoznmanHas BBUE OTAETBHOTO (aiina
e [IpucoeanueHHoOH K daitmy
e CozmaHHas BBUC aTpHOYTOB K (ailiry

< Bompoc Ne 2 >
[Tpornecc 3ammdpoBanus Uiu paciinppoBaHUs HA3bIBACTCS:

e [Iludposka
e [Iludposanne

< Bompoc Ne 3 >
IIpeobpazoBaHne TeKcTa C LENbIO CKPBITH ero conepxkanue or HCJL -

e [Iludposanue
e XelupoBaHue

< Bompoc Ne 4 >
Kaxk Ha3pIBaeTcst kpunrorpaduuecKuii METO] KOTOPBIA TPENCTaBISIOT CO00il MoCIe0BaTeIbHOCTS (C
BO3MO>)KHBIM ITOBTOPEHHEM M YEPEOBAaHHEM ) OCHOBHBIX METOAOB NPE0Opa30BaHMs, IPUMEHIEMYIO K
670Ky (yacTu) muUdpyemMoro Tekcra?

® AHAIUTUYECKOE MPeoOpa3oBaHUe
e KOMOMHHUPOBAHHOE MPEOOPa30BaHNE

< Bompoc Ne 5>
AMepUKaHCKUN YUEHBII-TEOPETHK B 00JIaCTH KOMITBIOTEPHBIX HAYK, MPO(eccop KOMIBIOTEPHBIX HAYK
1 MOJIEKYJIIpHO# O6nonoruu B YHuBepcurere HOxHoi KanudopHun, n3BECTHBIN Kak COABTOP CUCTEMBI
mmdposanust RSA (Rivest — Shamir — Adleman, 1977 ron) u JJHK-Beraucnenmii:

o Anu [lamup
e Ponannsy JIuan Pusect
e Jleonapn Makc Anneman

< Bompoc Ne 6 >
OpHa 13 nepBbIX KHUT MO MHU(POBKE HAIIUCaHa -

ab6arom Tpuremmuem (1462-1516) u3 ['epmannn
ab66arom Tpurennuem (1416-1466) uz Utanun

< Bompoc Ne 7>
JUist KakuX 1enel B Kpunrorpaduu HCIOb3YIOTCS XAMI-QYHKIUS:

co31aHMs 00Pa30B HEKOTOPBIX JTAHHBIX JJIS UX 0€30TIaCHOTO XPaHCHUS
pacdera KOHTPOJBHOM CYMMBI ITaKeTa
00pa3zoBaHMs TaKk Ha3bIBAEMBIX AaipkecToB h(m) ays cooOmeHuid m



< Bompoc Ne 8 >
Kax HazpiBaeTcst kpunrorpaguueckuii METO/1 CyTh KOTOPOTO 3aKJIIOYAETCSl B HAJIOKEHUH HA NCXOJHBIN
TEKCT HEKOTOPOM IICEBOCTYyYaliHON NOCIEA0BATEILHOCTH, TEHEPUPYEMOIM Ha OCHOBE Kiltoua’?

® KOJMpPOBaHUE
® UMHUTOBCTaBKa
® METO/]] IICEBAOCITYYaitHOrO psiia
® TaMMHpPOBaHHE

< Bompoc Ne 9 >
IIpy uCnoJIb30BaHUM yCWICHHBIX 3JIEKTPOHHBIX MOANMCEN YYaCTHUKH 3JIEKTPOHHOTO B3aMMOIEHCTBUS
00s13aHBI:

e o0ecrieunBaTh KOH(DUIECHIINAIBHOCTD KIIFOUEH AJIEKTPOHHBIX MOAMUCEN, B YaCTHOCTU HE JI0MYC-
KaTb UCIIOJIb30BAHUC MMPUHAIIC)KAIUX UM KITFOUeH OJICKTPOHHBIX HOI[HHCGﬁ 663 HUX corjacus

® HE HCIOIB30BATh JUISl CO3AHUS M MPOBEPKH KBATH(PHUIIMPOBAHHBIX SJEKTPOHHBIX TOIMUCEH, CO-
3MaHMS KITI0Yel KBaTH(PUIIMPOBAHHBIX AJIEKTPOHHBIX MOMUCEH U KIIIOYEH WX MMPOBEPKH CPEIICTBA
AIIEKTPOHHOMN TOJMUCH, MOJTYUYHUBILKE TTOTBEPKICHUE COOTBETCTBHS TPEOOBAHUSAM, YCTAHOBIICH-
HbIM DenepanbHbIM 3akOHOM "O0 JEKTPOHHOM moanucH"

® YBEIOMIISITH YAOCTOBEPSIONINI IICHTP, BBIAABIIHNHI CEPTH(PHUKAT KII04a MPOBEPKU ANEKTPOHHON
MMoAIKrCH, U UHBIX YHACTHHUKOB 3JICKTPOHHOI'O BSaI/IMOI[CI\/'ICTBI/ISI 0 HAPpyIICHHUHU KOH(i)I/II[eHIII/IaJ'H)HO-
CTH KJIFOYA HJIEKTPOHHOU TIOJIMUCH B TEUEHUE HE OoJiee ueM OJTHOTO pabovero JHS CO JTHS MoyJe-
HUSl ”HPOPMAIIUHU O TAKOM HApYyIIEHUU

® UCTOJB30BaTh KU 3JIEKTPOHHON MOAMNKCH TPY HATMYUU OCHOBAHHI MMoaraTh, 4To KOH(MUICH-
[MAIBHOCTh JIaHHOTO KJIF0Ya HapylLIeHa

< Bompoc Ne 10 >
PKI 3t0:

e Nuadpacrpykrypa otkpsiTeix kimtoueit (PKI - Public Key Infrastructure)
e Undpactpykrypa 3akpeIThix Kitoueil (PKI - Private Key Infrastructure)

< Bompoc Ne 11 >
[TpeoOpa3oBanue 1Mo 1ETEPMUHUPOBAHHOMY aJTOPUTMY BXOAHOTO MAaCCUBA JTAHHBIX IPOU3BOJILHON
JUTMHBI B BBIXOJIHYIO OUTOBYIO CTPOKY (DUKCHPOBAHHOM JJTUHBI:

® XCIIMPOBAaHUE
® XJUIMPOBAaHUE
® K3UIMPOBAaHUE
® KEUIMPOBaHUE

< Bompoc Ne 12 >
KBanuduuupoBaHHON 37IEKTPOHHOHN MOAMUCHIO SIBJISETCS 3JIEKTPOHHAS MOAMKUCH, KOTOpPasi COOTBET-
CTBYET BCEM MpHU3HAKaM HEKBATU(UIIUPOBAHHON IEKTPOHHON MOAMUCH U CIEAYIOIIUM JOMOIHU-
TCJIbHBIM ITPHU3HAKaM:

® KJII0Ya MPOBEPKH 3JIEKTPOHHOU MOJANKCH MOXKET HE CO3/1aBaThCs

® /IS CO3JaHUS U IPOBEPKU AJIEKTPOHHOM MOJIUCH UCIIONB3YIOTCS CPEACTBA ANEKTPOHHON MO~
CH, MOJTYYHBIINE MTOATBEPKICHUE COOTBETCTBHSI TPEOOBAHUSM, YCTAHOBJICHHBIM B COOTBETCTBUHU C
HacToauM DenepanbHbIM 3aKOHOM

® KJTIOY MPOBEPKH JEKTPOHHOM MOANKUCH YKa3aH B KBATM(DUIIMPOBAHHOM CepTU(UKATE

< Bompoc Ne 13 >
MepbI 3aIIUTHI OT HETATUBHOTO BIMSHUS allllapaTHOTo okpyxenus Ha CK3UN



e Ousndeckue mia nomyckarrces kK padore ¢ CK3U cormacuo nepeunro nonb3oBateneit CK3U,
YTBEPKIaeMOMY COOTBETCTBYIOIINM 00JiafaTeneM KOH(PpHICHINAIbHON HH(pOopMaIu

e [IpoBenenue npu HEOOXOAMMOCTH CIIELIMATIBHBIX POBEPOK U aHAJIN3 aKTUBHON COCTABIISIOLICH
annapaTHoM 4acTu, Ha Kotopoi ¢pyHkimronupyror CK3U

e [Iposepka I10 Ha coorBercTBHE TpeboBanusAM K [0 ®CB Poccuu u TpeGoBaHUSIM HOPMAaTHUBHBIX
MPABOBBIX aKTOB U MeToin4eCcKUX JOKyMeHTOB @CTIK Poccun

e KOHTpOJIb LIE0CTHOCTH IPOIPAMMHBIX MOJTyJIEN

< Bomnpoc Ne 14 >
YroObl rapaHTUPOBATh HAJEKHYIO 3aLUTY MH(POPMAIIUH, K CUCTEMAaM C OTKPBITBIM KIIFOYOM NpEIbsIB-
JAOTCA ABa BaXXHBIX U OYCBUIHBIX TpC6OBaHI/I$I .

¢ [IpeoOpazoBaHrEe UCXOMHOTO TEKCTA IOJDKHO OBITH OOPaTHMBIM U TAPAHTHPOBATH €0 BOCCTAHOB-
JIeHHE Ha OCHOBE OTKPBITOTO KIFOYa.

e OnpeneneHne 3aKphITOro KIF0Ya Ha OCHOBE OTKPBITOTO TAKKe JOKHO OBITh BO3MOXHBIM Ha CO-
BPEMEHHOM TEXHOJIOTMYeCKOM ypoBHe. [Ipu 3ToM He jkenaTelbHa TOUHAS HUXKHSSA OILICHKA CIIOXK-
HOCTH (KOJIMYECTBA OTIEPAIHA) paCKPBITHS MHUdpa.

e [IpeoOpazoBaHre UCXOAHOTO TEKCTA IOJKHO OBITh HEOOPATUMBIM M UCKIIIOUATh €r0 BOCCTAHOBIIE-
HUE Ha OCHOBE OTKPBITOTO KITFOYA.

e OnpeneneHne 3aKphITOro KII0Ya Ha OCHOBE OTKPBITOTO TaKXKe JOKHO OBITh HEBO3MOXHBIM Ha
COBPEMEHHOM TE€XHOJOTHYECKOM ypoBHE. [Ipu 3TOM kenaTenbHa TOUHAS HIDKHSSI OLIEHKA CII0XK-
HOCTH (KOJIMYECTBA OTEpaIlfii) pacKphITUs MHdpa.

< Bompoc Ne 15>
KBanuduurpoBanHas 31eKTpoHHas! MOANKUCH IPU3HAETCS IEHCTBUTENBHOM /10 TEX MOp, MOKA PEILICHH-
€M CyJZia HC YCTAHOBJICHO MHOC, TP OJHOBPCMCHHOM CO6JHOII€HI/II/I ($1(571474:0)11170,€ YCHOBHﬁ:

ekBaTU(DUIIMPOBAHHAS HJIEKTPOHHAS ITOIMUCH UCIOIB3YETCS C YUETOM OTPaHUYEHUH, COJlepKaIInX-
sl B KBJIM(UIIMPOBAHHOM CepTU(HUKATE JIMIA, TOANHUCHIBAIOIIETO 3JIEKTPOHHBIA JOKYMEHT (€CiIH Ta-
KHE€ OTPaHUUYEHUS YCTAHOBIICHBI)

exBaTH(DUIIMPOBAHHBII cepTU(UKAT CO3/]aH U BBIJAaH aKKPEAUTOBAHHBIM YIOCTOBEPSIONINM LIEH-
TPOM, aKKpeAUTAIMsI KOTOPOTro AEUCTBUTEIbHA Ha JIEHb BBIAAYN YKAa3aHHOTO CepTU(HKATA

exBaTH(DUITMPOBAHHBIHN cepTU(UKAT NEHCTBUTEICH HA MOMEHT TIOAIMCAHUS SJIEKTPOHHOTO JIOKY-
MeHTa (MpY HAJIMYUH JOCTOBEPHON MH(OpMAIIMK O MOMEHTE MOANNUCAHMS AIEKTPOHHOIO JOKYMEHTA)
WIN Ha JICHb IPOBEPKH JCHCTBUTEIILHOCTH YKAa3aHHOTO CEpTU(HUKATA, €CIIM MOMEHT TOIMTUCAHUS
JIEKTPOHHOI'O JOKYMEHTA HE OIPECIICH

eKBaTH(DUITUPOBAHHEIHN cepTU(UKAT HE ACWCTBUTEICH HA MOMEHT MOIICAHUS SJIEKTPOHHOTO J10-
KyMeHTa (IIp1 HAIUYHH JOCTOBEPHON MH(OPMAIIM O MOMEHTE MOANUCAHUS AIEKTPOHHOTO JOKYMEH-
Ta) WIK Ha JIEHb IPOBEPKH JEHCTBUTEIIBHOCTH YKAa3aHHOTO cepTU(UKATA, €CIIM MOMEHT IOITUCAHUS
JIEKTPOHHOI'0 JOKYMEHTA HE OIPECIICH

®1IMEETCS TOJIOKUTENBHBINA PE3yJIbTAT MPOBEPKHU MPUHAICKHOCTH BIIAIEbIy KBATH(DUITUPOBAHHO
ro cepTU(HKaTa KBaTU(PUIUPOBAHHON 3JIEKTPOHHOM MOAIMUCH, C TIOMOIIbI0 KOTOPOH MOJANHMCAH JIeK-
TPOHHBIM JOKYMEHT, U IOATBEPKACHO OTCYTCTBHE N3MEHEHNN, BHECCHHBIX B 3TOT JOKYMEHT I10CIIE
€ro NoAIucaHus

< Bomnpoc Ne 16 >
C moMo1IbI0 4ero MOXHO MpeoOpa3oBaTh (IO ONpeeIEHHOMY aJTrOpUTMY) BXOIHOW MacCHUB JaHHBIX
HPOU3BOJIEHOM JUTMHBI B BEIXOJHYIO OUTOBYIO CTPOKY (PUKCHPOBAHHOM JTHHBI -

® X3II-KOA
o X3I-QYHKIHS

< Bomnpoc Ne 17 >
OnMH U3 caMbIX U3BECTHBIX aMEPUKAHCKUX KPUNTOrpadoB, 3aCIyKUBIINNA MUPOBYIO U3BECTHOCTD 32



KOHIICTIIIUIO KPUNITOTPa(uH ¢ OTKPBITHIM KITIOUOM:

e Jleonapn Maxkc Anieman
e Kinon [llennon

e Yurdunn Iuddu

e A Komnan Jloin

< Bomnpoc Ne 18 >
CornacHo ®@enepanbHoMy 3akoHy OT 4 Mast 2011 r. N 99-@3 "O nuieH3upoBaHUN OTACIBHBIX BUIOB
IIGSITGJIBHOCTI/I" K BUAaM OCATCIBbHOCTH, HA KOTOpBIG Tpe6yIOTC51 JIMIICH3UH, OTHOCATCA:

e[IpenocraBnenue ycayr no mudppoBaHuio HHPOPMAIIUY, HE COJepXKAIeH CBEJCHUN, COCTaB-
JSIOIINUX TOCYAAPCTBEHHYIO TaiHY, C UCMOJIb30BaHUEM MU(POBATHHBIX (KpUNTOTrpadUIECKIX )
CPE/CTB B MHTEPECAX IOPUAMUECKUX U (PH3HUUECKUX JIMII, a TAKXKE WHAUBUIYATbHBIX TPEATNPHHH-
Mareleu.
e [Ipumenenue cpeacTB mMUpPOBAHUSL

< Bompoc Ne 19 >
[Tpu oOpamieHny B aKKpeJUTOBAHHBIH yI0CTOBEPSIOLIHIA IICHTP 3asBUTENb YKa3bIBa€T HAa OrpaHnye-
HUS UCTIONB30BAaHUS KBATH(DUIIMPOBAHHOTO cepTH(HKATa (€CIH TaKHe OTPaHUYCHHUS yCTaHABIUBAIOT-
Cs1) U IPEACTABIISIET CIEAYIONINE JOKYMEHTBI, MOATBEPKIAIOIINE JOCTOBEPHOCTh HH(POPMALIUH,
NPEeIOCTAaBICHHOM 3asBUTENEM ISl BKIIOUEHHSI B KBAMU(UIIMPOBAHHBINA cepTu(uKar, Inoo nx HaJie-
KaluM 00pa3oM 3aBEPEHHBIE KOIHHU:

® BOJUTEIIHCKOE YIOCTOBEPECHHE

® OCHOBHOW JIOKYMEHT, yIOCTOBEPSIONINN JTUIHOCTh, CTPAXOBOE CBUACTEIHCTBO TOCYIAPCTBEHHOTO
MIEHCUOHHOTO CTPAXOBaHUS 3assBUTENS - (PU3UUECKOTO JIUIA WIH YIPEAUTEeIbHBIC JOKYMEHTBI, J0-
KYMEHT, TTOATBEPKIAIOIINNA (PaKT BHECEHHsI 3aIIMCH O IOPUANYECKOM Jiniie B Equnsiii rocy nap-
CTBEHHBIN PEECTP IOPUIUUYECKUX JIHII, U CBUIECTEIHCTBO O MOCTAHOBKE HA YUYET B HAJIOTOBOM Op-
TaHe 3asiBUTEIA - FOPUINIECKOTO JTUIa

® JIOBEPEHHOCTh WJIM MHOM TOKYMEHT, TTOATBEPKIAIOMINMA MTPABO 3asIBUTEIS IEMCTBOBATh OT UMEHH
JIPYTHX JINILL

e Ha/UIeXKAIIUM 00pa30M 3aBEPEHHBIN MEPEBOJI HA PYCCKUH S3BIK JOKYMEHTOB O TOCYIapCTBEHHOMN
PETUCTPAlNK FOPUIAYECKOTO JIUIA B COOTBETCTBUH C 3aKOHOATEIHCTBOM HHOCTPAHHOTO TOCY-
JapcTBa (11 MHOCTPAHHBIX IOPUANYECKUX JIULI)

< Bompoc Ne 20 >
Kak Ha3pIBaeTCs MPUHIIMIT TOCTPOCHUS KPUTITOTPAPUIESCKIX AITOPUTMOB, COTTIACHO KOTOPOMY B CEK-
peTe AEp>KUTCS TOBKO ONpeeICHHBIM Ha00p UX MapaMeTpoB (KJTI0U), a BCE OCTATbHOE MOYKET OBITh
OTKPBITHIM 0€3 CHH)KEHUSI CTOMKOCTH aJIFOPUTMAa HUXKE IOy CTUMOM BETUUNHbI?

e [Tpunuun Kupxroda
e [IpoTokon kpunrorpadpudeckuit

< Bompoc Ne 21 >
Kak HazpiBaeTcst HaOOp MpaBuil, periaMeHTUPYIOIINX UCIOIb30BaHNE KPUIITOTrpahuIecKuxX npeodpa-
30BaHUH U aITOPUTMOB B MH(POPMAIIMOHHBIX MTpoIIeccax?

e [IpoTokon kpunrorpadpudeckuit
e [Ipunnun Kupxroga

< Bompoc Ne 22 >
Jlommyckaercst He yKa3blBaTh B KaUeCTBE BJIAJEIbIIa cepTU(UKATA KIIF0Ya TPOBEPKH INEKTPOHHON NOJ-
II1MCH -



JUPEKTOPOB aTOMHBIX JIEKTPOCTAHLIMH

B ClIy4asiX, IPeIyCMOTPEHHBIX (ellepalbHbIMHU 3aKOHAMH U IPUHUMAEMBbIMU B COOTBETCTBHHU C
HUMU HOPMAaTUBHBIMU IIPABOBBIMU aKTaMH

B CepTU(HKATE KIH0Ya IPOBEPKH AIEKTPOHHON MOAMNNUCH, UCIIOIB3YyEMOM Il aBTOMAaTHYECKOTO
co3aHMs U (WJIM) aBTOMAaTU4YECKOW MTPOBEPKHU IEKTPOHHBIX MMOANKCEN B UHPOPMALIMOHHOM CH-
cTeMe IIPU OKa3aHUM IOCYJapCTBEHHBIX U MyHULIUIIAJIBHBIX YCIIYT, UCIIOJHEHUN FOCYJapCTBEH-
HBIX 1 MYHUIUNAJIBHBIX (yHKIMH

¢dusnueckoe IO, IEHCTBYIOIEE OT MMEHU I0PUINUECKOTO JIHIIA

< Bomnpoc Ne 23 >
Obecneuenue JoBepHs K y4aCTHHKAM ITPOLECCOB 00OPaOOTKHU TaHHBIX BKIIIOYAET B ceOs:

DKCIEepTHON OLIEHKOM 0e30MacHOCTH 3a(pMKCUPOBAHHBIX CPENICTB 0OPAOOTKU U OTOOpasKEHHUSL.

dusnueckue auna gonmyckarorcs kK pabore ¢ CK3U cornacHo nepeunto nons3oBateneit CK3U,

YTBEPKIAEMOMY COOTBETCTBYIOIIMM OOJIafaTeseM KOHPHUISHIIHATLHON HH()OpMAIIH.

e HenocpeactBenHo k padore ¢ CK3U nonb3oBaTeny A0MyCKatOTCs TOIBKO MOCIE COOTBETCTBYIO-
iero ooy4eHwusl.

e Hamnune 8 OPI'TAHU3 AL 101KHOTO YPOBHSA UCTIOJIHUTENBCKOW TUCITUTIIIUHBI

< Bompoc Ne 24 >
Kaxkue 13 nepeunciaeHHbIX alrOpUTMOB UMEIOT 00Jiee BHICOKYIO TPOU3BOAUTEIILHOCTD?

L AJ'IFOpI/ITMI)I C CHMMCTPUYHBIMH KJIIIOYaMH
L4 AJ'IFOpI/ITMBI C AaACUMMCTPHUYHBIMHA KIIHOYaMU

< Bompoc Ne 25 >
Kaxnpiii oprad KpunrorpapuaecKon 3aiuThl AT XpaHSHUS KITFOYEBBIX IOKYMEHTOB, SKCILTyaTaIlH-
OHHOM U TEXHUYECKOH HOKyMeHTauuu, nHctaupyomux CK3U Hocureneit 1omxeH uMeTh

® HEOOXOUMOE YUCIIO HAJISKHBIX METAITMUECKUX XPAaHMIIHUIL, 000PYA0BaHHBIX BHYTPEHHUMH 3aM-
KaMU C OJTHUM SK3eMIUISIPOM KITFOUEH 1 KOJIOBBIMH 3aMKaMH WJIA TIPUCTIOCOOICHUSIMU TS OTIeya-
THIBaHUS 3aMOYHBIX CKBAKUH

® HEOOXOMMOE YMCIIO HAJISKHBIX METATMUECKUX XPAHIIIUI, 000PYIOBaHHBIX BHYTPEHHUMH 3aM-
KaMU C IByMs SK3eMIUIIpaMy KJIr04el ¥ KOJOBBIMU 3aMKaMU HJTU MPUCIIOCOOICHUSIMHU IS OTleda-
TBIBaHHS 3aMOYHBIX CKBAKUH

® HEOOXOIUMOE YHCIIO HAJIeKHBIX METAITIMUECKUX XPaHUIIHUIL, 000PYOBaHHBIX HABUCHBIMH 3aMKa-
MU C ABYMS 3K3EMIUIIpaMU KITF0Ued M KOAOBBIMU 3aMKaMU HJTU PUCTIOCOOICHUSIMU JIs OTleda-
TBIBaHUS 3aMOYHBIX CKBAKUH

< Bomnpoc Ne 26 >
AKKpeIUTOBAHHBIN yIOCTOBEPAIOLINNA HEHTP 00s13aH XpPaHUTh B TEUEHHE CPOKA €T0 AESATEIbHOCTH,
ecyii 6os1ee KOPOTKHM CPOK HE MPEeTyCMOTPEH HOPMATUBHBIMU MPaBOBbIMU akTamMu Poccuiickoit ®e-
Jiepaly, CIeayoLy0 HHPOPMAIHIO:

® PEKBU3UTHI BCEX JIOKYMEHTOB, YJIOCTOBEPSIOIIETO JMYHOCTD BIIaJIeIIblla KBATU(HIINPOBAHHOTO
cepruduKaTa - GU3NIECKOTo JIHIA

® CBEJCHUS O HANMEHOBAHUH, HOMEPE U JIaTe BBIAAYH JOKYMEHTA, ITOITBEP K JAIONIETO PABO JINIIA,
BBICTYTMAIOLIETO OT UMEHH 3asiBUTEINS - FOPUIMUECKOTO JIMLA, 00paIaThCs 3a MOTyYeHHEM KBaJIH-
bunupoBaHHOrO cepTuduKara

® PEKBHM3HUTHI OCHOBHOTO JOKYMEHTA, YAOCTOBEPSIONIETO JTUYHOCTD BIIaelNbla KBAIN(UIIMPOBAHHO-
ro ceptudukaTa - GU3NIECKOro JUIa

® CBe/ICHU 0 HAMMEHOBAaHUIX, HOMEpaX U JaTax BbIIa4M JOKYMEHTOB, TOJTBEPKAAIOUINX TOTHO-
MOYHS BIIaJebla KBATH(PHUINPOBAHHOTO cepTU(HUKATa IeHCTBOBATH 110 MOPYYECHUIO TPETHHX JIHII,
eci MH(OpMAIHsl O TAKUX MOJIHOMOYHMSX BIIa/IEJblIa KBATU(PHUIIMPOBAHHOTO CEpTH(HKATA BKITIO-
YyeHa B KBTM(UIIMPOBAHHBIN CepTU(UKAT



< Bomnpoc Ne 27 >
Kak HaszpiBaeTcsa kpuntorpaguueckuii METo1 3aKJII0YAIOLINIICS B TOM, YTO CUMBOJIBI IIH(pyeMOro
TEKCTa 3aMEHSIOTCS] CHMBOJIAMH TOTO YK€ WJIM JPYToro ajagaBuTa B COOTBETCTBHHU C 3apaHee Ompee-
JICHHBIM MPABUIIOM?

® [ICPECTAaHOBKA
® JI0JCTAaHOBKa

< Bomnpoc Ne 28 >
JloBepue K cpeacTBaM KpHITOrpagIecKoil 3alMThl He TPEeAIoaracT KOMIUIEKCHOE PelIeHNe CIey-
IOIMUX 1moa3aagay.

e OrneHka peaan3aluy COOTBETCTBYIOLIETO YPOBHs KOHTpoJs npucytcreust H/IB

e OneHka BIMSHUS IPOrpaMMHO-aNapaTHOro0 OKPYKEeHUsl Ha KoppekTHocTh pabotsl CK3U

e JlokasarenbCcTBO KOPPEKTHOCTH M Oe3omacHocTH neneBbix Gpynkiuit CK3U (popmupoBanue 3a-
MIMIIAEMbIX 00BEKTOB, OTCYTCTBHE YTEUEK KIIFOUeBON MH(POPMAIIUH U T.1I.)

e OneHka KOppeKTHOCTH BCTpauBaHUs KpUnrorpapuyeckux cepBucos B npukiaaHoe [10 Ha ocHoBe
cornacoBaHHbIXx ¢ @Ch pexomeHaanuin

< Bomnpoc Ne 29 >
Y 10CTOBEPAIOLINI LICHTP:

® BbIJaeT 0 OOPALIEHUIO 3asBUTEIS CPEJCTBA MIEKTPOHHON MOAMNCH, COIEPIKAIINe KITIOY JIeK-
TPOHHOM MOANMCH U KIIHOY MPOBEPKH IEKTPOHHON MOJAMUCH (B TOM YHCJIE CO3JJaHHBIE YI0CTOBE-
PSIOIIMM IIEHTPOM) WM 00eCTIeYNBaIOINEe BO3MOKHOCTD CO3/1aHUs KJIt0Ya 3JIEKTPOHHON NOJIHNCH
Y KJIF0Ya ITPOBEPKU IEKTPOHHOM MOJIINCH 3asIBUTEIIEM

e co3faeT cepTUUKATHI KITIoUeil MPOBEPKHU JEKTPOHHBIX MOANKUCEH U BBIJIACT TaKue CepTU(UKATHI
JMIIaM, OOPATHBIIUMCS 32 UX MOJTyYEHHEM (3asBUTEIISIM )

® aHHYJIMPYET BbIIAHHBIE 3TUM YJJOCTOBEPSIOIINM LIEHTPOM CEPTU(PUKATHI KIIFOUEH MIPOBEPKH AJIEK-
TPOHHBIX IOIIUCEH

® YCTAHABJIUBACT CPOKU JIEUCTBUS CEPTU(DPUKATOB KITtOUEH MPOBEPKH JIEKTPOHHBIX MOANUCEHN

< Bompoc Ne 30 >
BungamMu 31€KTpOHHBIX MTOANUCEN, , ABJISIOTCS:

® yCHJICHHAs] HEKBAJTU(HUIIMPOBAHHAS JIEKTPOHHAS MOANUCH M yCUJICHHAs! KBaTH(PHUIIMPOBAHHAS
JJIEKTPOHHAS MMOAIUCH

® [IPOCTast DJIEKTPOHHAs NOANKUCH U YCUJICHHAS YJIEKTPOHHAS ITOAIUCH

® [IpOCTast MOJIUCH U yCUICHHAs IIOAIICUb

® HEKBATU(UIMPOBAHHAS AJIEKTPOHHAS MMOANUCH U KBATU(UIIMPOBAHHAS AJIEKTPOHHAS ITOANNCH

< Bompoc Ne 31 >
OCHOBHBIM AJOCTOMHCTBOM KpI/IHTOFpa(bI/I‘-IeCKI/IX METOAOB 3allIUThI I/IH(l)OpMaI_[I/II/I SABJIACTCA TO, UTO
OHH:

e 00ecneyrBarOT BEICOKYIO FapaHTUPOBAHHYIO CTOMKOCTh 3aIlUThl, KOTOPYIO MOKHO PACCUUTATh U
BBIPA3UTh B YUCIOBOH (opMe (CPETHUM YUCIIOM ONEpaluii WM BpeMeHeM, HEOOX0IUMBIM JIJIs
packpeITus 3amKu(poBaHHON UHPOPMALIMU UM BBIYHUCIICHUS KITIOUeil)

e 00ecreynBaloT BEICOKYIO TapaHTHPOBAHHYIO CTOMKOCTH 3aIlUTHI, KOTOPYIO HE BO3MOKHO paccyu-
TaTh U BBIPa3UTh B YMCIOBOH (popmMe (HarmpuMep, CpeJHUM YHUCIIOM OIepaliil Wiu BpeMEHEM, He-
00XOAMMBIM TSI PACKPBITHS AU (POBAaHHON HH(POPMAITUH WM BEIYMCIICHUS KITIOUEH )

< Bompoc Ne 32 >
Y 1ocToBepsIOIUiA LIEHTD:



® [IPOBEPSET YHUKAIBHOCTh KJIIOUEH MPOBEPKH IEKTPOHHBIX MOANUCEH B pErucTpe cepTU(UKATOB

e Cco3JaeT Mo oOpalIeHUAM 3asBUTEINEH KIIFOUH 3JIEKTPOHHBIX MOANUCEH U KIIOUU MPOBEPKHU JIEK-
TPOHHBIX MOAIUACEN

® YCTaHABJIMBAET MOPSI0K BEACHUS peecTpa cepTU(UKATOB, HE SIBIISIOLUINXCS KBAIU(DUIUPOBAHHBI-
MU, U TIOPSIIOK TOCTYyTa K HEMY, a TaKke 00ecreunBaeT JOCTYII JIML K HH(pOpMaIum, coaepxa-
HIelcs B peecTpe cepTU(UKaTOB, B TOM YUCIIE C UCIOIb30BAaHUEM MH(DOPMAIIMOHHO-
TeJIeKOMMYHUKalMOHHOMU ceTH "HTepHet"

® BEJIET PEECTp BBIAAHHBIX M AHHYJIMPOBAHHBIX 3TUM YAOCTOBEPSIOIIUM LIEHTPOM CEPTU(DHUKATOB
KJIIOUel TIPOBEPKHU AJIEKTPOHHBIX MOJNKCEH (J1aee - peecTp CepTUPHUKATOB), B TOM YHCIIE BKITIO-
qaoLuiil B ceds nHPOpMaLKIO, COAEPIKALLYIOCS B BBIJAHHBIX 3TUM YJJOCTOBEPSIOIINUM LIECHTPOM
cepTUdUKaTaX KIIOUYEH MPOBEPKH FIEKTPOHHBIX IMOANKUCEH, 1 HH()OPMAIUIO O 1aTax mpeKparie-
HUS ISHCTBUA WM aHHYJIMPOBAHUS CePTU(UKATOB KIIIOUEH MPOBEPKH AIEKTPOHHBIX IT

< Bompoc Ne 33 >
JloBepue K CpeAicTBaM KpUNTOrpauyIecKoi 3aIuThl IPEANoaraeT KOMITICKCHOE PEIICHUE CIICIyFO-
HIMX 110/132/124:

¢ Ouenka [1O He B3anMOIEHCTBYIOMIETO C KpUNITOTPAQUISCKUMHU CEPBUCAMU

¢ AHain3 KOMIUIEKCA OPraHU3AIMOHHO-TEXHUYECKUX Mep 3alIUThl, 00eCIICUNBAIONINX 3a/IaHHBINA
YPOBEHb KPUITOTPaPHUECKON 3aIUTHI

e lccrnenoBanne KpUNTOrpaUuecKix ajJropuTMOB U X PeaTH3aluu

¢ OneHka KpUNTorpapuIecKux CEpBHUCOB

< Bomnpoc Ne 34 >
Kax na3piBaercs 3amnura nHGOPMAIIMOHHBIX MPOIECCOB OT ILI€JICHANIPABIECHHBIX MOMBITOK OTKIIOHUTH
WX OT HOPMAJIbHBIX YCIOBUI MPOTEKaHMsI, 0a3UPYIOMIAsCs HA KPUNTOTpahUISCKUX MPEOOPa30BAHUIX
JTAaHHBI?

e Kpunrorpadudeckas 3amura
e Kpunrosanue

< Bompoc Ne 35>
Nudopmanus B 351eKTpOHHOM (opMe, TTOAMMCaHHAS TTPOCTOM JIEKTPOHHOHN MOAMUCHIO WITH HEKBAJU-
(UIMPOBAHHOM AJIEKTPOHHON MOANHUCKHIO, IPU3HACTCS

® pPaBHO3HAYHBIM JIOKYyMEHTY Ha OyMa)KHOM HOCHUTEJIE, HOJIHCAHHOMY COOCTBEHHOPYYHOM MMOIH-
ChI0, IPU3HAETCS PABHO3HAYHBIM JIOKYMEHTY Ha OyMa)KHOM HOCHUTEJIE, HOJIHCAaHHOMY COOCTBEH-
HOPYYHOM MOJIMCHIO U 3aBEPEHHOMY I1€4aThIO

® 3JICKTPOHHBIM JOKYMEHTOM, PaBHO3HAYHBIM JOKYMEHTY Ha OyMa)>KHOM HOCHTEJIE, TIOANNCAaHHOMY
COOCTBEHHOPYYHO! TOJMHKCHIO, B CIIy4asiX, yCTAHOBJICHHBIX (peiepanibHbIMU 3aKOHAMH, IPUHUMA-
€MBIMU B COOTBETCTBUU C HUIMHA HOPMaTUBHBIMH ITPABOBBIMU aKTaMU WJIA COTJIAIIEHUEM MEXK Y
YYaCTHUKAMH dJIEKTPOHHOTO B3aUMOIECHCTBHS

< Bompoc Ne 36 >
[To oxoHyaHuu paboyero JHs CHEIIIOMEIIEHHS OpraHa KpUITOrpaguuecKon 3aUThl U YCTaHOBJICH-
HBIE B HUX XPaHUJIUIIA:

® [1eYaTH, NpeIHa3HAYCHHbIE ISl ONeYaThIBAaHUS XPAHWIUIL, HE IOJKHBI HAXOUTHCA Y COTPYAHU-
KOB OpraHa KpUnTorpaguueckoi 3aliiThl, OTBETCTBEHHBIX 3a 3T XPaHUIHILA

® KJIIOYM OT XPaHWIUI TOJIKHBI OBITH CAAHBI O] PACIIICKY B COOTBETCTBYIOIIEM KypHaje PyKOBO-
JTUTEITI0 OpraHa KpUMnTorpaduaeckoi 3aiuThl WIH JHILY, UM YIIOJTHOMOYCHHOMY (IEKYPHOMY ),
KOTOPBIE XPAHAT 3TU KIJIFOYH B IMYHOM WJIN CIIELUAIIBHO BBIICIEHHOM XPaHUWINIIE

® KJIIOUM OT CHEIIIOMENICHHH, a TAK)Ke KJII0Y OT XPaHUJIUIIA, B KOTOPOM HaXOJSATCS KIIFOUH OT BCEX
JIPYTUX XpaHWIHIL OpraHa KpUNTorpaduyeckoil 3aluThl, B ONleYaTaHHOM BU/JIE TOJKHBI OBITH



C/IaHBI MOJ] PACIHMCKY B COOTBETCTBYIOIIEM XKypHAJIE CIy»)0e OXpaHbl WIH JICKYPHOMY IO OpTraHu-
3al1¥ OJHOBPEMEHHO C Iepeayeil Mo OXpaHy CaMHUX CIIELIIOMEIEHUN
® JI0JDKHBI OBITh 3aKPBITHI, XPAHUJIHUILA ONlCYaTaHbI

< Bompoc Ne 37 >
Y CcTOMYUBOCTD KPUNITOTPAUIECKOTO aIrOpUTMa K €ro KPUNTOAHATHU3Y HA3bIBACTCS:

e KpunrocTtolkocTsb
e Kpunrocroiikas raMma
e Kpunrorpaduueckas cTOMKOCTb

< Bompoc Ne 38 >
BbezonacHocTh XpaHeHHs, 00pabOTKHU M Mepesaydu 1Mo KaHajuaM cBsi3H ¢ ucrnonb3oBanuem CK3U kon-
bunennmanpHON MHGOpPMaIK, o0nanareny kotopoi He umetot autieH3nit ®Chb Poccun, nmuneH3nars
OpPraHU3YIOT M 00ECTIEYMBAIOT JTUOO M0 YKA3aHHUIO BHIIIECTOAIICH OpraHu3aliy, MO0 Ha OCHOBAHUU
JIOTOBOPOB HA OKa3aHUE YCIyT M0 KpUnTorpadguueckon 3amure KoHpuaeHIIHaIbHON nHpopmamu:

¢ pu >ToM Juren3uatsl ®Chb Poccun nomkHbl 00ecneynBaTh KOMIIEKCHOCTD 3aIIUTHI KOH(UIEH-
[MUATBHON MH(POPMAIUH, B TOM YUCJIC TOCPEICTBOM IMPUMEHEHHSI HEKPUTITOTPAPUIESCKIX CPEICTB
3aIUTHI

e ipu >ToM JureH3uaTel ®Chb Poccun He N0mKHBI 00ecTieunBaTh KOMIUIEKCHOCTD 3alTUThl KOH(U-
JIEHIMATbHOM HH(pOpMAaIMK, B TOM YHCIIe TOCPEACTBOM MIPUMEHEHHUS HEKPUNTOrpahUIecKux
CPEACTB 3aIlUThI

< Bompoc Ne 39 >
Pa3memienue, cnennanbHoe 000pyA0BaHUE, OXpaHa U OPraHu3allvs peKrMa B CIELIIOMELIEHUSIX Op-
TaHOB KPUMNITOTPAPUUECKOHN 3aIIUTHI TOJKHBI UCKITIOUUTH:

® BO3MOXHOCTb ITpeObIBaHuS B HUX nosib3oBaTeneit CK3U
® BO3MOXXHOCTb HEKOHTPOJIMPYEMOTO MPOHUKHOBEHUS WIIU NMPEObIBAHUS B HUX IIOCTOPOHHUX JIUI]
® BO3MO>KHOCTb IPOCMOTPA MOCTOPOHHUMH JIMLIAMU BEAYLIUXCS TaM padoT

< Bompoc Ne 40 >
OnHO# 3MeKTPOHHON MOMHUCHI0 MOTYT OBITh MOITHCAHBI

® TOJIBKO OJTMH AJICKTPOHHBIN JIOKYMEHT
® HECKOJIBKO CBSI3aHHBIX M@Ky COOO0 IEKTPOHHBIX JOKYMEHTOB (TIaKeT 3JIEKTPOHHBIX JOKYMEH-
TOB)

< Bomnpoc Ne 41 >
Paynn sto

e OnuH mar mmdposanus B mudpe Daiictens 1 OIU3KUX €My 10 apXUTEKType mudpax, B Xoae Ko-
TOPOTO OJIHA MJIM HECKOJIBKO YacTel mudpyemMoro 6J0ka JaHHBIX MOJBEpraeTcss MoAu(UKaiuu.

o CeKkpeTHBI AIIEMEHT, TIOTy4YaeMbIid U3 KITF0Ua KPUIITOAITOPUTMA, U HCIIONB3yeMbli mudpom Daii-
CTeJsl M aHAJIOTUYHBIMU KPUITOAJITOPUTMAMH Ha OHOM payHje HH(poBaHus.

< Bomnpoc Ne 42 >
HazoBure onHy 13 npudnH nomysisipHocTd RSA?

¢ B03MOXHOCTh rapaHTUPOBAHHO OLICHUTH 3allIUIIICHHOCTD
e Bricokas 1o CpaBHCHHUIO C CUMMCTPUYIHBIMU CUCTEMaMU IPOU3BOAUTCIIBHOCTD

< Bomnpoc Ne 43 >
Ecnu anmaparasie wim annapaTtHo - nporpamMmMmiabie CK3U moakmroyaroTes K CHCTEMHOM IIIMHE WU K



OJTHOMY M3 BHYTPEHHUX HHTep(eicoB anmapaTHbix cpeacTs, To Takue CK3U yunrteiBaroTes Taxxke
COBMECTHO

e nonp3oBarenamu CK3U
® C COOTBETCTBYIOIIMMU aNlapaTHbIMU CPEIACTBAMU

IIpenmer: "Kpunrtorpapus"
Tema: "YueOHsIil TecT"
Bapuant Ne 2

< Bompoc Ne 1>
Ecnu annapartselie uiny annapaTtHo - nporpammubsie CK3UW nonkimrouaroTess K CUCTEMHOM IIMHE WM K
OJIHOMY U3 BHYTPEHHUX HUHTepQeiicoB anmmapaTHbIX cpeacTs, To Takue CK3U yunTeiBaroTCs Takxke
COBMECTHO

e C COOTBGTCTBYIOHII/IMI/I aHHapaTHI)IMI/I Cpe[[CTBaMI/I
e nonb3oBarenamu CK3U

< Bompoc Ne 2 >
Kak Ha3pIBaeTCS MPUHIIMIT TOCTPOCHHS KPUTITOTPAPUIESCKIX aITOPUTMOB, COTIIACHO KOTOPOMY B CEK-
peTe NEePIKUTCS TOIBKO OIpeIeNICHHBI HAOOp UX mapaMeTpoB (KIT0Y), & BCE OCTALHOE MOXKET OBITh
OTKPBITBIM 0€3 CHM)KEHUSI CTOMKOCTH aJITOPUTMa HUXKE JOMYCTUMON BETMIHHBI?

o [Ipunnun Kupxroda
¢ [IpoTokon kpunrorpadpudeckuit

< Bompoc Ne 3 >
OO0s13aHHOCTH COTPYJTHUKOB OPTaHOB KPUIITOrpaMIeCKOil 3aIUTHI TOJDKHBI YIUTBIBATh, YTO 0€3-
OTAaCHOCTh XpaHeHHs1, 00pabOTKM U Mepeayr Mo KaHauaM CBsi3u ¢ ucnoib3zoBanneM CK3U koHdpu-
IEHIMAIbHON NH(pOpMaIMU 00eCTIeYBaCTCS:

® CBOEBPEMEHHBIM BBISBICHHEM COTPYIHUKAMH OPIaHOB KpUNTOrpaduuecKOM 3alIUThl MOMBITOK
MOCTOPOHHUX JIML TIOJTYYHUTh CBEICHUS O HE 3alUIaeMoi KOH(pUACHIMAIbHOW HHpOopManuu, 00
ucnonb3yeMblx CK3U nnm Kiro4eBbIX JOKyMEHTaX K HUM

® HaJIS)KHBIM XpaHEHUEM COTPYAHUKAaMU opraHoB kpunrorpaduueckoit 3amutel CK3U, skcrutyaTa-
LIUOHHOW M TEXHUYECKOHM TOKYMEHTAllUU K HUM, KIFOUEBBIX JTOKYMEHTOB, HOCUTENEH KOH(pUAEH-
UaIbHON UHPOpMALIUU

® COOJIIOJICHHEM COTPYIHUKAMHU OPraHOB KPUNTOrpaduyecKoi 3aInuThl PeXUMa KOHPHUIECHINATb-
HOCTH NIPH 00paIeHNH CO CBEACHUSAMH, KOTOPBIE UM JOBEPEHBI WIIM CTaJld U3BECTHEHI IO padoTe, B
TOM YHCJI€ CO CBEJICHUAMU O (YHKIIMOHMPOBAHUU U MOpsiIKe oOecrieueHust 0€30MacHOCTH NpUMe-
HsieMbIX CK3U u ki1104eBbIX TOKyMEHTAaX K HUM

® HEME/UICHHBIM NIPUHITHEM COTPYIHUKAMH OpPraHOB KPUITOrpaduyecKoi 3aluThl Mep 10 Mpeay-
MPEXICHUIO pa3IJIAIICHHUs 3aIIUIIIAEMBIX CBEICHUI KOH(PHUICHIIMAIBLHOTO XapaKTepa, a TaKKe
BO3MOYKHOM YTEUKH TaKUX CBEACHUH MPH BBIABICHUHU (PaKkTOB yTpaThl WM Hepoctaun CK3U,
KJTIOYEBBIX JIOKYMEHTOB K HUM, YAOCTOBEPEHHUH, TPOMYCKOB, KIIFOYEH OT MOMEIICHUH, XpaHUIIUIII,
ceipoB (MeTaIn4ecKuX mKadoB), TUIHBIX [TEYATCH U T.IL.

® TOYHBIM BBHITIOJTHEHUEM COTPYTHHUKAMH OPTaHOB KPUNITOIpadUIeCKOil 3amuThl TpeOOBaHHN K
obecrneyeHno 6e30macHOCTH KOHGUACHIINATLHONW HH(OpMaLIUN

< Bompoc Ne 4 >
[Ipu ucnonb30BaHUYU KaKUX aJlTOPUTMOB TPeOyIoTCs Oosiee Hale)KHbIE (BBICOKOHAIEKHBIC) MEXaHU3-
MBI JJIs1 pactpeeTICHHs KITto4en?

o AJ'IFOpI/ITMBI C CUMMCTPUYHBIMHU KJIIOYaMH, TaK KaK IJIsd HII/I(i)pOBaHI/IH u pacum(prBaHI/m HCIIOJb-
3y€TCA OAUH U TOT K€ KIHOY



L4 AJIFOpI/ITMBI C aACUMMCTPHUYHBIMU KJIIFOUaMU

< Bompoc Ne 5 >
PaynnoBsIit Ki1t04 3TO:

o CeKpeTHBIN 3JIEMEHT, TTOJTy9aeMbIid U3 KJII0Ya KPUTITOAITOPUTMA, U UCTIONB3yeMbIil mudpom Daii-
CTENsl ¥ aHAJIOTUYHBIMU KPUIITOAITOPUTMAMH Ha OHOM payHze Mr(poBaHusl.

e OnuH mar mmdposanus B mudpe Daiictens 1 OIU3KUX eMy TI0 apXUTEKType mudpax, B Xoae Ko-
TOPOTO OJTHA WJIM HECKOJIbKO YacTel mudpyemMoro 0JI0Kka JaHHBIX MOABEpraeTcs MOAU(DHUKAIIH.

< Bompoc Ne 6 >
JIutieH3nOHHBIE TPEOOBAHUS MTPH OCYLIECTBICHHH JACATEILHOCTH, CBA3aHHOM ¢ KpunTorpaduieckoi
3alIUTON WH(POPMAIIHH:

® HaJU4YHE Y COMCKATENs JUICH3UN (JIUIICH3UAaTa) yCIOBUM ISl COOMIOICHUSI KOH(PUACHIIMAIIBHOCTH
MH(pOpMAaLINU, HEOOXOAUMBIX JIJIs BHIIOJIHEHUS pabOT U OKa3aHMs yCIyT, COCTABIISAIOIINX JIHIIECH-
3UPYEMYIO JEeSTEIbHOCTh, B COOTBETCTBUH C TPEOOBAHUAMU O COOIIOAEHUH KOH(UACHIIUAIBHOCTH
uHpOpMalLny, ycTaHOBIeHHBIMU DenepaibHbIM 3akoHOM "O0 nHpopMamu, HHGOPMAITMOHHBIX
TEXHOJIOTUSX U O 3amuTe uHdopmaru”

® HaJM4ue B IITATE Y COUCKATEINS JIMLEH3UH (JMLEeH3MaTa) KBaTU(PUIUPOBAHHOTO IIEpCOHAIA

® JICTIOJIb30BAaHHME COMCKATENIEM JINIIEH3UH (JIMLIEH3UATOM) MTPEeTHA3HAUYCHHBIX TSI OCYIIECTBICHUS
JMLIEH3UPYEMOHN AEATEIbHOCTU MPOrPaMM IS 3JEKTPOHHBIX BBIYMCIUTEIbHBIX MAIIUH U 0a3
JAHHBIX, PUHAJICKAIINX COUCKATEIIO JIUIEH3UH (JUIIEH3UATy) Ha IPaBe COOCTBEHHOCTH HITH
MHOM 3aKOHHOM OCHOBaHHUH

® HaJM4YWe Y COMCKATENs JIMIEH3NH (JIMIIEH3UAaTa) mpaBa COOCTBEHHOCTH WJIM UHOTO 3aKOHHOTO OC-
HOBAHUS Ha BJaJIEHUE U MCII0JIb30BaHHE TOMEIICHUH, COOPYKEHUH, TEXHOJIOTHYECKOT0, UCIIBITa-
TEJIBHOTO, KOHTPOJIBHO-U3MEPUTEIHFHOTO 000PYI0BAHUS H MHBIX 0OBEKTOB, HEOOXOAUMBIX IS
OCYILECTBIICHUS JTUIICH3UPYEMOM JesITeTbHOCTH

< Bompoc Ne 7 >
Enununielt mosK3eMIUIIPHOTO y4eTa KIIFOUEBbIX JOKYMEHTOB CUUTACTCS:

® KJII0UE€BON HOCHTENH OIHOKPATHOI'O NCIIOJIb30BAHU
® KIIIOYEBOM HOCHUTEIh MHOT'OKPAaTHOT'O UCITIOJIb30BaHUSA

< Bompoc Ne 8 >
Kak Ha3bpiBaeTcs pasnen kpunrorpaduu, M3yJ4armuil 1 pa3padaThIBAIONINN aCHMMETPHYHBIC KPHUIITO-
rpaduyeckne CUCTEMBI?

¢ "CoBpemenHas" kpunrorpadus
¢ TpaguunoHHast KpUNTOrpaus

< Bompoc Ne 9 >
CexpeTHBIi KIII0Y 3TO

e HaGop cekpeTHBIX apaMeTPOB OJTHOTO M3 AJITOPUTMOB ACHMMETPHYHON KPUTITOCHCTEMBI.

e CBOHCTBO JTaHHBIX OBITh U3BECTHBIMU U JIOCTYITHBIMH TOJIBKO TOMY KPYTy CyOBEKTOB, KOTOPOMY
JUTSI KOTOPOTO OHU TIPeTHA3HAYEHBI U CBOWCTBO KPUIITOCUCTEMBI 00ECTIEYNBATh CEKPETHOCTH 3a-
HIUIAEMBIX JaHHBIX.

< Bomnpoc Ne 10 >
Jnst pa3paboOTKH U OCYIIECTBICHUSI MEPONIPHUATHI TI0 OPTaHU3aIMy U 00eCIIeueHHI0 0€30MMacHOCTH
XpaHeHus1, 00paboTKu u nepenauu ¢ ucnonb3doBanueM CK3U koHpuneHMaIbHON HHDOpMAIIH JTH-
nensuat ®Ch Poccun co3nmaer oguH WM HECKOIBKO:



® CEKpPETHBIX KItoUen
® OpPraHoB KPUNTOTPapUUECKON 3aIIUTHI

< Bompoc Ne 11 >
Cornacao ®@enepanbHoMy 3akoHy OT 4 Mast 2011 r. N 99-03 "O nuneH3upoBaHuU OTAEIbHBIX BUI0B
JIeATETLHOCTH" K BUIAM JICSITCIIBHOCTH, HAa KOTOPBIE TPEOYIOTCS JTUIIEH3UH, OTHOCSITCS:

e [IpumeneHune cpencTs mMUGPOBAHUSL

e [IpenocraBienne yciyr no mudpoBaHnuio HHGOPMAIIMH, HE COACpPIKaIEH CBEIEHN, COCTABIISIIO-
IIUX TOCYAapCTBEHHYIO TaiiHy, ¢ UCTIOIb30BaHUEM HIH(PPOBATBHBIX (KPUNITOTrPa()UIECKHX )
CPEIICTB B MHTEpEcax IOPUINUECKUX U PU3NIECKUX JIHII, a TAK)KE UHIUBUAYaTbHBIX MPEANPUHU-
MaTeJen.

< Bompoc Ne 12 >
udp, B K0TOpOM 3HaHKE MUPPTEKCTA HE TIO3BOJSIET YIYUIIUThH OIIEHKY COOTBETCTBYIOIIETO OTKPHI-
TOTO TEKCTa HA3bIBACTCS:

o [IIudp abcontoTHO CTONKMIA
e [1Iudp HECOBEPIICHHBIH

< Bompoc Ne 13 >
MaccuB 3anmdpoBaHHBIX TaHHBIX, TO €CTh JAaHHBIX, OABEPTHYTHIX MPOLEAYPE 3aIIU(PPOBAHUS:

o [HIudpprexct
o [ITudposka
e [IIudporekcr

< Bompoc Ne 14 >
besomacHocTh xpanenus u o0paboTku ¢ ucnonb3oBanueMm CK3U konduneHmanbHol HHPOpMAIIH,
nepeaaBaeMoi BHE ceTel KOH(DHUICHIIMATLHON CBSA3HU, OPraHU3YIOT U 00€CTICUNBAIOT JIMIIA, UMEIOIITIE

o juien3uro OCTOK Poccuu
e junen3no ®Ch Poccun

< Bompoc Ne 15>
Kakue 13 nepeunicieHHbIX alTOPUTMOB UMEIOT 00JI€€ BHICOKYIO MPOU3BOAUTEIBHOCTD?

L AJ'IFOpI/ITMI)I C CHMMCTPUYHBIMU KJIIIOYaMH
L AJ'IFOpI/ITMBI C ACUMMECTPHUYHBIMHA KIIHOYaMU

< Bompoc Ne 16 >
CoOBOKYIHOCTH aJIFOPUTMOB KPUIITOrpapuuecKUX NpeodpazoBaHuii, 0TOOpakaroluX MHOKECTBO BO3-
MOJKHBIX OTKPBITBIX JAHHBIX HA MHOXECTBO BO3MOXKHBIX 3aIIM(POBAHHBIX JAHHBIX, U OOPATHBIX UM
peoOpa3oBaHUi Ha3bIBACTCA:

e mudp
® XOII

® KJIIOY

< Bomnpoc Ne 17 >
Kaxkoii JOKyMEHT yCTaHOBHJI OCHOBHBIE IIpaBHJIa MTPOBEICHHS CEPTU(UKAIIMOHHBIX UCCIICIOBAHUN 1
UCTIBITAHUN KPUNITOTPA(QUIECKUX CPEICTB 3aIIUTHI MHPOPMALIUU M 3aKPHITHIX C UX MOMOIIBIO CUCTEM
Y KOMILUIEKCOB 00pabO0TKH, XpaHeHUs U niepeiaun nHpopManum?

e POCC RU.0003.030003



e POCC RU.0001.030001
e POCC RU.0001.030003

< Bomnpoc Ne 18 >
[Mpouecc 3ammppoBanus WK pacmnppoBaHUs Ha3bIBACTCS:

o [IIudposka
e [Iludposanue

< Bompoc Ne 19 >
Kak HazpiBaeTcs mugp B KOTOPOM OTACTHHBIC CUMBOJIBI HCXOJHOTO TEKCTA WM UX TPYIIIbI 3aMEHSI-
IOTCA Ha APYTU€ CUMBOIJIBI UJIH I'PYHIIbI CUMBOJIOB, COXPAaHAA IIPHU 3TOM CBOC MOJIOKCHUC B TCKCTC OT-
HOCHUTEJBHO JPYIUX 3aMEHSAEMBIX Tpymmn?

o mQp 3aMEHbI
e mu(p nepecTaHOBKH

< Bompoc Ne 20 >
Kaxk Ha3pIBaeTcst kpunrorpaduuecKuii METO] KOTOPBIA TPENCTaBISIOT CO00Il MOCIe0BaTeIbHOCTS (C
BO3MO>)KHBIM ITOBTOPEHHEM M YepEOBAaHHEM ) OCHOBHBIX METOIOB MPE0Opa30BaHMs, TPUMEHIEMYIO K
610Ky (yactn) mudpyemoro Tekcra?

® AHAIUTUYECKOE MPeoOpa3oBaHUe
e KOMOMHHUPOBAHHOE MPEOOPa30BaHKE

< Bompoc Ne 21 >
Wuctpykims 00 opraHuzaniy u odecriedeHny 0e30IacHOCTH XpaHeHus, 00paboTKH U Iepeayu 1o
KaHaJIaM CBSI3U C UCIOJIb30BAaHUEM CPEJICTB KpUNTOrpaduuecKoil 3auThl HHGOPMAIMK C OrpaHUYECH-
HBIM JIOCTYIIOM, HE COAEPIKALIEH CBEEHUM, COCTABIISIFOIINX FOCY IaPCTBEHHYIO TallHy

e VrBepxkaeHa [Ipukazom @AIICHU npu [Ipesunente PO ot 13.06.2001 Ne 152
e VrBepxkaeHa [Ipukazom @AIICHU npu [Ipesunenre PO ot 13.06.2001 Ne 153
e VrBepxkaeHa [Ipukazom ®AIICHU npu [Ipesunentre PO ot 13.06.2001 Ne 151

< Bompoc Ne 22 >
OcHOBHBIE 331a4¥ CUCTEMBI HH()OPMAITMOHHOHK Oe30macHOCTH, KoTophie pemraet PKI:

e o0ecrnieueHre ayTeHTU(UKALIUY [T0JIb30BaTENEeH U PecypcoB, K KOTOPHIM 00paIiaroTcs Mojib30Ba-
TENN

e o0ecrieyeHre eJ0CTHOCTH HHpOpMaLun

® JCKIIOYNUTH BO3MOKHOCTD MOATBCPIKACHNA COBCPUICHHLIX ITOJb30BATCIIAMHA I[el\/JICTBI/II\/JI C I/IH(bOp-
Manuen

e oOecrieyeHrne KOH(PUICHINATBHOCTA HHPOPMALIUT

< Bompoc Ne 23 >

Kak HazpiBaeTcs mu@p, COCTABIEHHBIN U3 HECKOJIBKHUX 00JIee MPOCTHIX MIU(PPOB, KOTOPHIE UCIIOIb3Y-
IOTCS B OIIPEZICIICHHOM MOCIe10BaTeIbHOCTH IIPH 3alIM(PPOBAHNUN U paclIM(PPOBAHUN JAHHBIX:

e [lIudp cocraBHOM
e [ITudp xKoMOUHUPOBAHHBII

< Bomnpoc Ne 24 >
Jlnis Kakux Lenel B KpUnrorpaduu UCIob3yOTCs X3M-QYHKIU:

® CO3/1aHUs 00pa30B HEKOTOPBIX JAHHBIX JISl MX 0€30MaCHOTO XpaHCHUS



e 00pa30oBaHMs TaK Ha3bIBAEMBIX JaiikecToB h(m) st cooOmennii m
® pacueTa KOHTPOJIBHOW CyMMBI TTaKeTa

< Bompoc Ne 25 >
®enepanbhblii 3akoH Poccutickoit denepanuu ot 6 anpens 2011 r. N 63-03 "OO0 s5neKTpoHHOHN MO-
nucu" PperyIupyeT OTHOIICHHS B 00JaCTH UCIIOIb30BaHUS:

e B JII0O00OM CiTy4yae

® 3JICKTPOHHBIX TIOJIHCEH MPU COBEPIICHUH TPAYKIAHCKO-TIPABOBBIX CHIEIOK, OKa3aHUU TOCyaap-
CTBEHHBIX 1 MyHHIUIIAIBHBIX YCIIYT, HCTIOJIHEHUH TOCYJAPCTBEHHBIX U MyHHIIUIIAIBHBIX (YHK-
U, IPY COBEPILICHUH WHBIX FOPUANICCKH 3HAYMMBIX JCHCTBUIM

< Bomnpoc Ne 26 >
Kaxk Ha3pIBaeTcst pyHKIMSA, TEPEeBOIAIIAS TPOU3BOIBHYIO KOHEUHYIO OMHAPHYIO ITOCIE0BATEILHOCTh
B TIOCJIE/IOBATEIBHOCTD ONPEICICHHON AJTNHbI?

o Kem-pyHkuus
o Xem-pyHKIusA
o Kom-dpynkius
o Xnomi-hyHKIUS

< Bomnpoc Ne 27 >
PKI 3to0:

e Nudpactpykrypa otkpbiThix Kiatoueid (PKI - Public Key Infrastructure)
e Nudpactpykrypa 3akpsiThix kitoueil (PKI - Private Key Infrastructure)

< Bomnpoc Ne 28 >
ITK3-2005 HE00X0IMMO PYKOBOJICTBOBATHCS MPH pa3pabOTKe, MPOU3BOJICTBE, pEeaT3allui U IKCILTya-
TaIMH CPEJCTB KPUNTOrpapuuecKOi 3auuThl HHHOPMAIIMH KOH(PHUICHIIMATHLHOTO XapaKTepa B CIeIy-
IOLIUX CITy4asx:

® [IpU OpraHu3aluy KpUNTorpaduyecko 3amuThl THPOPMALNU KOHDUIEHINAIBHOTO XapakTepa B
OpraHu3alUsaX HE3aBUCHMO OT MX OpraHU3allMOHHO-TIPaBOBOM (GOpMBI U (hOPMBI COOCTBEHHOCTH
IPY BBINOJIHEHUH MU 3aKa30B Ha MIOCTABKY TOBAPOB, BHINOJIIHEHHE PA0OT WIIM OKa3aHUE YCIIyT
JUIS1 TOCYJAPCTBEHHBIX HY K

e eciu UH(popMaIHsl KOHPUAESHIMATBHOTO XapaKTepa He MOJIeKUT 3aIlUTe B COOTBETCTBHUHU C 3aKO-
HozarenbecTBOM Poccuniickoit denepanuun

® eclii 00513aTeIbHOCTD 3aLUTHI HH(OPMALMKY KOHPHUIESHIIMAIBLHOIO XapaKTepa Bo3jIaraeTcs 3aKko-
HoJaTenbcTBOM Poccuiickoii deneparyy Ha UL, UMEIOIIUX JOCTYII K 3TOM HH(pOpMAIMK WIN
HAJICJICHHBIX MIOJTHOMOYHSAMH 10 PACHOPSKCHUIO CBEICHUAMH, COIEP/KAUIMMKCS B TAHHOW MH-
dbopmaruu

® [IpU OpraHu3aluy KpUNTorpaduyecko 3amuThl THPOPMALNU KOHDUIEHINAIBHOTO XapakTepa B
(benepanbHBIX OpraHax UCHOIHUTEIBHOM BIACTH, OpraHax HCIOJIHUTEIBHON BIACTH CyOBEKTOB
Poccuitckoit deneparuu

< Bomnpoc Ne 29 >
Uro ckpeiBaeT (pakT nepenaun nHGOpMAIUH -

e Kpunrorpadus
e Creranorpagus

< Bomnpoc Ne 30 >
Mepbl! 3aUTHI OT HETATUBHOTO BIMSHUA annapaTHOTro okpyxenus Ha CK3UM



e KOHTpOJIb LETOCTHOCTH IPOrPAMMHBIX MOJyJIEN

e [IpoBenenue mpu HEOOXOAUMOCTH CTICIUATLHBIX TPOBEPOK U AHAIM3 AKTUBHOM COCTaBIISIONIECH
amnmapaTHON 4acTH, Ha KoTopoi pyHkimonupyrot CK3U

o Ousnueckue auna gonyckarorcs k padote ¢ CK3U cornacHo nepeunto nons3oBateneit CK3U,
YTBEPKIAaEMOMY COOTBETCTBYIOIINM 00JIafaTeneM KOHPHISHIATbHON HH(OpMaIn

e [Iposepka I10 Ha coorBercTBHE TpeboBanusAM K [0 ®CB Poccuu u TpeboBaHUSAM HOPMAaTHUBHBIX
IIPABOBBIX aKTOB U MeToauueckux JokyMeHToB @CTOK Poccun

< Bompoc Ne 31 >
Ob6nanatens nHGOPMAIUH, ONIEPATOp WH(HOPMALIMOHHON CUCTEMBI B CIIy4asiX, YCTAHOBIEHHBIX 3aKO0-
HozmarenbcTBOM Poccuiickoit @eneparuu, 00s13aHbI 00€CTICUNTh:

¢ coOMr0IeHNEe KOH(PUICHINAIFHOCTH UH(OpMAIINK OTPaHUYEHHOTO JJOCTYIA

e peanu3anuio Mpasa Ha JOCTYN K HH(pOpMaIuu

® CBOEBpPEMEHHOE OOHapyKeHHEe (PaKTOB HECAaHKIIMOHUPOBAHHOTO JOCTYTA K HHPOpMALU

® TIpeJOTBpAIICHNE HECAHKITMOHUPOBAHHOTO JIOCTYTa K MHPOPMANHU U (WIN) TIepelavn €€ JTUIaM,
HE UMEIOLIMM TIpaBa Ha JOCTYH K HHpOpMaIUn

< Bompoc Ne 32 >
Ecnu B ucnonbzoBanuu CK3U BBISBICHBI CEpbE3HBIE HAPYIIECHUS, U3-32 YETO CTAHOBUTCS PeabHOM
yTeuka KOH(QUICHITMATEHON HHpOopMarmu, 6€30MacHOCTh KOTOPOH 00eCTIeunBaeTCs C UCIIOTh30BaHHM-
em CK3MU, To munensunatel ®CH Poccun

e BIIpaBE J1aTh YKa3aHUE O HEMEIJIEHHOM IpeKpaleHuu ucnonb3zoBanus CK3U no ycrpanenus
IIPUYMH BBISBICHHBIX HAPYLICHUN
e BIIpaBE JaTh yKa3zaHue o ImpekpameHuu uenonb3oBanus CK3U nascerna

< Bomnpoc Ne 33 >
C moMOIIIBIO Yero MOYKHO NMPeoOpa3oBaTh (110 ONpeeIEHHOMY aIrOPUTMY) BXOJHOM MacCHB TaHHBIX
POM3BOJILHOMN JIJIMHBI B BEIXO/IHYIO OUTOBYIO CTPOKY (PMKCHPOBAHHOM JUIMHBI -

o XdII-(QYHKIUSA
® XOII-KOJ

< Bomnpoc Ne 34 >
IIpeobpazoBaHue TeKcTa C LENbIO CKPBITH ero conepxkanue or HCJL -

e XelmupoBaHue
e [Iludposanue

< Bompoc Ne 35>
Pemenus CSP VPN obecnieunBaioT ocTpoeHue BUPTyalbHbIX 3aiuiieHHbIx cereit (VPN) npeanpu-
ATHSA:

e KoHTpoJb OCTyNa Ha yPOBHE XOCTOB, MHAMBHUIyaJIbHBIX [10JI30BATEIEH U OT/IEIbHBIX MPUIIOKE-
HUU

e [lIndposanne (KOHPUACHIUAIEHOCTS), HIEKTPOHHO-II(POBAst MOIMUCH (IIEIOCTHOCTH, Ay TCHTH-
¢uxanust) [P makeToB ruOKOCTh B peanu3alyu MOJIUTUKN CETEBOM 3alUThl (MHOXKECTBEHHOCTD all-
roputMoB mudposanus, Bkatodas 'OCT; cinoxHble KOHQUTYpaluy TyHHENEH); BbICOKasi CTOM-
KOCTb 3aLIUThl HH()OPMAIIHH.

e OopMUpPOBaHUE 3AIMILEHHBIX COSUHEHUHM MEXAYIOICETAMU, KOMIIbIOTEpaMH (KIHEHT-CEPBEp,
OJITHOPAHT'OBbIE KIIUEHTBHI).

¢ AyTeHTU(UKALUS Y3]I0B CETH U ayTeHTU(UKAIUS TT0JIb30BaTeNeH.

< Bomnpoc Ne 36 >



Obecneuenue qOBEpHs K y4aCTHHKAM MIPOLECCOB OOPaOOTKM TaHHBIX BKIIIOYAET B ceOsi:

e HenocpexnctenHo k padore ¢ CK3U nonp3oBaTenu A0MyCKalOTCs TOIBKO TOCIE COOTBETCTBYIO-
mero ooy4deHusl.

e DKCIEPTHON OLIEHKOM 0e30MacHOCTH 3a(pUKCUPOBAHHBIX CPEJICTB 0OPAOOTKH U OTOOPasKEHHUS.

e Hanuune 8 OPITAHU3 AU nomxHOro ypoBHS UCIIOJIHUTENBCKOW TUCHUTIITUHBI

e Ousnyeckue auna gonyckarores k pabore ¢ CK3U cornacno nepeunto nons3zosateneit CK3U,
YTBEPKJIa€MOMY COOTBETCTBYIOIIUM OOJafiaTesaeM KOHPHUISHIIMAIbHONH HH(OpMAIIH.

< Bompoc Ne 37 >
He cymectByer Kpunrocucrem -

e CUMMETpUYHbIE
e [lapannensHbie
e AccUMETpUYHbIE

< Bompoc Ne 38 >
DJeKTpOHHAs MOIMUCH ObIBALT:

e CoznmanHas BBUE OTAEIBHOTO (aiina
e [IpucoeanHeHHoOH K daitmy
e CozmanHas BBUC aTpHOYTOB K (ailiry

< Bompoc Ne 39 >
IIpy UCnOJIB30BaHUU YCWICHHBIX 3JIEKTPOHHBIX MOANMCEN YYaCTHUKU DJIEKTPOHHOIO B3aMMOIECHCTBUS
00s13aHBI:

® HE KWCIIOJIB30BATh JUIS CO3JIaHUS M MPOBEPKH KBATH(PHUIIMPOBAHHBIX JICKTPOHHBIX TOJITUCEH, CO-
3aHUs KITI0YeH KBATH(DUIIMPOBAHHBIX AJIEKTPOHHBIX MOMICEH U KITIOYEH X TMPOBEPKHU CPEACTBA
AJICKTPOHHOM TIOJIITUCH, ITOJTYYHBIIHE TOITBEPIKICHUE COOTBETCTBHS TPECOOBAHUSAM, YCTAaHOBIJICH-
HbIM DenepanabHbIM 3aKOHOM "O0 7EeKTPOHHOM moanucu"

® YBCJIOMIIATH YAOCTOBEPSIONINI IICHTP, BBIIABIINN CEPTHPHUKAT KITF0YA MPOBEPKH HICKTPOHHON
MOJIMTMCH, ¥ UHBIX YYaCTHUKOB 3JIEKTPOHHOTO B3aUMOICUCTBUS O HAPYIIEHUU KOHPUICHIIUATHHO-
CTH KITI0Ya JIEKTPOHHOU TIOIKMCH B TEYCHHE HE 00JIee YeM OJTHOTO PabOoYero JHs CO THS MoTyde-
HUS HTHPOPMAITUU O TAKOM HAPYIICHUU

® VCIOJIL30BaTh KJIFOY JICKTPOHHOM MOAMMCH TPY HAJTMYUU OCHOBAHHH ITOJIaraTh, 4TO KOH(UICH-
[IUATBHOCTH IAHHOTO KJTFOYa HapyIIeHa

e o0ecrnieunBaTh KOH(DHUICHITMAIBHOCTD KITFOUEH JICKTPOHHBIX MOAMKUCEH, B YaCTHOCTH HE JIOIYC-
KaTh MCIOJ30BaHNE TPUHAICKAIINX UM KITFOUEH AJIEKTPOHHBIX MOAMUCEH 0€3 X Coriacus

< Bomnpoc Ne 40 >
JloBepue K cpeacTBaM KPHITOrpaUyecKoil 3alUThl HEe TPeAIoaraeT KOMIUIEKCHOE PEeIIeHNe CIIeTy-
IOMINX MOA3a1au:

e OneHka KOppEeKTHOCTH BCTpauBaHUs KpUnrorpapuiyeckux cepBucos B npukiaaHoe [10 Ha ocHoBe
cornacoBaHHbIXx ¢ @Ch pexomeHganui

e OneHka BIMSHUS POrpaMMHO-aNIapaTHOroO OKPYKEeHUsl Ha KoppekTHocTh padbotsl CK3U

e Or1leHKa peain3alii COOTBETCTBYIONIErO YPOBHS KOHTpoJid npucytcTBus HJIB

e JlokasarenbCcTBO KOPPEKTHOCTH M Oe3omacHocTH neneBbix Gpynkiuit CK3U (popmupoBanue 3a-
MIUIIAEMbIX 00BEKTOB, OTCYTCTBHE YTE€UEK KIIIOUEBON MH(POPMAIIUH U T.1I.)

< Bompoc Ne 41 >
JloBepue K CpeAcTBaM KpHUNTOrpaduyeckoi 3aiuThl IpeArnonaraeT KOMIIEKCHOE pelIeHUe Cielyto-
IMX M10/13a/1a4:



e AHanu3 KOMIUIEKCAa OPraHW3allMOHHO-TEXHUYECKUX MEp 3alUThI, 00€CIIeUNBAIOIINX 3alaHHBIN
YPOBEHb KPUITOTPAPHUECKON 3aIUTHI

¢ Ouenka [10 He B3aumoeicTBYIOIIErO C KpUNTOrpadhUIeCKUMHU CEpBUCAMU

e OreHKa KpUNTOrpapuIecKx CEpBUCOB

¢ lccnenoBanue Kpunrorpauyeckux alropuTMOB U X pealn3aluu

< Bomnpoc Ne 42 >
Kaxxnpiii opran kpunrorpapuueckon 3aluThl A XpaHEHUS KIIOYEBBIX IOKYyMEHTOB, SKCILTyaTallH-
OHHOM M TEXHUYECKOU JoKyMeHTanuu, nHctaupytomux CK3U Hocuteneit 10KEH UMETh

L HCO6XOI[I/IMOC YHUCJI0 HAACKHBIX METATINTMYCCKUX XPAaHUJINUIIIL, O60py,I[OBaHHBIX BHYTPCHHUMHU 3aM-
KaMU C IBYMs SK3CMILIApaMUu KJII04YeH u KOJOBBIMH 3aMKaMH HUJIN HpI/ICHOCOGHeHI/IHMH JJId orie4da-
TBIBAHHUS 3aMOYHBIX CKBA)XHNH

L4 HeO6XOI[I/IMOG YHUCJIO HAACKHBIX METATNIMUCCKUX XPAHUJIUIIIL, O60py,Z[OBaHHLIX BHYTPECHHUMMH 3aM-
KaMH ¢ OJHUM 3K3CMILJIAPOM KJII0YeH 1 KOAOBBIMH 3aMKaMH HJIN HpI/ICHOCO6H€HI/I$[MI/I JJIs o11€4a-
ThIBaHHUA 3aMOYHbBIX CKBAXXUH

L4 H€O6XOI[I/IMOG YHUCJIO0 HAACKHBIX METATINIMUCCKUX XPaHUJIUIIIL, O60py,I[OBaHHLIX HaBHCHBIMHU 3aMKa-
MU C IBYMs SK3CMILISIpaMU KJIfouel u KOJOBBIMH 3aMKaMH NN HpI/ICHOCO6J'IeHI/IHMI/I JJIA OII€4da-
TBIBAHHUS 3aMOYHBIX CKBA)>XHNH

< Bomnpoc Ne 43 >
OpHa 13 nepBbIX KHUT MO MHU(POBKE HAIIUCaHa -

e ab6arom Tpuremmem (1462-1516) u3 ['epmannn
e ag6atom Tpuremmuem (1416-1466) u3z Utanuun

Hpenmer: "Kpunrorpagus"
Tema: "YueOnsrit Tect"
Bapuant Ne 3

< Bompoc Ne 1>
AMepUKaHCKUH CrienualucT 1o kpuntorpaduu, umeet 3sanue [Ipodeccopa nmenn DHapro u DpHEI
BurepOu o koMnploTepHbIM HaykaM Ha DakyabTeTe ANEKTPOTEXHUKU U KOMIIBIOTEPHBIX HAYK
(EECS) u cocrout B mtare kadeapsl CSAIL B MaccauyceTCKOM TEXHOJIOTHYECKOM MHCTUTYTE, TAaKKe
ABIISIETCA WICHOM JlabopaTtopuu Teopust BeIYUCIEHUH U uaepoM rpynnsl Kpuntorpadus u napopma-
LIUOHHAas 0€30MaCHOCTh?

e Ponanwy JIuan Pusect
e Jleonapn Maxkc Anieman
o Anu Hlamup

< Bompoc Ne 2 >
JloBepue K cpeacTBaM KpUNTorpaduyeckou 3aluThl IPEANoiaraeT KOMIIEKCHOE PEILIEHUE CIIEAYI0-
HIMX T0J3a1a4:

e AHanM3 KOMIUIEKCAa OPraHW3allMOHHO-TEXHUYECKHUX MEp 3alUThI, 00€CIIeUNBAIOIINX 3alaHHBII
YPOBEHb KPUITOTPAPHUECKON 3aIUTHI

¢ Ouenka 10 He B3aumoeicTBYIOIIETO C KpUNTOrpahUIeCKUMHU CEpBUCAMU

e lccnenoBanue Kpunrorpaduyeckux aaropuTMOB U X peannu3aluu

¢ OreHKa KpUNTOrpapuIecKrX CEpPBUCOB

< Bompoc Ne 3 >
[Tpu UCTONIBb30BaHUM YCHIICHHBIX AJICKTPOHHBIX MOMUCEH YYACTHUKHU DJIEKTPOHHOTO B3aUMOCHCTBUS
00s13aHBI:



e oOccreunBaTh KOHPHICHIIMATBHOCTD KITFOUCH AIICKTPOHHBIX MOJITUCEH, B YACTHOCTH HE JIOITYC-
KaTh UCIIOJIb30BaHNE TIPUHAICKAIINX UM KITFOUCH JJIEKTPOHHBIX MOAMUCEH 0€3 X COTIachs

® JICII0JIb30BaTh KIIFOY JICKTPOHHOM MONICH NIPY HAJTMYMU OCHOBAHUH IM0JIaraTh, 4TO KOH(HICH-
[IUATBHOCTH JIAHHOTO KJTFOYa HapyIIeHa

® HE KWCIIOIB30BATh JUIS CO3JIaHUS M MPOBEPKH KBATH(PHUIIMPOBAHHBIX JICKTPOHHBIX TOJITUCEH, CO-
3IaHUs KITI0YeH KBATH(DUIIMPOBAHHBIX JIEKTPOHHBIX MONICEH U KITI0YEH X TMPOBEPKHU CPEACTBA
AJICKTPOHHOM TIOJIITUCH, ITOJTYIHBIIHE TIOITBEPXKICHUE COOTBETCTBHS TPECOOBAHUSAM, YCTAaHOBJICH-
HbIM DeepanbHbIM 3aKOHOM "O0 3JEeKTPOHHOM moanucu"

® YBEJIOMIIATH YAOCTOBEPSIONINI IICHTP, BBIIABIINN CEPTHPHUKAT KITF0YA MPOBEPKH AICKTPOHHON
MOJIMTMCH, ¥ UHBIX YYaCTHUKOB 3JIEKTPOHHOTO B3aUMOICUCTBUS O HAPYIICHUU KOHPHUICHIIUATHHO-
CTH KITI0Ya DJIEKTPOHHOU TIOIKMCH B TEYCHHE HE 00JIee YeM OJTHOTO Paboyero JHs CO THS MoJTyde-
HUS HTHPOPMAITUU O TAKOM HAPYIICHUU

< Bompoc Ne 4 >
[IpeobOpazoBanue Mo AETEPMUHUPOBAHHOMY JITOPUTMY BXOJHOTO MacCHBa JAHHBIX MTPOU3BOIIHLHOM
JUTMHBI B BBIXOJIHYIO OUTOBYIO CTPOKY (DUKCHPOBAHHOMN JJTUHBI:

XEIINPOBAHNE
KEIIUpPOBaHUE
K3IIMPOBaHUE
XDIIMPOBAHHE

< Bompoc Ne 5>
PacceuBanune 310

e PacnipocTpaHeHue BIMSHUS OJHOTO 3HAKa OTKPBITOTO TEKCTa HA MHOTO 3HAKOB MHU(PTEKCTA, a
TaKXe paclpoCTPaHEHHUE BIMSHUS OJHOTO 3JIEMEHTA KJII0Ua Ha MHOTI'O 3HAKOB IIU(PPTEKCTA.

e [IpeoOpa3oBaHue NCXOAHBIX JaHHBIX MEPE] UM BO BpeMs 3alIu(POBaHUS C UCTIOTIH30BAHUEM
IICEBIOCIYyYalHON NOCIEA0BATEIbHOCTHU JAHHBIX, UMEIOIIEE LENbI0 CKPBITh HAIMYUE B HUX PEry-
JSIPHOCTEH pa3IMYHOIO THIIA, HAPUMED - HATTMUUE UJCHTUYHBIX OJIOKOB.

< Bompoc Ne 6 >
Bunamu 351eKTpOHHBIX MTOITUCEH, , ABIISOTCS:

® [IpOCTast MOAIUCH U YCUICHHAs MOAIICUB

¢ HEKBIM(UIIMPOBAHHAS SJICKTPOHHAS MOANKMCH U KBATU(DUIMPOBAHHAS JIEKTPOHHAS MTOMTUCH

¢ yCHJICHHAs! HEKBAJTM(UIIMPOBAHHAS JIEKTPOHHAS TTOANUCH M yCHIICHHAs KBaTH(PUIIMPOBAHHAS
JJIEKTPOHHAS MMOJIUCH

® [IPOCTast DJIEKTPOHHAs NOANKUCH U YCUJICHHAS YJIEKTPOHHAS ITOAIUCH

< Bompoc Ne 7 >
Crneuunanuct B 00JaCTH KpUNTOrpaguu 3To

e Kpunroananutuk
e Kpunrorpad

< Bompoc Ne 8 >
KpurnrocuctemMsl ¢ OTKPBITHIM KIFOUOM OMUPAIOTCS HAa OJJMH U3 CICTYIOUIMX TUIIOB HEOOPAaTHMBIX
npeoOpa3oBaHui:

e Brruncnenue gorapudma B KOHEYHOM I10J1€

e [lepecTaHOBKH TaOIUL] KOJUPOBKHU

e Pa3noxeHue OOJBIIMX YUCET Ha IPOCThIE MHOKUTENIU
¢ BriuncneHne KopHei anredpandyeckux ypaBHEHHUH



< Bompoc Ne 9 >
[TepBbIit aIrOPUTM ACUMMETPHYHOTO IHU(POBAHUS -

e RSA
e RC

e IDEA
e DES

< Bompoc Ne 10 >
KBanuduuupoBaHHast 371€KTpOHHAs MMOANUCH NPU3HACTCS ACUCTBUTEIBHOM 10 TEX MOp, MOKa peIIeHH-
€M cyJla He yCTaHOBJICHO MHOE, TIPU OJTHOBPEMEHHOM COOIOICHUU CIEIYIOIIUX YCIOBHIA:

e KBaTU(PULIMPOBAHHAS JIEKTPOHHAS MTOJIMUCH UCHOIB3YETCS C yUeTOM OIpaHUYEHUH, coaepxa-
MIUXCS B KBATM(UIIMPOBAHHOM CEPTU(PHUKATE JIUIIA, TIOANMCHIBAIONIETO YIEKTPOHHBINA JOKYMEHT
(ecau Takue OrpaHMYEHHs yCTAHOBIICHBI)

¢ KBaTM(UIMPOBAHHBIN cepTU(UKAT HE ACHCTBUTENICH HA MOMEHT IOJITUCAHUS JIEKTPOHHOTO J10-
KyMeHTa (IIp1 HAIUYMH JOCTOBEPHON MH(OPMAIIMM O MOMEHTE MOANUCAHUS HIEKTPOHHOIO 10KY-
MEHTAa) WIH Ha J€Hb POBEPKU JEHCTBUTEIBHOCTH YKa3aHHOIO cepTU(UKATA, €CIIM MOMEHT IOJI-
MIMCAHMS 2JIEKTPOHHOTO TOKYMEHTA HE ONPENEICH

¢ KBaTH(PUIMPOBAHHBIN cepTU(UKAT NEHCTBUTEICH HA MOMEHT TOANMCAHMS AJIEKTPOHHOTO JOKY-
MeHTa (MpU HAJIMYUH JOCTOBEPHON MH(OPMAIIUK O MOMEHTE MOANKUCAHUS IEKTPOHHOTO J0KY-
MEHTAa) WM Ha J€Hb POBEPKU JEHCTBUTEIBHOCTH YKa3aHHOIO cepTU(UKATA, €CIIM MOMEHT IOJI-
IIACaHHUs DJIEKTPOHHOI'O JJOKYMEHTA HE OIPEIEIIeH

® UMEETCs MOJIOKHUTENbHBIN Pe3yJIbTaT MPOBEPKU MPUHAJIEKHOCTHU BiIalebIly KBAIN(ULIUPOBAH-
HOTO cepTU(HKATa KBATU(PUIMPOBAHHON 3JIEKTPOHHOH MOAINUCH, C TIOMOIIbI0 KOTOPOM MOIMUCAaH
ANIEKTPOHHBIN JOKYMEHT, U MIOATBEPKIECHO OTCYTCTBHE U3MEHEHNN, BHECEHHBIX B ATOT JOKYMEHT
IIOCJIE €r0 MOAIUCAHUS

¢ KBaTH(PUIMPOBAHHEII cepTU(UKAT CO3J]aH U BBIJAaH aKKPEAUTOBAHHBIM yIOCTOBEPSIONINM IEH-
TPOM, aKKpeAUTALUsI KOTOPOro ACHCTBUTENIbHA HA IEHb BBIAYN YKAa3aHHOTO cepTU(UKaTa

< Bompoc Ne 11 >
OnMH U3 caMbIX U3BECTHBIX aMEPUKAHCKUX KPUNTOrpadoB, 3acayKUBIINN MUPOBYIO H3BECTHOCTD 32
KOHIICTIITUIO KPUTITOTPa(UH C OTKPBITHIM KITIOYOM:

e Jleonapn Maxkc Anieman
e Knox Illennon

e Yurpunn Judpou

e A Komnan Jloin

< Bompoc Ne 12 >
ITpu oOpamieHnn B aKKpeJUTOBAaHHBIN yAOCTOBEPSIIOIIMI LIEHTP 3asBUTEIb YKa3bIBa€T HAa OrpaHUye-
HUSI HCTIOJIb30BAHUS KBATM(PHIIMPOBAHHOTO CepTH(HKATa (€CTH TaKUe OrpaHHYCHHS yCTaHABINBAIOT-
Cs1) U IPEACTABISIET CIEAYIOUINE JOKYMEHThI, MOATBEP K IAI0INE JOCTOBEPHOCTh HH(POPMALINH,
IPEJOCTaBICHHON 3asBUTENIEM JUIsl BKIIIOYEHHS B KBaIM(DULIUPOBAaHHBIN cepTU(dUKaT, TMO0 UX HaJIe-
XKaruM 00pa3oM 3aBepEHHbIE KOIHH:

® BOJUTEIBCKOE YAOCTOBEPEHUE

® JIOBEPEHHOCTb WJIM MHOM TOKYMEHT, IOATBEPKAAIOIINM TpaBo 3asBUTEINS JEHCTBOBATh OT UMEHHU
JPYTHX JIALL

® OCHOBHOM JOKYMEHT, yIOCTOBEPSIOLINI JIUYHOCTh, CTPAXOBOE CBUIETENILCTBO I'OCYJaPCTBEHHOTO
IIEHCHOHHOT'O CTPAXOBAHUS 3asBUTENS - (PU3NYECKOT0 JIUIA WIHM yUYPEeIUTEIbHbIE TOKYMEHTHI, 10-
KYMEHT, MOATBEPKAAIOINI (PaKT BHECEHUS 3aIllMCH O IOPUANYECKOM Jinle B EnuHblii rocyaap-
CTBEHHBIN PeeCcTp IOPUINYECKUX JIHLI, U CBUACTEIBCTBO O IIOCTAHOBKE HAa YYET B HAJOIOBOM Op-
TaHe 3asiBUTEIIA - FOPUINYECKOTO UL

e HaJyIeXKalluM 00pa30M 3aBEpPEHHBIH MEPEBO HA PYCCKUN S3bIK IOKYMEHTOB O FOCY1apCTBEHHOM



pPErucTpaluy IPUIAYECKOTO JUIA B COOTBETCTBUU C 3aKOHOJATEIHCTBOM HHOCTPAHHOTO TOCY-
JIapcTBa (A1 MHOCTPAHHBIX FOPUIUYECKHX JIHIL)

< Bompoc Ne 13 >
OHO# 37IEKTPOHHOM MOAMUCHIO MOTYT OBITh TIOAITUCAHBI

® TOJIBKO OJJMH JIEKTPOHHBIN TOKYMEHT
® HECKOJIBKO CBSI3aHHBIX MEXJy COOO0M 3JIEKTPOHHBIX JOKYMEHTOB (TIaKET 3JIEKTPOHHBIX JOKYMEH-
TOB)

< Bompoc Ne 14 >
OnvH U3 caMbIX U3BECTHBIX aMEPUKAHCKUX KPUITOrpadoB, KOTOPBIN MOIYUYHII U3BECTHOCTh OJ1aroa-

ps pa3paboTKe epBOil aACUMMETPUUHON KPUIITOCUCTEMBI B coaBTOpCTBE ¢ YuThmigom Auddu n
Pansdom Mepxiem (1952r)?

e Ponanpy JInaa PuBect

e Jleonapn Makc Anneman
e Yurpunn Judpou

e Anu [lamup

< Bompoc Ne 15>
Paynn aro

e Oaun mar mudposanus B mudpe Daiictens u OIU3KUX eMy IO apXUTEKType MHPpax, B Xo/1e KO-
TOPOTO OJIHA WJIM HECKOJIbKO YacTed mudpyemMoro 0J10Ka JAaHHBIX MOJIBEPracTCcss MOAUPUKAIINH.

o CeKpeTHBIN 3JIEMEHT, TTOJTy9aeMbIid U3 KJII0Ya KPUTITOAITOPUTMA, U UCTIONB3yeMbIi mudpom Daii-
CTENsl ¥ aHAJIOTUYHBIMU KPUIITOAITOPUTMAMH Ha OHOM payHe Hn(poBaHusl.

< Bompoc Ne 16 >
JlomyckaeTrcsi He yKa3bIBaTh B KAUeCTBE BIIAJCIbIla cepTU(HUKATA KITF0YA TPOBEPKH AIEKTPOHHOU TOI-
TTUCH -

® TUPEKTOPOB aTOMHBIX 3JEKTPOCTAHIINI

e B CilyYasX, IpeIyCMOTPEHHBIX (hefepaabHbIMU 3aKOHAMU U IPUHUMAEMBIMU B COOTBETCTBUH C
HUMU HOPMATUBHBIMU IPABOBBIMHU aKTaMU

¢ (usHyecKoe JUIO, AeHCTBYIONIEE OT UMEHH FOPUIUIECKOTO JIHUIIa

¢ B cepTu(dUKaTe KIIt0Ya MPOBEPKHU IIEKTPOHHOM MOAMKICH, UCTIOTB3YEMOM JUIsl aBTOMATHUYECKOTO
co37aHus 1 (WIM) aBTOMAaTUYECKOU MPOBEPKHU AIEKTPOHHBIX MONUCEN B UHPOPMALIMOHHOM CH-
cTeMe MPHU OKa3aHUM rOCYIapPCTBEHHBIX U MYHULIUINIAJIbHBIX YCIYT, UICTIOIHEHUH TOCYJapCTBEH-
HBIX 1 MyHUIUNAIbHBIX (QyHKUIUN

< Bompoc Ne 17 >

BezonacHocTh xpanenus u 00padboTku ¢ ucnonp3oBanneM CK3U koHpuneHMaIpHON HHDOpMAIHH,
nepeaaBaeMoil BHe ceTell KOH(UICHIMAIBbHOM CBA3U, OPraHU3YIOT U 00€CIeYnBaIOT JIMLA, UMEIOIINE

o nuien3uro ®Ch Poccun
o nuien3uro OCTOK Poccuu

< Bompoc Ne 18 >
Kakue 13 nepeuncneHHbIX alropuTMOB HMEIOT 00JIee BBICOKYIO TPOU3BOJUTEIEHOCTD?

L4 AJIFOpI/ITMBI C CUMMCTPUYIHBIMU KIIFOYaMU
o AJIFOpI/ITMBI C ACUMMCTPHUYHBIMHA KIIHOYaMU

< Bomnpoc Ne 19 >



Ecnu B cooTBeTCTBUY ¢ (penepalbHBIME 3aKOHAMH, TPUHUMAEMBIMH B COOTBETCTBHH C HUMHU HOpMa-
THUBHBIMH MPABOBBIMU aKTaMHU WM 00BIYaeM JIEITOBOTO 000pOTa JOKYMEHT JOJKEH ObITh 3aBEpPEH I1e-
YaTbIO, JIEKTPOHHBIN JOKYMEHT, MOJMUCAHHBINA YCUJIEHHON 3JIEKTPOHHOW MOIMUCHIO, MPU3HAETCS

® JJOKYMEHTY Ha OyMa)XHOM HOCHTEJIE, TOANNCAHHOMY COOCTBEHHOPYUYHOH MOANKCHIO, B CIyYasx,
YCTaHOBJIEHHBIX (hefiepaibHbIMU 3aKOHAMU, IPUHUMAEMBIMU B COOTBETCTBUU C HUMU HOPMAaTHB-
HBIMH [TPAaBOBBIMU aKTaMU WJIN COIVIAIIEHUEM MEKIY YYaCTHUKAMH HIEKTPOHHOIO B3aUMOJCH-
CTBUS

® PaBHO3HAYHBIM JIOKYMEHTY Ha OyMa)KHOM HOCHUTEJE, HOJINHCAHHOMY COOCTBEHHOPYYHOM MMOAIH-
ChI0, IPU3HAETCS PAaBHO3HAYHBIM JIOKYMEHTY Ha OyMa)KHOM HOCHUTEJIE, TOJIHCAaHHOMY COOCTBEH-
HOPYYHOH NMOANKCHIO U 3aBEPEHHOMY I1€4aTHIO

< Bomnpoc Ne 20 >
AKKpeUTOBaHHBIN yJIOCTOBEPSIOLINI LIEHTP 00s13aH XPaHUTh B TEYEHHE CPOKA €ro JESTENbHOCTH,
ecnu 0oJiee KOPOTKUH CPOK HE MPeAyCMOTPEH HOPMAaTUBHBIMU MPaBOBBIMH akTaMu Poccuiickoit de-
Jiepaly, CIeAyOLy0 HHPOPMALIHIO:

® PEKBH3HTHI BCEX TOKYMEHTOB, YAOCTOBEPSIONIETO JIMYHOCTD BJIa ENIblIa KBATH(DUITUPOBAHHOTO
ceprudukara - GU3NIECKOTO IUIA

® CBEJICHUS O HANMEHOBAaHUH, HOMEPE U JIaTe BBIIaYM JOKYMEHTA, IIOATBEPIKIAIOIIETO TIPaBO JIHIIA,
BBICTYTIAIOIIETO OT UMEHU 3asBUTEIIS - FOPUAUYECKOTO JIUIA, 00paIaThCs 3a MOTYyYCHHEM KBAJIH-
(bunmupoBaHHOTO cepTUdHUKATA

® CBCJICHUS O HAMMEHOBAHUSX, HOMEpaX U JiaTaxX BbIIa4M JOKYMEHTOB, MOJITBEPKIAIOUINX TTOJTHO-
MOUYHS BIIQJICITbIa KBATU(PUITUPOBAHHOTO CepTH(HUKATA ICHCTBOBATH 110 IOPYUCHUIO TPETHUX JIHII,
ecii nHGOPMAITUS O TAKUX TTOJTHOMOYHSX BiIaIeiblla KBATH(PHUIIMPOBAHHOTO CepTU(HKATA BKITIO-
YyeHa B KBATU(HUIIMPOBAHHBIN cepTudukar

® PEKBU3HUTHI OCHOBHOTO JJOKYMEHTA, YAOCTOBEPSIOIIETO JTMYHOCTD BIaAeIbIa KBaTU(PUITUPOBAHHO-
ro ceptudukaTa - GU3NIECKOro JUIa

< Bompoc Ne 21 >
Kak HaszpiBaeTcsa kpuntorpaguueckuii METo]1 3aKJII0YAIOLINIICS B TOM, YTO CUMBOJIBI MK (pyeMoro
TEKCTa MEPECTaBIIAIOTCS TI0 HEKOTOPOMY MPaBHUITy B MpeeiaX 3aJaHHOTO OJI0Ka Iepe1aBaeMoro TeK-
cra?

® [ICPECTAaHOBKA
® JI0JCTAaHOBKa

< Bompoc Ne 22 >
JIntieH3nOHHBIE TPEOOBAHUS MTPH OCYIIECTBICHUH ACATEILHOCTH, CBA3aHHOI ¢ KpunTorpaduieckoi
3alIUTON HH(pOPMAIHH:

® JICTI0JIb30BAaHUE COMCKATENIEM JIMIIEH3UH (JIMLIEH3UATOM) MTpeTHA3HAUCHHBIX /I OCYILECTBICHUS
JMLIEH3UPYEMOH AEATEIbHOCTU MPOrPaMM /IS 3JIEKTPOHHBIX BBIYMCIUTEIbHBIX MAIIUH U 0a3
JAHHBIX, IPUHAICKAIUX COUCKATEIIO JIULEH3UH (JMIIEH3UAaTy) Ha IPaBe COOCTBEHHOCTHU HITU
MHOM 3aKOHHOM OCHOBaHUH

® HaJM4YWe Y COMCKATeNs JIMIEH3UH (JIMIIEH3UaTa) npaBa COOCTBEHHOCTH MJIM UHOTO 3aKOHHOTO OC-
HOBAHUS Ha BJIAJICHUE U MCIIOJIb30BaHUE TOMEIICHUH, COOPYKEHUH, TEXHOJIOTHYECKOT0, NCIIBITa-
TEJBHOT0, KOHTPOJIBHO-U3MEPUTEIHLHOTO 000PYI0BAHUS H HHBIX 0OBEKTOB, HEOOXOAUMBIX IS
OCYILECTBIICHUS JTULICH3UPYEMOM JesITeIbHOCTH

® HaJM4ue B IITATE Y COUCKATEINS JIMLEH3UH (JMLEeH3MaTa) KBaTH(PUIUPOBAHHOTO TIEpCOHAIa

® HaJMYKE Y COMCKATENs JUICH3UN (JIUIICH3UAaTa) yCIOBUM ISl COOMIOICHUSI KOH(PUACHIIMAIIbHOCTH
MH(pOpMaLINU, HEOOXOAUMBIX /s BHIIOJIHEHUS pabOT U OKa3aHMs yCIyT, COCTABIISIOIINX JIHIIEH-
3UPYEMYIO JEeSTEIbHOCTh, B COOTBETCTBUH C TPEOOBAHUAMU O COOIIOAEHUH KOH(UAECHIIUAIBHOCTH
uHpOpMalLny, ycTaHOBIeHHBIMU DenepaibHbIM 3akoHOM "O0 nHpopMamu, HHGOPMAITMOHHBIX
TEXHOJIOTUSX U O 3aimuTe uHpopmaruu”



< Bomnpoc Ne 23 >
WNudopmanus B 37eKTpOHHON (Popme, MoAMcaHHast IPOCTOH IEKTPOHHON MOIIHICHIO WITH HEKBAJIH-
(UIMPOBAHHOM AJIEKTPOHHON MOANHUCKHIO, IIPU3HACTCS

® pPaBHO3HAYHBIM JIOKyMEHTY Ha OyMa)KHOM HOCHUTEJIE, HOJINHCAHHOMY COOCTBEHHOPYYHOM MOITH-
CBIO, IPU3HAETCS PAaBHO3HAYHBIM JIOKyMEHTY Ha OyMa)KHOM HOCHUTEJE, TOJMUCAHHOMY COOCTBEH-
HOPYYHOH NMOANKCHIO U 3aBEPEHHOMY I1€4aThHIO

® DJIEKTPOHHBIM JIOKYMEHTOM, paBHO3HAYHBIM JOKYMEHTY Ha OYMa)XHOM HOCHTEJIE, TOANUCAHHOMY
COOCTBEHHOPYUYHOU MOJMHKCHIO, B CIIy4asiX, yCTAHOBJICHHBIX (peiepanibHbIMU 3aKOHAMH, IPUHUMA-
€MBIMHU B COOTBETCTBUY C HUMU HOPMATHBHBIMH ITPABOBBIMU aKTAMH WJIH COTJIAIIEHUEM MEXKIY
Y4aCTHUKAMHU IEKTPOHHOI'O B3aUMOJEHCTBUS

< Bompoc Ne 24 >
Ob6nanatens HHPOPMALIUH, OTIEpaTOp HHPOPMALIMOHHON CUCTEMBI B CTy4asX, yCTAHOBIEHHBIX 3aKO-
HomarenbcTBOM Poccuiickoit deneparuu, He 00s3aHBI 00ECTICUHTD:

® IIOCTOSIHHBIN KOHTPOJIb 32 00ECIICUCHHEM YPOBHS 3aIIUIIEHHOCTH HH(OPMALIUH

® HEBO3MOXKHOCTh HE3aMEUIMTEIILHOTO BOCCTAHOBICHHS HH(OpMAuy, MOAH(DUITMPOBAHHOMN Min
YHHUYTOKCHHOM BCJIEJICTBIE HECAHKIIMOHMPOBAHHOTO JIOCTYTIA K HEH

® HEONYyIICHHE BO3/ICHCTBHUS HAa TEXHUUECKHUE CpeIcTBA 00pabOTKH HHPOPMAINH, B PE3yIbTaTe
KOTOPOTO HapylIiaeTcsi X QyHKIMOHUPOBAaHHUE

® MpeayNpexICHIE BO3MOKHOCTH HEOIArONPHUATHBIX OCJICACTBIM HAPYIISHUS MOPSIIKA TOCTYTIA K
uHpOpMaun

< Bompoc Ne 25 >
OCHOBHBIM JJOCTOMHCTBOM KPHUNTOTpaUYECKUX METOI0B 3alIUTHl HHGOPMAIIUU SBISIETCS TO, YTO
OHHU:

e 00eCIeYNBAIOT BBICOKYIO TAPAaHTHPOBAHHYIO CTOMKOCTh 3aIIUTHI, KOTOPYIO MOXHO PacCYUTATh U
BBIPA3UTh B YUCIOBON opMe (CPETHUM YUCIIOM OTIepaliii WK BpEeMEHEM, HEOOXOIUMBIM JIJIs
packphITHS 3amuGpoBaHHON HH(GOPMAITUN WIIH BBIYUCICHUS KITIOUCH)

e 00CCIEeYNBAIOT BHICOKYIO rapaHTHPOBAHHYIO CTOMKOCTH 3aIllUThl, KOTOPYIO HE BO3MOYKHO pacCcuu-
TaTh U BBIPA3UTh B YHCIIOBOH (popme (HarpumMep, CpeIHUM YHCIOM OTEpaIfil WIIH BPEMEHEM, He-
00XOAMMBIM JUIsl PACKPBITUS 3aIIU(POBAHHON HH(DOPMAITUH UM BHIYMCIICHUS KITIOUEH)

< Bomnpoc Ne 26 >
CK3M4 sro:

® CpEICTBO KOMIUICKCHOM 3aIUThl HH(YOPMALUH
e crucreMa KpunTorpapuueckoil 3ammTsl HHQOpMaIH
® CpeJICTBA KPpUNTOTpahUIECKOM 3anUThl HHDOpMAIHH

< Bomnpoc Ne 27 >
Y 1ocToBepsIOIniA LIEHTD:

® IIPOBEPSIET YHUKATIHHOCTD KITIOYEH MPOBEPKH IEKTPOHHBIX MOMUCEH B PETUCTPE CEPTHPHUKATOB

® CO3/1aeT 10 OOpaIICHUSAM 3asiBUTEIICH KITFOUH ICKTPOHHBIX MOMICEH U KIFOYH MPOBEPKH dJICK-
TPOHHBIX MOJMKUCEN

® BEJIET pPEECTp BBIAAHHBIX M AHHYJIMPOBAHHBIX 3TUM YAOCTOBEPSIONIUM LIEHTPOM CEPTU(DUKATOB
KIJIFOUEH MPOBEPKHU AJICKTPOHHBIX MOJKCEH (Hayiee - peecTp cepTU(UKATOB), B TOM YHCIIE BKITIO-
Yaouuii B ceds nHPOpMaINIO, COACPIKALTYIOCS B BBIJAHHBIX 3TUM YJJOCTOBEPSIOIINM IICHTPOM
cepTudukaTax KIo4ei MpoBepKH FIEKTPOHHBIX MOMUCEH, 1 HHPOPMAIUIO O JaTaxX MpeKpale-
HUS ICHCTBHS WM aHHYJIMPOBAHUS CePTU(UKATOB KITFOUYEH MTPOBEPKH AIEKTPOHHBIX IT

® YCTaHABJIUBACT MOPSIIOK BEJCHUS peecTpa cepTU(PUKATOB, HE SIBISIIOIIMXCS KBaTU(DUIIUPOBAHHBI-



MU, U TIOPSIIOK TOCTYyTa K HEMY, a TaKXke 00ecreunBaeT JOCTYII JIML K HH(pOpMaIum, coaepxa-
Hiecs B peecTpe cepTU(UKaTOB, B TOM YUCIIE C UCIOIb30BaHUEM MH(DOPMAIIMOHHO-
TeJIeKOMMYHUKalMOHHOMU ceTH "HTepHet"

< Bompoc Ne 28 >
Kox ayrentudukanuu 3to:

¢ lIMuTOBCTaBKA, KO/ (PMKCUPOBAHHOM JUTMHBI, BEIPA0ATHIBAEMBIN U3 TaHHBIX C UCIIOJIb30BaHUEM
CEKPETHOTO KJIfoua 1 100aBIsIeMblil K JaHHBIM C IIeIbI0 00HapyXeHus (pakTa H3MEHEHUH XpaHH-
MBIX MJIH TIepeJaBaeMbIX 10 KaHATy CBSI3M JJaHHBIX.

¢ Kox ¢ukcupoBaHHO [UIMHBI, BEIpaOaTHIBAEMBIN M3 JTAHHBIX C HCIIOJIb30BAHHEM BBIYHCIUTEIHHO
HEoOpaTUMOH (PYHKLUH ¢ 1EeNbI0 00HApyKeHUs (paKTa N3MEHEHUH XPaHUMBIX HITH MEepelaBacMbIX
10 KaHAJTy CBSI3H JaHHBIX.

< Bomnpoc Ne 29 >
Maccus 3amm(ppoBaHHBIX JaHHBIX, TO €CTh JAHHBIX, HOABEPTHYTHIX MPOLEAYPE 3aIIU(PPOBAHUS:

o [lIudporekct
o [HTudprexct
e [Iludposka

< Bompoc Ne 30 >
[To okoHYaHMHU pabOYero JHS CHEIIIOMEIICHHS OpraHa KPUITOrpaduIecKoi 3aIuThl U yCTaHOBIICH-
HBIC B HUX XpaHUJIUIIIA:

® [IeYaTH, NpeJHaA3HAYCHHBIE JIUIS ONeYaThIBAHUS XPAHWINLL, HE JOJDKHBI HAXOUTHCS Yy COTPYAHU-
KOB OpraHa KpunTorpagpuueckoi 3aiuThbl, OTBETCTBEHHBIX 32 3TU XpaHWIHIIA

® KJIIOYM OT XPAHWIMII TOJKHBI OBITH CIAHBI TIOJ] PACTIMCKY B COOTBETCTBYIOIIEM )KypHAJe PyKOBO-
JUTENI0 OpraHa KpUNTOrpapuuecKon 3aluThl WIH JIMILY, UM YIOJTHOMOUYEHHOMY (JIeXKypPHOMY),
KOTOPBIE XPAHAT 3TU KIJIFOYH B INYHOM WJIN CIIEHHAIBHO BBIJIECICHHOM XPaHWINIIE

® JI0JKHBI OBITh 3aKPBIThI, XpPAaHUJIHUILA ONlCYaTaHbI

® KJIIOYM OT CIIELIIOMEIIECHNH, a TAK)KE KIII0Y OT XpaHWINIIA, B KOTOPOM HAXOAATCS KIIIOYHU OT BCEX
JIPYTUX XPaHWIUII OpraHa KpUNTorpaduIeckoi 3auThl, B OTICYaTAHHOM BUE JIOJDKHBI OBITH
C/IaHBI MTOJT PACIHMCKY B COOTBETCTBYIOIIEM XKypHAJIE CIy»)0e OXpaHbl WIN JIEKYPHOMY IO OpTraHu-
3allMM OHOBPEMEHHO C IIepefadeH MoJ OXpaHy CaMHX CIEIIIOMEICHAN

< Bomnpoc Ne 31 >
Kax HazpiBaeTcst kpunrorpaguueckuii METo1 KOTOPBIM MPEICTaBISIIOT COOOH MOCIEA0BATEIBHOCTS (C
BO3MOJXHBIM ITIOBTOPCHUEM U I-IepeI[OBaHI/IG:M) OCHOBHBIX METOA0OB Hp606p330BaHI/IH, IMPUMCHACMYIO K
0510Ky (9actr) muppyemMoro Texcra’?

e KOMOMHHUPOBAHHOE MPEOOPa30BaHNE
® aHAJIMTUYECKOE MPEOOpa3OBaHKE

< Bompoc Ne 32 >
JlnueH3upoBaHue JeATEIbHOCTH M0 pa3padoTKe, MPOU3BOACTBY, PACIPOCTPAHEHHIO HIH(DPOBATIBHBIX
(kpunrorpauyecKkux) CpeICTB, THPOPMAIMOHHBIX CUCTEM U TEIEKOMMYHUKALIMOHHBIX CUCTEM, 3a-
IIAIICHHBIX C UCIOJIb30BAHUEM IU(PPOBAIBHBIX (KPUITOTpapUUECKUX) CPEACTB, BHIITIOIHEHUIO PadoOT,
OKa3aHMIO yCIIyT B 00nacTu mmdpoBanus HHGOpMAIIK, TEXHUIECKOMY 00CITy>)KHUBAaHHUIO IU(PPOBAIIb-
HBIX (KpUITOTpapHUUECKUX) CPEICTB, OCYLIECTBIISCT:

e OCTOK Poccun
¢ MUHKOMCBA3b
e OCbH Poccum



< Bompoc Ne 33 >
Kak Ha3bIBaeTCsl apXUTEKTypa MOCTPOCHUS OJOYHBIX MIU(POB, JOMUHUPYIOIIAs B HACTOSIIIEE BPEMS B
TPAIUIIMOHHON KpUnTorpadu, B KOTOPOH BECh MpoIiecc mudpoBaHUs 0JIOKA BEITIOTHISTCS 32 CEPUI0
m1aroB (payH/J0B), Ha KaXJIOM U3 KOTOPBIX OJIOK JIEIUTCS Ha U3MEHSIEMYIO U IIOCTOSHHYIO YaCTH, C T0-
MOIIBI0 QYHKIUHU MUPPOBAHHS U3 TTOCTOSTHHOW YaCTH M PAYHIOBOTO KJIFOYa BHIPAOaTHIBACTCS] MO/IN-
GUIHpYONUi KO, KOTOPBIH UCIOIB3yeTCs s MOAU(UKAU?

e TpaguuuroHHast apXUTEKTypa
e Cetp dalicTens

< Bompoc Ne 34 >
Pasmemenue, ciennanbHOE 000pYAOBaHUE, OXpaHA M OPTaHU3alNs PEKUMA B CIICIITIOMEIICHHSIX Op-
TaHOB KPUMNITOTPAPUUECKOHN 3aIUTHI TOJKHBI UCKITIOUUTH:

® BO3MOXHOCTb ITpeObIBaHuS B HUX nosib3oBaTeneit CK3U
® BO3MOXXHOCTb HEKOHTPOJIMPYEMOTO MPOHUKHOBEHUS WU NMPEObIBAHUS B HUX IIOCTOPOHHMX JIUI]
® BO3MOXXHOCTb IIPOCMOTPA OCTOPOHHUMH JIMLIAMH BEIYIUXCSA TaM padoT

< Bompoc Ne 35 >
[Mporecc 3ammdpoBanus wiu paciuppoBaHKs HA3bIBACTCS:

e [ITudpoBanue
e [Iludposka

< Bompoc Ne 36 >
Kak Ha3bpIBaeTCsi raMMa 1o U3BECTHOMY (PparMeHTy KOTOPOM HEJNb3sl ONPEACTUTh Apyrue ee hparMeH-
Thl U BOCCTAHOBUTH CO BCEMH ACTATIAMUA AJITOPHUTM, HUCIIOJIL30BAHHBIHN JJIs1 €€ Bblpa6OTKI/I?

e Kpunrocroiikas ramma
e OObIyHas raMma
e @PparmeHTapHas raMMa

< Bomnpoc Ne 37 >
Ecnu anmaparnasie win annapaTtHo - nporpamMmMmiabie CK3U moakimroyaroTes K CHCTEMHOM IIMHE WU K
OJTHOMY M3 BHYTPEHHUX HHTep(eicoB anmapaTHbix cpeacTs, To Takue CK3U yunrteiBaroTes Takxke
COBMECTHO

e nonp3oBarenamu CK3U
® C COOTBETCTBYIOIIMMU alllapaTHbIMU CPEIACTBAMU

< Bompoc Ne 38 >
OcHOBHBIE 33J1a4¥ CUCTEMbI HHPOPMAIIMOHHOM O6e30macHoCTH, KoTophie pemraet PKI:

® HCKIIFOYMTHh BO3MOXXHOCTD MOATBEPKICHHSI COBEPIIIEHHBIX MOJIH30BATEISIMHU JEHCTBUIN ¢ HHDOP-
Manuen

e obOecrieueHre KOHPUIACHITUATHFHOCTH HHPOPMAITUH

e o0OecrieueHne 1eTOCTHOCTH HH(pOopMauu

e o0ecrieueHre ayTeHTU(UKAIIMU TTOJIb30BaTENIe U PecypcoB, K KOTOPHIM 00paIiaroTcs Mojib30Ba-
TCIIN

< Bompoc Ne 39 >
Kak Ha3pIBaeTCs NPUHLIMII TOCTPOSHUSI KPUIITOTpapUUECKUX aITOPUTMOB, COTJIACHO KOTOPOMY B CEK-
peTe Jep>KUTCS TOJIBKO OMpeIelIeHHbIN Ha0op UX MapamMeTpoB (KIII0U), a BCE 0CTaIbHOE MOXKET ObITh
OTKPBITHIM 0€3 CHH)KEHUSI CTOWKOCTH aJITOPUTMAa HUXKE IOy CTUMOM BETUUMHBI?



e [Ipunnun Kupxroga
e [Iporokon kpunrorpadhuyeckuit

< Bomnpoc Ne 40 >
JIns Kakux 1eneit B Kpunrorpaguu UCIodb3YIOTCS XOUI-(DYHKITHS:

pacdera KOHTPOJIBHOW CYMMBI ITaKeTa
co3/1aHus 00pa30B HEKOTOPHIX JAHHBIX ISl UX 0€301MaCHOTO XpaHEHHUs
00pa3oBaHUs TaKk Ha3bIBAEMBIX JaiipkecToB h(m) it cooOmennii m

< Bompoc Ne 41 >
YHUUTOXEHHE KPUIITOKIIOUEH (MCXOIHON KITH0UeBOI HH(OPMAIMN) MOXKET POU3BOIUTHCS:

e IyTeM CTUpaHus (pa3pyIlleHus ) KPUITOKII0UYeH (MCXOqHOU KItoueBoi nHpopmanmu) 6e3 mospe-
MKJICHUS KITFOUEBOTO HOCUTEIS (JU1st 0OecTrieueH s BO3MOKHOCTH €r0 MHOTOKPATHOTO HCITOIB30Ba-
HUST)

e TyTeM (PU3MUYECKOTO YHUUTOKEHUS KIIIOUEBOTO HOCUTEIIS, HA KOTOPOM OHH PaCIIOJIOKEHBI

< Bompoc Ne 42 >
PKI 3t0:

e Nudpactpykrypa otkpsiThix kitoueit (PKI - Public Key Infrastructure)
e Uudpactpykrypa 3akpeIThix Kitoueil (PKI - Private Key Infrastructure)

< Bompoc Ne 43 >
HepBBIe CBCJACHUSA O MPUMCHCHUHN LHI/I(I)pOB B BOCHHOM JI€JIC CBA3aHbI C UMCHCM CIIAPTAHCKOI'O IMOJIKO-
Boa JIncanapa, NCIONIB30BABIIETO IS TEPEAadr COOOIEeHIH mudp -

o mudp Llesaps
e Crurana

Tembl pedepatoB

HIudp as FOnus Lezaps

[udp nepecTaHOBKU «CLUTATIA»
Juck DHest

Ksagpar [Tonubust

[Mudp Yeiiza

TropemusbIit mudp

Marunueckue KBaapaThl

HIudp ABe Mapus

Tabmuna Tputemus

10. IIugp bakona

11. luppoBanbHbIi qUCK ATbOEepTH
12. udpsr [opra

13. IlIngp Kapnano u Pemense

14. Iudp Bmxenepa

15. ngp Panskonepa

16. Iudp Kemnepa u Nanunes

17. Anroputm bepiekamma - Maccu
18. MeTon «0THOPa30BbIX OJIOKHOTOBY
19. Anroputm SEAL

20. MeTobl TOTYyYEHUS CTyYAHBIX U MICEBIOCTYYANHBIX YHUCEI
21. Ananu3 reHepaToOpOB MCEBAOCITYYaHbBIX YUCEI

WX R WD =



22, ugp RC 4

23. PoTopHbIE MalIMHbI

24. Ataxu Ha TOTOYHBIE MIHPPHI

25. Araku Ha O6510uHBIE MU P

26. CpaBHUTEIIbHBIN aHATN3 OJIOYHBIX U TOTOYHBIX CHMMETPUYHBIX aJITOPUTMOB IIH(PPOBAHMS
27. Kpunrocucrema Elgamal

28.TOCT 34.10-2001

29. DSS

30. ITpoTtokon oOmena kmoyamu uddu - Xennmana
31. Cxema ugenruduxanuu Feige-Fiat-Shamir

32. RSA

33. Triple DES

34. IDEA

35.TOCT 28147-89

36. RC5

37. Blowfish

38. AES (Rijndael)

39. CAST

40. Anroputm Pabuna

41. Kpunrorpacdus B [lepBoii MUpOBOI BoiHE

42. Kpunrrorpadus B Benmukoit OtedectBeHHoM BoitHe 1941-1945
43. Cuctema yJI0CTOBEPSIIONIUX IIEHTPOB B PD

IIpuMepHBbI epeYyeHb BONPOCOB K 3a4eTy MO JUCUHUIIIMHE IS 00y4al0IuXCs

OCHOBHBIE OHATHSI KpUNITOrpapuu

[IpocrTeiimme MeToAb! UGPOBAHUS C 3aKPBITHIM KIIOUOM

[TpuHIUNIBI TOCTPOECHUS OJIOYHBIX MIM(POB € 3aKPBITHIM KITIOUOM

Anropurmsl mugposanus DES u AES

Anroputm kpunrorpaduyeckoro npeodpazoBanus nauubix ['OCT 28147-89
Kpunrorpadgudeckue xenr-pyHkImm

[Torounsie mmMGPHI 1 TEHEPATOPHI IICEBIOCTYIaiHBIX YHCET

Beenenue B kpunrorpaduio ¢ OTKPBITHIM KITIOUOM

OCHOBHBIE TIOJIOKEHUS TEOPUU YHCEII, UCIIOJIb3YEMble B KPUNITOrpaduu ¢ OTKPBITHIM KIIIO-

XN R WD =

YoM
10. Kpunrorpadudeckue anropuTMbl ¢ OTKPBITHIM KITFOUOM U UX UCIIOJIb30BaHHE
11. DnexkTpoHHas MOAMUCH
12. CoBepLIEHHO CEKPETHBIE CUCTEMBI
13. IlIudpoBanue, MOMEX0yCTONIMBOE KOJAUPOBAHUE U CxKATHE MH(POPMAITTH
14. TIpobGrema pacnpesneneHus: CeKPEeTHBIX KITIOUEH.

15. TIpotokon Jubdpu—Xennmana
16. IIpoToKOJBI pacmpeleneHnsl CEKPETHBIX KIII0Ye, OCHOBAHHBIE HA HCIIOJIb30BAHUU CHM-

METPUYHBIX MUPPOB
17. Cxema pa3zzaeneHus cexpera
18. Pacuer npocCThIX MOPOTOBBIX CXEM pa3JIEleHUs CEKpeTa
19. CxeMbl 37IEKTPOHHOM NOANUCH
20. RSA, ECDSA uT'OCT
21. Cepruduxarsl UHOPACTPYKTYPBI OTKPBITHIX KIIIOUYEH U UX CTPYKTYpa
22. OYHKIHMH yAOCTOBEPSIOLIETO IICHTPa
23. TIpOTOKOJIBI «PYKOMOKATHS U UACHTH(PHUKAIINN THITA «3aIIPOC-OTBETY.

24. IIpoTOKOJBI JOKA3aTENbCTBA 3HAHUS C HYJIEBBIM Pa3[IallICHUEM .
25. CxeMbl clenou MoAMrUCH U CKPhITOTO KaHasa

26. I[IpoTOKOJIBI 3JIEKTPOHHOTO TOJIO0COBAHMS

27. Tlpumepsl MPHUKIATHBIX TPOTOKOJIOB.

28. lIudp nepecraHoBKU

29. Kpuntorpadpuueckue cpeicTBa ¢ JPEBHETO BPEMEHH



30. OcHOBHBIEC MOHATHUS KpUNITOrpadhuu

31. ®yHKUMHU, UCTIOIB3yEMbIE B KPUNITOTpapUUECKUX cHCTEMaxX
32. OpHoHampaBieHHBIE QYHKIUU

33. MIMUTOCTOMKOCTH

34. Kpunrorpadudeckas CTOMKOCTh

35. Ilpaktuueckas kpunrtorpaduueckas CTOMKOCThb

36. Knaccuduxarys moTouHbIX mudpoB

37. Peructp cnpura ¢ JTMHEHHOW 0OpaTHOMN CBSI3bIO

38. JIuHeliHas CI0KHOCTD

39. HenuHeitHble PETUCTPHI CIBUTA C OOPATHOMN CBA3BIO
40. HenuueiiHast KOMOMHAINS TEHEPATOPOB

41. JluneliHoe U MpeaBapUTEIbHOE MU(PPOBAHNE

42. I'ammupoBaHue

43. Knaccuduxanus 6109HBIX IH(PPOB

44. PexxuMbl HCTIOJIb30BaHMSI OJIOUHBIX IUPPOB

45. PexuMm npocToi 3aMeHbI

46. Pexxum muQpoBaHus C 3alerIeHIeM

47. PexxuM 0OpaTHOI CBSA3M MO MUPPOTEKCTY

48. Pexum mudpoBaHus ¢ oOpaTHOM CBS3bIO 110 BBIXOIY

TecToBble 3a1aHNs A5l KOHTPOJIA OCTATOYHBIX 3HAHMI MO JUCHUNINHE
< Bompoc Ne 1>
[Tpukazamu Poccrangapra ot 07 aBrycta 2012 r. NeNe 215-cT, 216-CT yTBEpkKAEHBI HOBbIE HAIIUO-
HaJIbHBIC CTAHAAPTHI:

e ['OCT P 34.11-2012 «Mupopmarmonnas texnonorus. Kpunrorpapuueckas 3amura nHpopma-
1y, OyHKIUSA XAIUPOBAHUSDY

e ['OCT P 34.10-2012 «Mupopmarmonnas texnosnorus. Kpunrorpapuueckas 3amura nHpopma-
nuu. [Ipoueccsl popmMupoBaHus U NPOBEPKH IEKTPOHHOM nudposoit noanucu» (B3amen 'OCT P
34.10-2001)

< Bompoc Ne 2 >
He cymectByer Kpunrtocucrem -

e CUMMETpUYHbIE
e AccUMeTpUYHbIE
e [lapamiensHbie

< Bompoc Ne 3 >
HazoBute oqHy 13 npuunH nomyisipHoctd RSA?

e B0o3MOXXHOCTB TrapaHTUPOBAHHO OLICHUTH 3allIUIIICHHOCTDb
e Bricokas 1o CpaBHCHHIO C CUMMCTPUYIHBIMU CUCTECMAaMU IPOU3BOJUTCIIBHOCTD

< Bompoc Ne 4 >
JloBepue K cpeAcTBaM KpHUNTorpaduyeckoi 3aiuThl IpeArnonaraeT KOMIJIEKCHOE pellieHue cielyto-
IMX M0/13a/1a4:

o AHanIN3 KOMIUIEKCAa OPTraHN3alMOHHO-TEXHUYECKAX MEp 3aIlUThI, 00ECTICUNBAIOIINX 3a1aHHBIN
YPOBEHb KpUNTOrpahUuECKON 3aIUThI

¢ Ouenka [1O He B3anMOIEHCTBYIOMIETO C KpUNITOTPAPUISCKUMHU CEPBUCAMU

¢ OneHka KpunTorpapuueckux CEpBUCOB

e lccrenoBanne KpUNTOrpaUuecKux aaropuTMOB U X PeaTH3aluu



< Bompoc Ne 5 >
KBanu¢punmpoBaHHbIii cepTH(UKAT JOIDKEH COAEPKATh CIIEAYIONIYI0 HH(POpMAIHIO:

® HaMMEHOBAHUS CPEJICTB AJICKTPOHHOM IMOAINUCH U CPEICTB aKKPEAUTOBAHHOTO YIOCTOBEPSIONIETO
[IEHTPa, KOTOPBIC UCTIOIB30BAHBI JISI CO3JIaHUS KITFOYA AICKTPOHHON TOJIITUCH, KITF0Ua IPOBEPKU
AJIEKTPOHHOM TOANKCH, KBATU(UIIMPOBAHHOTO CepTU(UKATA, & TAKIKE PEKBU3HUTHI JOKYMEHTA,
MOJITBEPIKIAIOIIETO COOTBETCTBUE YKAa3aHHBIX CPEJICTB TPEOOBAHHSIM, YCTAHOBJICHHBIM B COOTBET-
CTBHUHU C HACTOAILLIUM q)eﬂepaHLHBIM 3aKOHOM

o (hamwHst, UMsI B OTYECTBO (€CITM UMEEeTCsI) BIaeblla KBATU(DUIIMPOBAHHOTO cepTUUKaTa - JIs
(bu3HYeCcKOro IuIa JIM00 HAMMEHOBAHKE, MECTO HAX0XJACHHUS U OCHOBHOM rOCYyJapCTBEHHBIH pe-
THCTPALMOHHBIA HOMEP BiaieNblia KBATH()UIIMPOBAHHOTO cepTH(HKATA - IS FOPHIUIECKOTO JIH-
a

e 00Ut HOMEp KBATH(PHUIIMPOBAHHOTO CcepTH(HKATa, NaThl HaYala 1 OKOHYAHHS €ro JICHCTBHS

® KJIFOY TIPOBEPKH AIICKTPOHHOM MOANUCH

< Bompoc Ne 6 >
HckyctBO cocTaBneHus: mMuGpoB U mMu(pornpoTOKOIOB -

¢ Kpunrorpadus
e Kpunroananus

< Bompoc Ne 7 >
JloBepue K cpeAcTBaM KpUNTOrpaduyecKoi 3alluThl HEe IPEAIOIaracT KOMILUIEKCHOE PELICHUE CIIey-
OIMUX 1moa3aagay.

¢ OreHKa BIAMSHUS IPOTrPaMMHO-aNIapaTHOTO OKPYXKEHUsI Ha KOppeKTHOCTh paboTsl CK3U

e OrneHka peaan3aluy COOTBETCTBYIOLIETO YPOBHs KOHTpoJs npucytcreust H/IB

¢ Jloka3aTenbCTBO KOPPEKTHOCTH U Oe3omacHocTH neneBbix GyHkuiit CK3U (popmupoBanue 3a-
MIMIIAEMBIX 00BbEKTOB, OTCYTCTBHE yTE€UEK KIIIOUeBON MH(DOPMALIUK U T.11.)

e O1eHKa KOPPEKTHOCTH BCTPauBaHMsI KpUNITOTpapruecKux cepBrUcoB B mpukiaanoe [10 Ha ocHOBe
cornacoBaHHbIX ¢ @Ch pekomenganui

< Bompoc Ne 8 >
@DakT TOro, , YTO HAXOXKAECHUE OOJIBIINX MIPOCTHIX YUCET B BHIUUCIUTEIIEHOM OTHOILIEHUH OCYIIECTB-
JIACTCA JICTKO, HO Pa3JIOKCHHUEC HA MHOKHUTCIIA MPOU3BCACHUA ABYX TAKUX YHUCCII MPAKTUYCCKU HCBBI-
MIOJTHUMO, JIS)KUT B OCHOBE:!

e DES
e RSA

< Bompoc Ne 9 >
OpnHa 13 IepBBIX KHUT O MH(POBKE HAITMCAHA -

a66arom Tputennuem (1462-1516) u3 'epmanun
ab6atom Tpuremnmuem (1416-1466) uz Uranuu

< Bomnpoc Ne 10 >
CepTudukaT KIro4da IpOBEPKH JICKTPOHHOM MOIUCH TTPEKPAIaeT CBOE ICHCTBHE:

® B CBSI3U C UCTEUCHHEM YCTaHOBJIEHHOI'O CPOKa €ro JercTBUs

B ClTyyae MpeKpalleHus AeATeIbHOCTH YJOCTOBEPSIOIIETo IIeHTpa 0e3 nepexoaa ero GyHKIun
JIpYTUM JIULaM

® B CBSI3U C BBIXOJIHBIM JIHEM

Ha OCHOBAHUM 3asIBJICHUs BJIa/Iejblla CepTU(PHUKATA KII0YA IPOBEPKH AIEKTPOHHON MOAMUCH, T10-
JaBaeMoro B (popme JToKyMeHTa Ha OyMakHOM HOCHUTEIIE WU B (JOpPME AIIEKTPOHHOTO JIOKYMEHTa



< Bompoc Ne 11 >
AMEpUKaHCKUH CTIeUanuCT 1o Kpunrorpadun, umeet 38anue [Ipodeccopa nmenn DHApIo U DpHEI
Butep6u 1o KOMIbIOTEpHBIM HaykaM Ha DaKyIbTeTe dJEKTPOTEXHUKH U KOMITBIOTEPHBIX HAYK
(EECS) u coctout B mtate kadenpst CSAIL B MaccauyceTCKOM TEXHOJIOTHYECKOM HHCTUTYTE, TAKKE
SIBIISICTCS WICHOM JIabopaTtopuu Teopusi BBIYUCICHUH 1 uaepoM rpynnsl Kpunrorpadus u napopma-
IIUOHHAas 0€30MacCHOCTh?

e Ponansyg JInnn Pusect
e Jleonapn Maxkc Anieman
o Anu [lamup

< Bompoc Ne 12 >
BunamMu 31€KTpOHHBIX MTOANUCEN, , ABJISIOTCS:

® [IpOCTast OJIUCH U yCUICHHAs IIOAIICUb
¢ HEKBIM(UIIMPOBAHHAS 3JICKTPOHHAS MOAIKNCH U KBATU(DUIMPOBAHHAS JIEKTPOHHAS MTOIITUCH
® [IPOCTasl JIEKTPOHHAS NOANKCH U YCUIIEHHAsS MJIEKTPOHHAS OAIUCH

e ycuJieHHas HeKBaTU(PUIIMPOBAaHHAS 3JIEKTPOHHAsS MOJMUCH U YCUIICHHAs KBAIU(UIIMPOBaHHAS
AJIEKTPOHHASI MMOJIUCH

< Bompoc Ne 13 >
Peanuzamus (pacnpoctpanenue) CK3U u (wm) PK]] Ha HUX OCYIIECTBISETCS FOPUIUICCKIM JTUIIOM
WIN MHMBUAYAIBHBIM IPEANPUHUMATENIEM, UMEIOIIMM IIPAaBO HA OCYIIECTBICHHE JAHHOTO BUJA Jes-
TEJIBHOCTH, CBSI3aHHOTO C MIM(PPOBATbHBIMU (KpUNITOTpadUUECKUMH) CPEICTBAMHU, HA OCHOBAHUH:

o nuiten3un OTOK Poccun
e ceujerenscTBa 00 akkpeaurannu MUHKOCBS3b Poccun
e junen3nu PCb Poccun

< Bompoc Ne 14 >
Kak Ha3bIBarOT pe3yabTaThl Xem-(QpyHKIuu?

XEII-KOI0M
XEII-KOJIUPOBKOI
XeleM

CBEPTKOM COOOIICHUS

< Bompoc Ne 15>
[Iudp anauTUBHBIN 3TO

e [1Iudp, B KOTOPOM OTIENbHBIE CHMBOJIBI HCXOAHOTO TEKCTa MM UX IPYIIBI 3aMEHAIOTCS Ha Jpy-
r'Mi€ CHUMBOJIbI WM TPYIIBI CAMBOJIOB, COXPaHss IIPU TOM CBOE IOJI0KEHUE B TEKCTE OTHOCUTEIIb-
HO JPYTUX 3aMEHsEeMbIX TPYIIIL.

e [IIudp raMmupoBaHus, B KOTOPOM I HAJIOKEHHS TaMMbI Ha JaHHBIE UCTIONIb3YyeTCsl OMHAapHAs
onepauus aiJUTUBHOTO TUIIA.

e [IIudp, B KOTOpOM HIporieaypa 3aiiuppoBaHHs 3aKJII0YAETCS B IEPECTAHOBKAX 3JIEMEHTOB OTKPbI-
TOT0 TEKCTA WM UX TPYIII, CAMH 3JIEMEHTBI IPU ITOM OCTAIOTCSI HEU3MEHHBIMHU.

< Bompoc Ne 16 >
B cooTBeTCBHM C KAaKUM 3aKOHOM YTIOJTHOMOYEHHBIM OPTaHOM IO 00ECTIeUeHHIO KpUITOrpaduaecKu-
MU MeTOJIaMH 0€30MacHOCTH UH(OPMAIIMOHHO-TEJIEKOMMYHHUKALIMOHHBIX CUCTEM, CETEeH CBSA3U CHeLH-
QJIBHOTO HA3HAYEHUS U UHBIX CETeH CBsA3M, 00eCIeunBaOIMX Nepeaady mudpoBaHHONH HHPOpMaLUY,
Ha Teppuropuu Poccuiickoit @enepanny U B €€ yUpe:KACHUAX 3a TPAHULICH, sABisieTcss DenepanbHas
ciyx0a 6e3omacnoctu Poccun:



e Oenepanbhbiil 3ak0H Poccuiickoit @enepanuu ot 27.07.06 roma Ne 149 -®d3 «O06 nndopmanuu,
MH(POPMALMOHHBIX TEXHOJIOTUAX U O 3aLIUTE HHPOPMALIUN

o Oenepanbhbiit 3ak0H OT 03.04.1995 Ne 40-D3 «O denepanbHOii cyx0e 6€30MaCHOCTH

< Bompoc Ne 17 >
KpI/IHTOCI/ICTeMBI C OTKPBITHIM KJIFOYOM OIIHMPAIOTCA Ha OAWH U3 CICAYIONIUX TUIIOB H€06paTI/IMBIX
npeoOpa3oBaHui:

¢ BruncneHue jgorapugma B KOHEUHOM I0JIe

¢ Brruncnenue kopHeil anreOpandeckux ypaBHEHUM

e [lepecTaHOBKH TaOIUI] KOJUPOBKHU

e PaznoxeHue OONbIINX YUCEN HA IPOCTbIE MHOXKUTENIN

< Bomnpoc Ne 18 >
Tpe6osanus [Tonoxenwust [IK3-2005 HOCIT peKOMEHATEIBHBIN XapakTep MpH pa3paboTke, IPOU3BO/-
CTBE, pealu3aliy U HKCIUTyaTaluu:

¢ yHGOPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CUCTEM, pean3yomuX GyHKINN KpunTorpaduye-
CKOM 3a1uThl HH(OPMAIMH, OTHOCALICHCS K MHPOPMALUU KOH(UICHIMAIBHOTO XapakTepa

® CpPEJICTB KpUNTOTpahUIECKOM 3aUThl HH)OPMAIIHH, JOCTYII K KOTOPO# OrpaHUYIHBACTCS IO pe-
[ICHUIO 00JIagaTens, oab30BaTeNs (MoTpeduTens) aHHoM nH(popMaluu, COOCTBEHHHKA (BJIa-
JierbIia) HHGOPMAIIMOHHBIX pecypcoB (MH(DOPMAITMOHHBIX CUCTEM) WITH YITOJTHOMOYEHHBIX UMHU
T, SIBIISTFOIIUXCSI TOCYJAPCTBEHHBIMH OpTraHaAMU WM OPTaHU3AIMSIME, BEITIOTHSIONUME TOCY-
JAPCTBEHHBIE 3aKa3bl

® CPEJICTB AJIEKTPOHHOU MU(PPOBON MOAMKMCH, IPETHAZHAYACMBIX VISl HCTIOH30BAHMSI B SJICKTPOH-
HOM JIOKYMEHTO000poTe, HH(pOpMaIus KOTOPOTO HE OTHOCUTCS K MH(popMaIuu KOH(PUICHITNATb-
HOTO XapakTepa

® CPeJCTB KpUNTOrpadUyecKoi 3auThl HHOOPMALIMKA OTKPBITHIX M OOIIEIOCTYIHBIX OCY1apCTBEH-
HBIX HH(OPMAIMOHHBIX pecypcoB Poccuiickoit @enepannu

< Bompoc Ne 19 >
Nudopmanus B anekTpoHHON (hopMe, TOAMUCAHHAS IPOCTOM SJEKTPOHHOM MOAMUCHIO T HEKBAJIH-
(bUIMPOBAHHOM JIEKTPOHHOMN MOMUCHIO, IPU3HAETCS

® PaBHO3HAYHBIM JOKYMEHTY Ha OyMa)KHOM HOCHTEJE, MOAMMUCAHHOMY COOCTBEHHOPYYHOM MOITH-
ChI0, IPU3HAETCS PaBHO3HAYHBIM JIOKYyMEHTY Ha OyMa)KHOM HOCHUTEJIE, MOJIMHCAaHHOMY COOCTBEH-
HOPYYHOM MOJNUCHIO U 3aBEPEHHOMY I1€YaThIO

® DJIEKTPOHHBIM JIOKYMEHTOM, PABHO3HAYHBIM JOKYMEHTY Ha OYMa)KHOM HOCHTEJIE, TOAMMMCAHHOMY
cOoOCTBEHHOPYYHOH MOAMNKCHIO, B CIy4asiX, yCTAHOBJICHHBIX (pe/lepaibHBIMH 3aKOHAMM, TPUHUMA-
€MBIMHU B COOTBETCTBUU C HUMU HOPMATUBHBIMH MPABOBBIMU aKTAMH WJIM COTJIAIIEHUEM MEXKIY
YYaCTHUKAMH 3JIEKTPOHHOTO B3aUMOJICHCTBHS

< Bomnpoc Ne 20 >
OnMH U3 caMbIX U3BECTHBIX aMEPUKAHCKUX KPUNTOrpadoB, 3acCIyKUBIINNA MUPOBYIO U3BECTHOCTD 32
KOHIICTIIIUIO KPUNITOTPa(UH C OTKPBITHIM KITIOUOM:

e Jleonapn Maxkc Anieman
e Koy Illeanon
o A Konan [loin

e Yurpunn Judpou

< Bompoc Ne 21 >
Kak HazaBaroTcs crienualibHble METO/IbI IIM(PPOBAHUSA, KOJUPOBAHUS WX UHOTO IpeoOpa30BaHMsl UH-
dbopMmaiuu, B pe3yibTaTe KOTOPOTO €€ COJIep:KaHne CTAHOBUTCS HEJIOCTYITHBIM 03 MpeabsBICHUS



KJIF04a KPUIITOTPaMMBbI X 00paTHOTO IpeoOpa3oBaHus?

e [IIndpoBanpHble METOABI 3AIUTH HH()OPMAITUH
e Kpunrorpaduueckre MeTo Il 3alIUThl HH(OPMALIUN
e KoIupoBOUYHBIE METO/IbI 3aLIUTHI HH(OPMALUU

< Bompoc Ne 22 >
[Tpu oOpamieHny B aKKpeIUTOBAHHBIN YAOCTOBEPSIIOIINI LIEHTP 3asBUTEINb YKa3bIBaET HAa OTpaHUYe-
HUS UCTIOJIh30BaHUS KBATU(PUIIUPOBAHHOTO cepTU(HUKaTa (€CIU TaKhe OTPaHUYCHUS YCTaHABINBAIOT-
Cs) ¥ MIPE/ICTaBISET CAEAYIONNE JOKYMEHTBI, TOATBEPKIAIOIINE JOCTOBEPHOCTh HHPOPMAIIHH,
NPEOCTaBICHHON 3asBUTENIEM JUISI BKIIIOYCHHUS B KBaTM(PULIMPOBAaHHBIN cepTuduKar, 1ubo ux Hajyie-
KaluM 00pa3oM 3aBEPEHHBIE KOTTHH:

® BOJIUTEIIBCKOE YIOCTOBEPEHHE

® JIOBEPEHHOCTh MJIM MHOW JOKYMEHT, IIOATBEPKIAIOIINI MPaBO 3assBUTEIIS JCHCTBOBATh OT UMCHU
JIPYTHUX JIUIL

® OCHOBHOI JOKYMEHT, yJIOCTOBEPSIOIIHIA JIMYHOCTh, CTPAXOBOE CBUJICTEIILCTBO FOCYIAPCTBEHHOTO
MNEHCHUOHHOT'O CTpaxXOBaHUs 3adBUTCIIA - (1)I/I3I/I‘~ICCKOFO JiMna Wik y4ypCeauTCIIbHBIC JOKYMCHTBI, 10-
KyMEHT, TIOATBEPXKIAIOIINH (aKT BHECCHHS 3aIMCH O FOPUIAMYECKOM Jinlle B EquHbIi rocynap-
CTBEHHBIN peecTp IOPUINICCKHX JIUII, U CBHIETEILCTBO O MTOCTAHOBKE HAa YYET B HAJIOTOBOM Op-
raHe 3ad4BUTCIIA - OPUIUYICCKOTO JIMIA

® HaJUIeKAIIUM 00pa30M 3aBEPEHHBIN MEPEBOJI HA PYCCKHIA S3bIK IOKYMEHTOB O TOCYIapCTBEHHON
perucTpanmu IOPUANYCCKOTO JiMla B COOTBECTCTBUU C 3aKOHOAATCIILCTBOM MHOCTPAHHOTO T'OCYy-
JIapcTBa (11 MHOCTPAHHBIX IOPUINICCKUX JIUIT)

< Bomnpoc Ne 23 >
[TK3-2005 HEOOX0AMMO PYKOBOICTBOBATHCS MIPH pa3paboTKe, MPOU3BOICTBE, PeaTU3allii U SKCILTya-
TaIMM CPEJCTB KpUNTOrpaduuecKoi 3auuThl HHHOPMAIIMH KOHPHUICHIIMATHLHOTO XapaKTepa B CIeIy-
IOIIHX CITyYasx:

e 11pu oOpabaThIBaHNM HHGOPMAIK KOHPUIEHIINATBFHOTO XapaKkTepa, o0agaTeieM KOTOPOH sIB-
JAOTCA TOCY JaPCTBCHHBIC OpTraHbl WJIW OPraHU3alud, BBIIIOJHAOIINC I'OCY JapCTBCHHBIC 3aKa3bl, B
cilydae TIPUHITHS UMH MEp 0 OXpaHe e¢ KOH(PUICHIIMATLHOCTH ITyTeM UCIIOJIb30BaHUS CPEIICTB
KPUITOTpapHUECKON 3alIUTHI

e 11pu 00pabaTeiBaHUK HH(POPMAITUK KOH(PUACHIIUAILHOTO XapaKTepa B TOCY1apCTBEHHBIX OpraHax
H B OpraHuv3aluiax, BBIMOJIHAIOMIUX I'OCYJapCTBCHHBIC 3aKa3hbl, O6J'IaIlaTCJ'IB KOTOpOﬁ IMpUuHUMACT
MEpBI K OXpaHe €€ KOH(PHUICHIIUATLHOCTH IyTeM OTMEHBI HEOOXOIMMOCTH KPUNITOrpadUIeCKOM
3alUTHl JaHHON MH(pOpMaLuu

< Bompoc Ne 24 >
OnvH U3 caMbIX U3BECTHBIX aMEPUKAHCKUX KPUNTOrpadoB, KOTOPBIN MOIYYHII H3BECTHOCTh OJaroia-

ps pa3paboTKe MepBOil ACHMMETPUYHOM KPUIITOCHUCTEMBI B coaBTOpcTBe ¢ Yurdunaom duddu u
Pansdhom Mepkiem (1952r)?

e Ponanpyg JIuagn Pusect

e Jleonapn Maxkc Anneman
e Yurpunn dudpou

e Anu [lamup

< Bompoc Ne 25 >
Y aocToBepsAOIINi IIEHTP BIIPaBe BbIAABATh CEPTU(DUKATHI KITFOUEH MPOBEPKHU AIIEKTPOHHBIX MOANHCEH

¢ B (hopMe JOKyMEHTOB rajiorpamm
¢ B JopMe JOKYMEHTOB Ha OyMa>kHOM HOCHUTEIIe
¢ B )OpMeE AIIEKTPOHHBIX JJOKYMEHTOB



< Bomnpoc Ne 26 >
Kak Ha3piBaeTcst cucTeMa BKIIIOYAOIIAs 1Ba TPpeoOpa30BaHuUs — OJHO JJIsl OTIIPABUTEIS H OJTHO IS
noJjrydareis, — 00a u3 KOTOPBIX BBITOJHAIOTCA ITPU UCIIOJIB30BAHUHN TOI'O KE CaMOT'0 CCKPETHOI'O KJIHO-
qa?

e AcuMMeTpu4Has Kpunrorpaduyeckas cuctema
e CummeTpHuuHas KpunTorpapuueckas cucrema

< Bompoc Ne 27 >
[Ipu ucnonb30BaHUYU KaKUX aJlTOPUTMOB TPeOyIoTCs Oosiee Haie)KHbIE (BBICOKOHAIEKHBIC) MEXaHU3-
MBI JUISl pacIIpeIeeHUs] KIItouei?

e AJTOPUTMBI C CHMMETPUYHBIMH KIIIOYaMH, TaK KaK Ui MHU(POBaHUS U paclInppOBaHUS UCTIONb-
3yeTcs OAUH U TOT K€ KITH0Y
e AJNropuUTMBI ¢ ACUMMETPUYHBIMU KIIIOYaMHU

< Bompoc Ne 28 >
ITK3-2005 Heo6x0auMO pyKOBOJCTBOBATHCS MPH pa3pabOTKe, MPOU3BOACTBE, pealln3allui U HKCILTya-
TaIH CPEJCTB KPUNTOTpapUIECKOM 3auiThl HHYOPMAIH KOHPHUISHIIMATHLHOTO XapaKTepa B CIIeIy-
IOLINX CITy4asx:

® IIpU OpraHU3alUU KpUNTOTpadudecKoil 3auThl HH(OpMaLUK KOHPUACHIINATHLHOTO XapaKTepa B
(dbenepaibHBIX OpraHax UCIIOTHUTEIBHON BJIACTH, OpraHaX UCIIOJHUTEIHLHOM BIIACTH CYOBEKTOB
Poccuiickoi denepanuun

® TIpH OpraHU3aIUU KPUITOTPadhUISCKOM 3amUThl HHHOpMANY KOHPUACHIIMATHLHOTO XapaKTepa B
OpraHu3aIUsIX HE3aBUCUMO OT UX OpraHU3alMOHHO-TIPAaBOBOM PopMBbI U HOPMBI COOCTBEHHOCTH
MIPH BBITIOJTHEHWH UMH 3aKa30B Ha MOCTABKY TOBAPOB, BHITIOJHEHUE PA0OT MJIM OKa3aHUE YCIYT
JUISL TOCYTAPCTBEHHBIX HYXK]

e cci 0053aTeNTLHOCTD 3aIUThHI HH(OPMAUK KOHPHUACHIIMATHLHOTO XapaKTepa BO3JIaracTcs 3aKo-
HozaTenbcTBOM Poccuiickoii @enepaiuyl Ha JHI, UMEIOIIUX JOCTYH K 3TOM HHPOpMAIIH WU
HAJICJICHHBIX MTOJTHOMOYMSAMH 10 PACTIOPSIKEHHUIO CBEACHUSIMU, COACP/KAIMMUCS B TaHHOW UH-
dbopmanuu

e eciu nHGoOpMaIKsa KOH(OUICHIIMATEHOTO XapaKTepa He MOJIC)KUT 3alIUTE B COOTBETCTBUHU C 3aKO-
HojaTenbCcTBOM Poccuiickoit denepaunu

< Bompoc Ne 29 >
AKKpeIUTOBaHHBIN YIOCTOBEPSIONINI LIEHTP 00s13aH XPaHUTh B TEYCHHE CPOKA €ro JeSTEIbHOCTH,
ecu 0osiee KOPOTKUM CPOK HE TTPETYCMOTPEH HOPMATUBHBIMU MTPaBOBBIMU akTamu Poccuiickoit de-
Jiepaly, CIeAYIONTy0 HHPOPMAIIHIO:

® PEKBHM3HTHI BCEX JOKYMEHTOB, YAOCTOBEPSIONIETO IMYHOCTD BIa €/l KBATU(DUITUPOBAHHOTO
ceptudukara - GU3NIECKOro JUIa

® PEKBU3UTHI OCHOBHOT'O JOKYMEHTA, YI0CTOBEPSIOLIETO JINYHOCTH BIa/IeNIbIa KBATH()UIIMPOBAHHO-
ro ceprudukara - GU3NIECKOro JINIa

® CBEJICHUS O HAMMEHOBAaHUH, HOMEPE U JIaTe BBIAAYH JOKYMEHTA, ITOITBEP K JAIOIIETO PABO JINIIA,
BBICTYTIAIOMIETO OT UMEHH 3asiBUTEIS - FOPUIMYECKOTO JIMIA, 00pAIIaThCs 3a MOTydYeHHEM KBaJIH-
bunupoBaHHOrO cepTuduKara

® CBeJICHUS O HAMMEHOBAHUIX, HOMEpAaX U JaTax BbIIa4M JOKYMEHTOB, TOJTBEPKIAIOLINX TOTHO-
MOYHS BIaJebla KBATU(PHUINPOBAHHOTO cepTU(HKATa IeHCTBOBATH 110 MOPYYECHUIO TPETHHX JIHII,
ecii HH(QOPMAIIHSI O TAKUX ITOJIHOMOYHMSX BIIa/ICJbIIa KBATU(HUIIMPOBAHHOTO CEPTH(HKATA BKITIO-
YyeHa B KBTM(UIIMPOBAHHBIN CepTU(UKAT

< Bompoc Ne 30 >
KBanmuduimpoBaHHON 3JIEKTPOHHOH MOAMUCHIO SIBJISETCS 3JICKTPOHHAS MOAMKCH, KOTOPask COOTBET-



CTBYET BCEM IPU3HAKaM HEKBAIU(UIIUPOBAHHOM IEKTPOHHON MOMMCH H CIIeTyIOIIUM JTOTIOIHHU-
TEJIbHBIM IPU3HAKAM:

® JUIs CO3AAHMS U IPOBEPKHU AIEKTPOHHOM MOJIUCH UCIIONIB3YIOTCS CPEACTBA ANEKTPOHHON MOIIHU-
CH, MOJIYYHBIINE MOATBEPKIEHUE COOTBETCTBHSI TPEOOBAHUSAM, YCTAHOBJIEHHBIM B COOTBETCTBUH C
HacToAmuM DenepanbHbIM 3aKOHOM

® KJIIOY MPOBEPKH JIEKTPOHHOM MOANNCH YKa3aH B KBAIM(ULIMPOBAHHOM cepTU(UKATE

® KJIFOYa NMPOBEPKHU AIEKTPOHHOMU MOANMCHU MOXKET HE CO3aBaThCs

< Bompoc Ne 31 >
Kak nHa3piBaercst Kpunrorpaduyeckuii METo1 3aKITI0YAIONIUIICS B TOM, YTO CUMBOJIBI IIH(PYEMOTO
TEKCTa MEePeCcTaBISAIOTCS IO HEKOTOPOMY IPaBUITY B Mpejenax 3aJaHHOro OJI0Ka Mepe1aBaeMoro TeK-
cra?

® TIEpECTaHOBKA
® IOJCTAHOBKA

< Bompoc Ne 32 >
B CJIy4dac MpuHATHA PCIICHUA O IIPCKPAIICHUN cBOEeH ACATCIIbHOCTH aKKpCI[I/ITOBaHHBIﬁ YAOCTOBCPSI-
IO LIEHTp 00s13aH:

® coOOMUTH 00 3TOM B YIIOJTHOMOUYEHHBIN (heJiepaabHblil OpraH He MO3HEE YeM 3a TPU MecsIa J10
JIaThl IPEKPAIEHUs CBOCH NeATEILHOCTH

e TiepeqaTh Ha XpaHEHHUE B YIIOJHOMOUYEHHBIN (hefiepaabHblii OpraH B yCTAHOBICHHOM MOPSIKE WH-
(dopMaruio, IOIEKAITYI0 XPAaHEHUIO B aKKPEIUTOBAHHOM YJIOCTOBEPSIIOIIEM LIEHTPE

e 1iepeaTh B YIIOJIHOMOYEHHBIN (efiepaibHbIii OpraH B yCTAaHOBJICHHOM MOPSIKE peecTp KBaTu(u-
[IUPOBAHHBIX CEPTU(DUKATOB

® COOOMIUTH 00 3TOM B YIIOJIHOMOYEHHBIN (e/iepaTbHbIi OpraH He MO3HEe YeM 3a OJIH MECSII 10
JaThl IPEKpAIECHHS CBOEH AESITENFHOCTU

< Bompoc Ne 33 >
[TonoxxeHue o pa3paboTKe, MPOU3BOACTBE, PEANTN3AIMH M SKCIUTyaTaluy Mu(pOBaNbHBIX (KPUITO-
rpadudecknx) cpeacts 3ammthl nHpopmarnmu ([Tonoxenue [1K3-2005)

® peryJimpyeT OTHOIICHHS, BOSHUKAIOUIHNE MPH Pa3pabOTKe, MPOU3BOICTBE, PeaTU3aliH U SKCILTya-
Taluu Mu(POBANBHBIX (KPUATOrpaGUUECKUX) CPENICTB 3aUTHI HHPOPMAIIUU C OTPAHUYCHHBIM
JOCTYTIOM, COZAEPKAIINX CBEIICHHsI, COCTABIIAIONINE TOCYIaPCTBEHHYIO TalHy

® pEryIupyeT OTHOIICHUS, BO3HUKAIOIIUE TIPU pa3paboTKe, MPOU3BOJICTBE, pealn3allii U IKCILTya-
Tallu TCXHUYCCKUX CPCACTB 3alllUThI I/IH(l)OpMaIII/II/I C OIrpaHU4YCHHBIM JOCTYIIOM, HEC coz[epn(ameﬁ
CBEJICHH, COCTABISIONIUX FOCYAAPCTBEHHYIO TallHy

® peryJMpyeT OTHOIICHHS, BOSHUKAIOLINE MIPU pa3paboTKe, MPOU3BOICTBE, peaiu3allii U SKCILTya-
Tanuu MudPOBaTBHBIX (KpUNITOTpadUUECKUX) CPEACTB 3aUTUTHI HHPOPMAIIUH ¢ OTPAHUYEHHBIM
JIOCTYTIOM, HE COZIepKallel CBEACHUM, COCTABIIIOIIMNX FOCYJaPCTBEHHYIO TallHy

< Bompoc Ne 34 >
K unciry oCHOBHBIX HEJIOCTATKOB KPUNITOTPAPHUECKUX METOJOB MOKHO OTHECTH CIIEAYIOIIHNE:

® BHICOKHE TPeOOBAHUS K COXPAHHOCTH CEKPETHBIX KITFOYEH U 3alIUThl OTKPHITHIX KIIFOUEH OT MOJI-
MECHBI

e OOJIBINIKE 3aTPATHl PECypCOB (BpEMEHH, MPOU3BOAUTEIHLHOCTH MPOIIECCOPOB) HA BBHIOJIHEHUE
Kpunrorpaduaeckux nmpeodpazoBaHuii HHGOPMAITIH

® HEOOXOIMMOCTD 3alTUTHl OTKPHITON HHpopMaruu u kioueit ot HCJJ

® BHICOKAas rapaHTUPOBAHHASI CTOMKOCTD 3aIUThI

< Bomnpoc Ne 35>



N3BecTHBIN cioco6 mudpoBaHus, 00Ia a0 CMEHHBIMH SJIEMEHTAMH - KITFOYaMH, Ha3bIBATCH -

e KpunrorpamMmmoin
e Kpunrocucremon

< Bompoc Ne 36 >
Y 1ocToBepsrOIniA LIEHTD:

® IIPOBEPSIET YHUKATHHOCTh KITIOYEH MPOBEPKH IEKTPOHHBIX MOMKUCEH B PETUCTPE CEPTHPHUKATOB

® YCTaHABIIMBACT MOPSIOK BEACHUS peecTpa cepTU(UKATOB, HE SBIISIOUINXCS KBATA(DUITUPOBAHHBI-
MU, U TIOPSJIOK AOCTYTAa K HEMY, a TaKKe o0ecrieunBaeT JOCTYII JIHIl K MH(pOpMaIiu, coiepka-
HIelicst B peecTpe cepTu(UKaToB, B TOM YHCIIE C UCIIOIB30BaHUEM HH(DOPMAITHOHHO-
TEJIEKOMMYHUKalMOHHOH ceTH "HTepHeT"

® Cco3JaeT Mo OOpaIICHUSAM 3asBUTEIICH KITFOUM IEKTPOHHBIX TOANUCEH U KIFOUX TPOBEPKHU IIEK-
TPOHHBIX MOJMUCEHN

® BEJICT PEECTP BHIIAHHBIX U AaHHYJIHMPOBAHHBIX 3TUM YIOCTOBEPSIOIINM IIEHTPOM CepTU(HUKATOB
KIJIFOUEH MPOBEPKHU AJICKTPOHHBIX MOJIKCEH (Hayee - peecTp cepTU(UKATOB), B TOM YHCIIE BKITIO-
yaromui B ce0s nH(POpMaIIKIO, COAEPKAIYIOCS B BBIIAHHBIX 3TUM YI0CTOBEPSIOIINM IICHTPOM
ceprudukaTax KIro4Ye NpoBepKH FIEKTPOHHBIX MOAMUCEH, 1 HHPOPMAIUIO O JaTaxX MpeKpale-
HUS ICUCTBUS WM aHHYJIUPOBAHUS CEPTU(PHUKATOB KITIOUEl MPOBEPKHU AJIEKTPOHHBIX IT

< Bomnpoc Ne 37 >
Kon oObHapyxeHuUsT MaHUTTY JISITIHI

e Ko pUKCHpOBaHHOM JUTMHBI, BBIPAOATHIBAEMBIN M3 TaHHBIX C UCIIOJIb30BAHHEM BBIUYUCIUTEIEHO
HeoOpaTUMOH (PyHKLUH ¢ 1eNbI0 O0HApyKeHUs (paKTa N3MEHEHUH XPaHUMBIX WJIU Mepe/laBacMbIX
10 KaHaJly CBSI3U JIAHHBIX.

e lIMuTOBCTaBKA, KO/ (PMKCUPOBAHHOM JUIMHBI, BEIpaOaThIBAEMBbIN U3 TaHHBIX C UCIIOJIb30BAaHUEM
CEKPETHOTO KJIF04a U T00ABISIEMbIN K JAHHBIM C IIeTbI0 O0OHApYKeHHS (hakTa M3MEHEHUH XpaHu-
MBIX WIH NIEPEIaBAEMBbIX 110 KAHAIY CBSI3U IaHHBIX.

< Bomnpoc Ne 38 >
Kon ayrentudukarmm 31o:

e lIMuTOBCTaBKA, KO/ (PMKCUPOBAHHOH JUTHHBI, BEIPA0ATHIBAEMBIN U3 TaHHBIX C UCIIOJIb30BAHUEM
CEKPETHOTO KJF04a U T00ABISIEMbIN K JAHHBIM C IIeTbI0 O0HApYKeHHS (hakTa H3MEHEHUH XpaHu-
MBIX MJIH TIEpPeaBacMbIX 10 KaHATy CBSI3M JTaHHBIX.

o KO[[ (bHKCHpOBaHHOﬁ JJIUNHDBI, BBIpa6aTI>IBaCMBII>'I U3 JaHHBIX C UCITOJIB30BaHUEM BBIYUCINTCIBHO
HeoOpaTUMoOH (HYYHKIIMH C IEJbI0 OOHApYKEeHHsI (paKkTa N3MEHEHUH XPaHUMBIX HIIH TepeaBaeMbIX
10 KaHally CBA3U JAaHHBIX.

< Bompoc Ne 39 >
Ecnu B ucnonszoBannu CK3U BhISBICHBI Cepbe3HBIC HAPYIIICHUS, H3-32 YeTO CTAHOBHUTCS PEAIbHOM
yTeuKka KOH(QUACHIIMAIBHOW HHpOpMaIINU, 0€30ITaCHOCTh KOTOPOi 00eCIIeUnBaeTCsl ¢ UCIIOJIb30BaHU-
em CK3MU, to nunensuatsl ®Ch Poccun

e BIIpaBe JaTh yKa3zaHue o npekpaieHnu ucnonb3oBanust CK3U nascerna
® BIIpaBe JIaTh YKa3aHUE O HEMEIJICHHOM MpeKpaiieHun ucnosb3oBanusi CK3U no ycrpanenus
MIPUYHH BBISIBJICHHBIX HAPYLICHUHN

< Bompoc Ne 40 >
B cocraB Hayku Kpunronoruu He BXOIUT-

e Kpunroananus
e Creranorpagus



e Kpunrorpadus

< Bomnpoc Ne 41 >
[lepenaya Mo TEXHUYECKUM CPEJICTBAM CBSI3M KPUIITOKITIOUYEH -

® HE JIOIYCKAeTCsl, 32 HCKIIOUCHUEM CIICIIMAIBHO OPTaHU30BaHHBIX CUCTEM C JACLEHTPATH30BaHHBIM
CHa0XEHHUEM KPUIITOKIIOYaMU

® JIOMYCKaeTCsI, 32 UCKIIOUEHHEM CTIEIMAIBHO OPTraHU30BaHHBIX CUCTEM C JICHICHTPATN30BAHHBIM
CHa0>KEHHEM KPUNTOKIIOYaMHU

< Bomnpoc Ne 42 >
W3BecTHBIN U3paniIbCKUN KPUIITOAHAIUTHUK, YUEHBIM B 001aCTH TEOPUH BHIYUCIUTEIBHBIX CUCTEM,
npodeccop nHPOPMATHKH U TIPUKITATHONW MaTeMaTHKH B MHCTUTYTe Beliiimana, naypeat npeMuu
TrropuHra:

e Anu [lamup
e Jleonapn Makc Annema
e Ponannsj JIuau Pusect

< Bompoc Ne 43 >
Pasmemenue, ciennaabHOE 000pYAOBaHUE, OXpaHa U OPTaHU3alNs PEKUMA B CIICIITIOMEIICHHSIX Op-
TaHOB KPUMNITOTPAPUUECKOH 3aIUTHI TOJKHBI UCKITIOUUTH:

® BO3MOXHOCTb ITpeObIBaHUS B HUX nosib3oBaTeneit CK3U
® BO3MOXXHOCTb IPOCMOTPA NOCTOPOHHUMH JIMLIAMU BEYIUXCS TaM paboT
® BO3MOXXHOCTb HEKOHTPOJIMPYEMOTO MPOHUKHOBEHUS WU NMPEObIBAHNS B HUX IIOCTOPOHHUX JIUI]

< Bompoc Ne 44 >
Ecnun annapartssle nnm annapatHo - nporpamMMmuble CK3U noakio4aroTess K CHCTEMHOW LIMHE WIIH K
OJIHOMY M3 BHYTPEHHUX HHTEep(]EicoB ammapaTHbiX cpeacTB, To Takue CK3W yuuTeiBaroTCs Takxke
COBMECTHO

e noixp3oBareaasmu CK3U
® C COOTBETCTBYIOIIMMHU alllapaTHBIMU CPEICTBAMU

< Bompoc Ne 45 >
Kak HazpIBaeTcs raMMa 110 U3BECTHOMY (parMeHTy KOTOPOH HeJb3s1 ONpPEeNuTh IpyTrue ee (hparmeH-
TBHI 1 BOCCTAHOBHUTH CO BCEMH JICTAISIMH aJITOPUTM, UCTIOJIb30BAHHBIN IS €€ BRIPaOOTKHU?

e Kpunrocroiikas ramma
e OObIyHast raMMa
e OparMeHTapHas raMmma

< Bomnpoc Ne 46 >
Hayxka (v mpakTrka ee IpUMEHEHHs) O METOAaX U crioco0ax BCKPHITUS MIH(POB -

e Kpunrorpadus
e Kpunroananus

< Bomnpoc Ne 47 >
YHUUYTOXKEHHE KPUNTOKITIOYEH (MCXOMHON KITFOUEBOM MH(POPMAIIMH ) MOKET MPOU3BOIUTHCS

® TyTEM CTUPAHUS (pa3pyIIeHUs) KPUNTOKIIOUEH (MCXOAHOU KITFOUeBOW HH(pOpMaIHK) 6e3 moBpe-
KIOCHUSA KIIFOUYEBOT'O HOCUTCIIA (I[J'DI O6CCHC‘-ICHI/I$I BO3MOKHOCTH €TI0 MHOTOKPATHOI'O UCIIOJIb30Ba-
HUSA)



® [IyTEM (I)I/ISI/I‘IGCKOFO YHUYTOKCHHUA KIIFOUEBOI'O HOCUTECIISL, HA KOTOPOM OHHU PACIIOJIOKCHBI

< Bompoc Ne 48 >
Kak Ha3bpIBaeTCsl apXUTEKTypa MOCTPOCHUS OJIOYHBIX MH(POB, JOMHUHHUPYIOIIAs B HACTOSIIIEE BpEeMs B
TPAIUIIMOHHON KpUnTorpaduu, B KOTOPOH BECh MpoIiecc mudpoBaHUs 0JIOKA BEITIOIHISTCS 32 CEPHUI0
1r1aroB (payH/I0B), Ha KaXJIOM U3 KOTOPBIX OJIOK JICIUTCS HA U3MEHSIEMYIO U MIOCTOSTHHYIO YaCTH, C T10-
MOIIBI0 QYHKINHU MUPPOBAHHS U3 TTOCTOSTHHOW YaCTH M PAYHIOBOTO KJIFOYa BHIPAOaTHIBACTCS] MO/IU-
buIUpyoIUi KoM, KOTOPBIA UCTIONB3YETCS ISl MOAUpUKAIIIN?

e TpaauLIMOHHAS APXUTEKTypa
e Cetp Qaiictens

< Bomnpoc Ne 49 >
OtxkpsiThiil Kittou 310

e HecekpeTHblil HAOOP MapaMeTpOB ACUMMETPUYHOM KPUNTOTpaPHIECKON CHCTEMBI, HEOOXOIUMBII
U TOCTaTOYHBIH ISl BHITIOJIHEHHS OT/ACIBHBIX KPUNTOrpadHIecKuxX mpeoOpa3oBaHuil.
e MaccuB He3amHM(pPOBaHHBIX TaHHBIX.

< Bomnpoc Ne 50 >
Ecnu xpunToKIr0uM BBOAAT M XpaHSAT (Ha BECh CPOK MX neicTBus) HenocpeacTBeHHo B CK3MU, To Ta-
KO pa30BbIi KIIIOUEBOM HOCUTEIb UIU AJIEKTPOHHAS 3aIIUCh COOTBETCTBYIOIIETO KPUIITOKITIOUA JOJIK-
HBI PETUCTPUPOBATHCS B

® TEXHHUYECKOM (ammnapaTHoM) KypHaJle, BeyleMcsl HeocpeICTBeHHO nosib3oBaTeneM CK3U
e xypHase noskzeMiuisipHoro yueta CK3MU, skcrutyaTallnoOHHOM U TEXHUUYECKOW JOKYMEHTAIMH K
HUM

7.1. Metonuyeckue MaTepuaJibl, ONpeaesilomide MPoueaypbl OLEHUBAHWS 3HAHMH,
YMEeHHIi M HABBIKOB, M ONbITA [AeATEJbHOCTH, XapPaAKTePU3YIOIIUX 3Tanbl (OPMUPOBAHUS
KOMIIeTeHIN

TpeOoBanus k Hanucanuio pedepara

[IpoxykT camMoCTOATENBbHOM pabOThl 00yYaromerocs, MpeaCcTaBIsIoONIMi co00i KpaTKoe H3JI0-
JKEHHE B MUCHbMEHHOM BH/IE TTONyUYEHHBIX PEe3yJIbTaTOB (Y4eOHO-UCCIEI0BATENbCKOM) TEMBI, T/I€ aBTOP
PacKpbIBaeT CyTh MCCIEIyeMOl MPOOIIEMBI, IPUBOIUT PA3IMYHBIE TOUYKH 3PEHHS, a TaKKe COOCTBEH-
HBIC B3TJISIBI HA HEE.

Pedepar nomxen ObITH CTPYKTYpUpOBaH (10 TiaBaM, paszenam, rmaparpadam) u BKIHOYATh pas-
JIeITbl: BBEJICHWE, OCHOBHAS YacTh, 3aKJIIOUYEHUE, CIICOK MCIIOJIb30BAaHHBIX MCTOYHUKOB. B 3aBHCcHMO-
CTH OT TeMaTHKH pedepara K HeMy MOTYT ObITh O(hOpMIIEHBI TPUTIOKEHUS, COEPIKAIIUE TOKYMEHTHI,
WJUTFOCTPAIINH, TaOIUIBI, cXeMbl 1 T.71. O0beM pedeparta — 15-20 cTpaHuIl Me4aTHOTO TEKCTA, BKIIFOYAs
TUTYJILHBIA JTUCT, BBEICHUE, 3aKITIOYCHHIE U CITUCOK JTUTEPATYPHI.

Ero 3agavyamu siBnsitoTCS:

1. ®opMupoBaHHE YMEHUI CAaMOCTOSATENILHOW pabOTHl ¢ UICTOUHUKAMH JIUTEPATYPBI, UX CUCTE-
MaTHU3allUs;

2. Pa3zBuTHE HABBIKOB JIOTUYECKOTO MBIIIJICHNUS;

3. YriyOGieHue TeopeTHYeCKUX 3HaHUM 10 TTPOoOIeMe UCCIIeIOBAHMUS.

[Ipu onenke pedeparta UCTIONB3YIOTCS CIEAYIONUE KPUTEPUH:

- HOBH3HA TEKCTa;

- 000CHOBAaHHOCTbH BBIOOpA MCTOUHUKA,;

- CTeMEeHb PACKPBITHSI CYIIIHOCTH BOIIPOCA;

- cobOroreHus TpeboBaHUi K 0(hOPMIICHHIO.



Kpurtepuu onennBanus pedepara:
«OTIMYHO» | BeImonHeHb! Bce TpeOOBaHMS K HANMCAHUIO M 3amuTe pedepara: 0003HaYeHA
npobsieMa 1 000CHOBaHA €€ aKTyaJIbHOCTb, CAENaH KPaTKUM aHaIu3 pa3InyHbIX
TOYEK 3PEHUS HA PacCMaTpPUBAEMYIO MPOOJIEMy U JIOTUYHO M3JI0KEHa COOCTBEH-
Hasl TMO3UIHSL, C(OPMYITHPOBAHBI BBIBOJBI, TEMA PACKPHITa MOJIHOCTHIO, BBIAEP-
*KaH 00bEM, coONOeHBl TPEeOOBaHMS K BHEIIHEMY O(GOPMIICHHUIO, NaHBI Mpa-
BWJIbHBIC OTBETHI HA JIOTIOJTHUTEIILHBIE BOIIPOCHI.
«XOpOLIO» OcHoBHbIE TpeOOBaHUs K pedepaTy U ero 3aliuTe BINOJIHEHBI, HO IIPU 3TOM JI0-
MYIICHBI HEMOYETHI. B 4acTHOCTH, UMEIOTCS HETOYHOCTH B M3JIOKEHUH MaTepha-
Ja; OTCYTCTBYET JIOTHUECKAasl MOCIIEAOBATEILHOCTh B CYXKICHHSX; HEBBLACPIKaH
00BEM pedepara; UMEIOTCS yIyIIeHUsT B 0POPMIICHUH; HA JTOTIOJTHUTEIBHBIC BO-
IPOCHI TIPH 3aIIUTE JaHbI HEMOIHBIE OTBETHI.

«ynoBieTBopH- | IMEIOTCS CYIIECTBEHHBIC OTCTYIUICHHsI OT TpeOOoBaHMiI K pedepupoBanuio. B
TEILHOY YaCTHOCTH: TeMa OCBEIICHA JIUIIh YaCTHYHO; JOMYIICHBI (DAKTHYECKUE ONMTUOKH B
coJiepkaHuu pedepaTta WU IPU OTBETE HA JIOTIOJIHUTEIBHBIC BOIIPOCHI; BO BPEMs
3aIUTHl OTCYTCTBYET BBIBOJI.
«HEyIoBIeTBO- | Tema pedepara HE pacKpbITa, OOHAPYKUBAETCS CYHIECTBEHHOE HE TOHUMAaHHE
PUTEIBHO» POOJIEMBL.

Tematuka pe(l)epaTOB BBLAACTCA MMPEIIOAABATCIIEM B KOHIIC CEMHUHAPCKOT'0 3aHATHA.

Tpeﬁonannﬂ K BBITNIOJIHEHHUIO TECTOBOI'0O 3aJJaHUA

TectupoBanue SBISETCS OJTHUM U3 OCHOBHBIX CPEACTB (hOPMaIbLHOTO KOHTPOJIA KauecTBa 00y-
YeHHs. DTO METOJ], OCHOBAaHHBIA HAa CTAHJAPTU3UPOBAHHBIX 33JJaHUSAX, KOTOPHIE MTO3BOJIAIOT U3MEPUTH
NCUX0(U3HOIOTHUECKUE U JIMYHOCTHBIE XapaKTEPUCTUKH, a TaK)Ke 3HAHUS, YMEHHUS U HABBIKH UCIIbI-
TYEMOTO.

OcHOBHbIE NPUHIUITBI TECTUPOBAHUS, CIIEAYIOIINE:

— CBSI3b C LIEJSIMU OOYYEHUS - LM TECTUPOBAHUSA JOJKHBI OTBEYATh KPUTEPUSM COLIHATIBLHOMN
MOJIE3HOCTH U 3HAYUMOCTH, HAYYHOU KOPPEKTHOCTH U OOIIECTBEHHOMN MOACPKKU;

— 00BEKTHUBHOCTb - UCIIOJIH30BAHUE B MEIaTrOTMYECKUX U3MEPEHHUSIX ITOr0 NPUHIIUIIA TPU3BAHO
HE JIONYCTUTh CyOBEKTUBU3MA U MIPEB3SATOCTH B MPOIIECCE ITUX U3MEPEHUIL;

— CIPaBEAJIMBOCTh U TIACHOCTD - OJUHAKOBO JOOpPOKEIaTeIbHOE OTHOIICHHE KO BCeM 00yda-
IOLIUMCS, OTKPBITOCTh BCEX ATANOB IpOIecca W3MEPEHUH, CBOEBPEMEHHOCTh 03HAKOMJIEHHs 00y4aro-
IIMXCS C pe3ybTaTaMU U3MEPEHMI;

— CHUCTEMAaTUYHOCTh — CUCTEMATHYHOCTh TECTHUPOBAHHM M CaMOINPOBEPOK Ka)kJIOTO y4eOHOTro
MOJIYJISI, pa3felia U KaXXJA0H TeMbl; BAKHBIM aCIIEKTOM JaHHOTO NMPUHIIMIIA SBISETCS TpeOOBaHUE pe-
MPE3EHTATUBHOTO MIPEJICTABICHUS COIEPKaHMsI yUeOHOro Kypca B COAEpKaHUH TECTa;

- TYMaHHOCTb U 3THYHOCTbH - TECTOBBIE 33JJaHUS U IPOLEAYpa TECTUPOBAHUS JODKHBI UCKIIIO-
YyaTh HaHECEHHE KaKoro-mubo Bpena o0yyarouumMcsi, He IOMyCKaTh yIIEMJICHHs UX M0 HallMOHAJIbHO-
My, 3THUYECKOMY, MaTepUabHOMY, PAaCOBOMY, TEPPUTOPUATILHOMY, KYJIbTYPHOMY U JIPYTUM MpPHU3HA-
KaM;

BaxxHedmmm sIBIsSIeTCs IPUHITHI, B COOTBETCTBHH C KOTOPBIM TECTHI JOJKHBI OBITH TTOCTPOCHBI
0 METOJMKe, 00ecrneunBaollel BbIIOJHEHUE TPeOOBaHUI COOTBETCTBYIOLIETO (perepanbHOro rocy-
JApPCTBEHHOTO 00pa30BaTeIbHOTO CTaHAAPTA.

B TecToBBIX 331aHUAX HCTOIB3YIOTCS YETHIPE THIIA BOIIPOCOB:

— 3aKkpbITas Gopma - sSBisieTcst Harnboiee pacpOCTPaHEHHOW U MpeJyiaraeT HeCKOJIbKO aibTep-
HaTUBHBIX OTBETOB Ha MOCTaBJIEHHBIN Bompoc. Hampumep, oOydaromemycs 3agaercst Borpoc, Tpedy-
IOIUIl aNbTEPHATUBHOTO OTBETA «J1a» WM «HET», «SIBISETCS» WIH «HE SBISETCS», KOTHOCUTCSD WU
«HE OTHOCHTCS» | T.I. TecToBoe 3a7anne, coaepKaliee BOIpoc B 3aKPHITOH Gopme, BKIFOYAET B ceOs
OJIMH WJIM HECKOJBKO MPAaBWJIBHBIX OTBETOB M MHOT/IA HA3bIBA€TCS BHIOOPOUHBIM 33/IaHUEM. 3aKphITas
¢dopma BOIIPOCOB MCTONB3YETCS TAKXKE B TECTax-3aja4ax ¢ BHIOOPOYHBIMH OTBETaMH. B TecToBOM 3a-
TaHUH B 3TOM cllydae chopMyTUpOBaHBI YCIOBHE 33Ja4d U BCe HEOOXOAMMBIE UCXOHBIC JaHHBIC, a B



OTBETaX MPE/CTABICHBI HECKOJIBKO BApHAHTOB PE3yJIbTaTa PEHICHHS B YHCIOBOM WM OyKBEHHOM BH-
ne. O0yyaromuiicst 1OJKEH PeIuTh 33/1a4y U MoKa3aTh, KAKOW U3 MPEICTaBICHHBIX OTBETOB OH IMOJY-
UL

— OTKpBITast (hopMa - BOIIPOC B OTKPBITOM (popMe MpeAcTaBiIsieT co00il yTBEpKIeHNE, KOTOPOe
HeoOxoanMo NonoIHNTG. JlaHHas Gopma MOKET OBITh NPECTaBICHa B TECTOBOM 33/IaHUH, HaIIpUMeEp,
B BHJIE CIIOBECHOTO TEKCTa, PopMyJibl (ypaBHEHUs), rpadrKa, B KOTOPBIX MPOMYIICHbI CYIIECTBEHHBIE
COCTABJISIFOIIE - YACTH CJIOBA MJIM OYKBBI, yCJIOBHBIC 0003HAYCHNS, JIMHUHU WM N300paKEHUS SIEMEH-
TOB CXeMbI U Tpaduka. OOydaronmiics JODKEH M0 MaMsATH BCTaBUTh COOTBETCTBYIOIINE 3JICMEHTHI B
yKa3aHHBIC MeCTa («IPOITYCKH»).

— YCTaHOBJIEHHE COOTBETCTBUA - B JAHHOM cily4yae OOydYarolleMycsl IMpeasiaraioT JBa CIIMCKa,
MEK/Ty JIEMEHTaMH KOTOPBIX CJIEAYET YCTAHOBHTH COOTBETCTBHE;

— YCTaHOBJICHHE TOCJIEOBATEIILHOCTH - MPEAINOIaraeT He0OOXOAUMOCTh YCTAaHOBUTH NPAaBHIIb-
HYIO TIOCJIEI0OBATEIIFHOCTD MPEAIaraeMoro CIucKa cjioB Wi ¢pas.

Kpurepun oueHku 3HAHUI PHU NPOBEIEeHNH TECTUPOBAHMS

OTMeTKa «OTINYHOY» BBICTABIISIETCS MPU YCIOBUU MPABWILHOTO OTBETa HE MeHee ueM 85% Te-
CTOBBIX 3aJaHUM;

OTMeTKa «XOpOIII0» BHICTABJISETCS MPU YCIOBUHU MPABWIBHOTO OTBeTa HEe MeHee yeM 70 % Te-
CTOBBIX 3aJaHUM;

OTMeTKa «yIOBIETBOPUTEIIBHO» BBICTABIISICTCS MPU YCIOBUHU MPABWIHHOTO OTBETAa HE MEHEE
50 %;

OTMeTKa «HEYIIOBJICTBOPUTEIHLHO» BBICTABIISETCS MPHU YCIOBHH NMPABUJIHLHOTO OTBETAa MEHEE
yeM Ha 50 % TecTOBBIX 3aJaHUMN.

Pe3ynbrathl TEKyIIero KOHTPOJISI UCIOIB3YIOTCS MPU MPOBEACHUH MPOMEXKYTOYHOW aTTECTa-
L.

Kpurtepun onieHKu 3HAHUH Ha 3a4eTe

OTMeTKa «OTIUYHO» - CTYJEHT ITyOOKO M MPOYHO YCBOWJI BECh IPOrpaMMHBIM MaTepual, uc-
YepIIbIBAIONIE, MOCIEOBATEILHO, TPAMOTHO U JIOTUYECKH CTPOMHO €ro M3Jaraer, TECHO YBSI3bIBACT
TEOpUIO C MPAKTUKONH. MarucTpant He 3aTpyAHSAETCS C OTBETOM IPH BUAOUM3MEHEHUU 3a/laHusl, CBO-
00JTHO CHpaBIsETCS C 3aJav4aMu, 3aJaHUSIMH U JIPYTUMH BHJIAMU MPUMEHEHHs 3HAHWI, MOKA3bIBACT
3HAaHUS 3aKOHOJATEIbHOIO0 M HOPMATUBHO-TEXHHYECKOTO MAaTEpHUajiOoB, MPABHIBHO OOOCHOBBIBAET
MPUHSTHIE PEIIeHUs, BIaJeeT Pa3HOCTOPOHHIUMH HAaBBIKAMH U MPUEMaMU BBITIOTHEHUS MTPAKTUIECKUX
pabot, oOHapyXUBaeT yMEHHE CaMOCTOSITEIbHO 0000IIaTh M W3jaraTb Marepuai, He JOMycKas OIIH-
OOK.

OTMeTKa «XOpOoIIOo» - CTYIEHT TBEPJO 3HAET MPOrpaMMHBIN MaTepuaj, IPaMOTHO U IO Cylle-
CTBY M3JIaraeT ero, He JOMYCKAaeT CYIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOIPOC, MOKET MPaBUIIb-
HO NPUMEHATh TEOPETUYECKUE TMOJOXKEHHUS U BJIaJieeT HEOOXOJUMBIMU HAaBBIKAMHM MPU BBINOJIHEHUU
MPAKTUYECKUX 3aJaHUM.

OTMeTKa «yIOBJIETBOPUTEIBHO» - CTYJEHT YCBOUJ TOJHKO OCHOBHOM MaTepHuall, HO HE 3HaeT
OTJICNBHBIX JETalled, TOMyCKaeT HETOYHOCTH, HEJOCTATOYHO MPaBUIbHBIE (POPMYITUPOBKH, HAPYIIACT
MOCIIE0BATEIBHOCTh B U3JI0KEHUHU NMPOTPAMMHOI0 MaTepualia U UCHBITHIBACT 3aTPYIHEHUS B BBINOJ-
HEHUM MPAKTUICCKUX 3aIaHUH.

OTMeTKa «HEyAOBJIETBOPUTEILHO» - CTYyJCHT HE 3HAeT 3HAUMUTENIbHON YacTH MPOTPaMMHOTO
MaTepuana, JOMyCKaeT CYIIeCTBEHHbIC OIMUOKHU, ¢ OOJBIIMMHU 3aTPYTHEHUSIMH BBITIOIHSCT MPAKTHYE-
CKHE paboTHI.

8. YueOHo-MeTOAMYecKOEe M MH(OPMAIIHOHHOE 00ecneyeHHue U CIUTIIUHbI

8.1. Ocnosnaa numepamypa
1. babam, A.B. Kpunrorpadguueckue meronsl 3ammtbl uHpopMmanuu. T. 3 [DaeKTpOoHHBIH
pecypc]: yuebHo-MeTomuueckoe mocobue / A.B. babamr. - M.: PUOP: UHOPA-M, 2014. - 216 c. -



OBC «Znanium. com» - Pexxum noctyma: http://znanium.com/catalog.php?bookinfo=432654.

2. bacanosa, I'.B. OcHoBbI kpunrorpaduu [Inexrponnsiii pecype]/ bacanosa I'.B. - M.: 1H-
tepHeT-YHuBepcuteT UHpopmanmnonnsix Texunonoruit (MHTYUT), 2016. - 282 ¢. - ObC «IPRbooks»
- Pexxum nocryna: http://www.iprbookshop.ru/52158

3. Kamnmeikos, N.A. Kpunrorpaduueckne MeToapl 3amuThl HHGOpManuu [IIEKTPOHHBINA pe-
cypc]: mabopartopusrii npaktukym/ M. A. Kanmeikos, JI.0. Haymenko, T.A. I'umr. - CtaBponons: Cee-
po-KaBkasckuii denepanbabiii yauBepcutet, 2015. - 109 c. - DbC «IPRbooks» - Pexum nocryma:
http://www.iprbookshop.ru/63099.html .

4. Jlanonuna, O.P. OcHOBHI ceTeBol Oe3onacHocTu. Kpunrorpadudeckue aaropuTMsl U Ipo-
TOKOJIBI B3aUMOJICHCTBUA [DIEKTPOHHBINH pecypc]: yuebnoe nocodbue/ O.P. Jlanonuna. - M.: MHTep-
HeT- YHuBepcuteT UHdpopmannonnsix Texuonoruit (MHTYUT), 2016. - 242 c. - OBC «IPRbooks» -
Pexum noctyna: http://www.iprbookshop.ru/52217.html.

5. Jlapun, JI.A. . Kpunrtorpaduueckas nesrensHocTh B Poccun ot IlonraBel 1o bopomnna
[OnexTponnslii pecype]: monorpadus/ .A, Jlapun. - Mocksa: PUOP: UHOPA-M, 2015. - 282 c. -
OBC «Znanium. com» - Pexxum noctyma: http://znanium.com/catalog.php?bookinfo=479196.html.

8.2. /lononnumenvnas numepamypa

1. OxwuranoB, A.A. Kpunrorpadpuueckue CHCTEMBI C CEKPETHBIM W OTKPBITHIM KIHOYOM
[DnexTpoHHBIii pecypc]: yuedHoe mocobue/ A.A. Oxuranos. - CII6.: Yuusepcurer UTMO, 2015. - 66
c. - ObC «IPRbooks» - Pexxum noctyma: http://www.iprbookshop.ru/67230.html

2. [IlerpoB, A.A. KowmmbiorepHas Oe3omacHocTh. Kpumnrorpadguueckue METOABI 3allUTHI
[DnexkTponnsrii pecypc]/ A.A. IlerpoB. - CapatoB: IIpodobpazoBanme, 2017. - 446 c. - OBC
«IPRbooksy - Pexxum noctyma: http:// www.iprbookshop.ru/63800.html

3. IlpakTukyMm HO BBINOJIHEHHIO JAOOPAaTOpHBIX padoT mo aucuumiuHe Kpunrorpapuueckue
METOMBI 3alUThl nHpopManuu [DnekTpoHHbIi pecypc]/ [coct. CmupHoB A.D., Ilonomapéra FO.A.]. -
M.: MOCKOBCKHUI TeXHUYECKUN YHUBEPCUTET cBs3H B mHpopmaTuku, 2015. - 67 ¢. - ObC «IPRbooks»
- Pexxum nocryna: http://www.iprbookshop.ru/61738.html .

8.3. Hnghopmayuonno-menexommynukayuonnsle pecypcol cemu « nmepnemy

1. O6pazoBarenbHblil moptast PIBOY BO «MI'TY» [DnekrponHslit pecype]: Pexxum nocrymna:
https://mkgtu.ru/

2. Odunmaneueiit caidt [IpaButensctBa Poccuiickoit @enepamnmu. [DnekTpoHHEIH pecypc]: Pe-
JKUM JIOCTyTa: http://www.government.ru

3. Undopmanmonno-npaBoBoii nopran «['apant» [DnextpoHHbIi pecypc]: Pexxum mocryma:
http://www.garant.ru/

4. Hayunas oanekrpoHHas Oubmmoreka www.eLIBRARY.RU - Pexum pgocryna:
http://elibrary.ru/
5. ONEKTPOHHBIH KaTajaor OnbIMoTeKH — Pexum JIoCTyTa: /!

http://lib.mkgtu.ru:8004/catalog/fol2;

6. EaguHoe oOkHO JgocTyma K oOpa3oBaTelbHBIM — pecypcam: Pexum  jgoctymna:
http://window.edu.ru/

7. Odurnmaneueiii UaTepueT — pecypc MunkomcBsizu Poccun. CBUIETEIHCTBO O perucTpa-
murn CMU D No ©C77-32622 ot 22 uroist 2008 . URL: http://minsvyaz.ru

8. [Toptas ynosiHOMO4YeHHOTO (heZIepaIbHOTO OpTraHa B 00JIaCTH UCIIOJIB30BAHUS dJIEKTPOH-
Hoit moxmucu . URL: http://e-trust.gosuslugi.ru

9. Caiit ®Cb Poccuu. URL: http://www.fsb.ru/




9. MeToauyeckne yKazaHus s 00y4aIOUUXCS 10 OCBOEHHIO JUCHUNJIMHBI (MOIYJIs1)

b51.5.19 Kpunrorpaduueckue METO Il 3alIMTHI HHGOPMAIUN

Paznen / Tema
C YKa3aHUEM OCHOBHBIX
y4eOHBIX JIEMECHTOB

MeTtonsl
oOyueHus

Crioco06s!1 ((hopMbI)
oOyueHus

Cpenctsa
o0ydeHus

dopmupyemble KOMIIETEHIIUN

1/1 Bsemeune. OCHOBHBIE
TIOHSATUS M OTIPEICIICHUSI.

10 MICTOYHMKY 3HAHMI: JIEKIIMSI, YTECHHE,
KOHCIIEKTHPOBaHHE

10 HA3HAYEHMI0: TPUOOpETEHNE 3HAHU,
aHaJu3, 3aKpervieHne, MpoBepKa 3HaHUI
10 TUITY MO3HABATEJbHOI JesiTeJIbHO-
CTH: O0BSICHUTEIbHO-UUTIOCTPATUBHBIH,
PeNpOLYKTUBHBIN

Jlomarnnue 3a1aHus

Y4eOHuKkH, yueOHbIE
nocoOusi, nepBouc-
TOYHUKH

CIIOCOOHOCTBIO IKCILUTYaTUPOBATh
cneuunansubie MAC u cpeacrsa
obecrieueHHs X WHPOPMAITHOH-
HOM 0€30IMacHOCTH Ha BCEX dTamax
’KA3HEHHOTO I[MKJIa, a TAK)KE BOC-
CTaHaBJIMBATh UX pabOTOCTIOCO0-
HOCTB ITPH BHEIITATHBIX CHTYAIlH-
ax (ITK-15)

2/2 MareMaTudecKue OCHO-
BbI KpUNITOrpapuu

10 MICTOYHMKY 3HAHMI: JIEKIIMSI, YTECHHE,
KOHCIIEKTHPOBaHHE

10 HA3HAYEHMI0: IPUOOpETEHNE 3HAHU,
aHaJu3, 3aKpervieHne, MpoBepKa 3HaHUI
10 TUITY MO3HABATEJbHOI JesiTeJIbHO-
CTH: O0BSICHUTEIbHO-UUTIOCTPATUBHBIH,
PpeNpOLYKTUBHBIN

CamocTosTenbHas
pabota oOyuarorie-
rocsi, TOMaIIHue 3a-
TaHus

Y4eOHukH, yueOHbIE
nocoous

CIIOCOOHOCTBIO IKCILUTYaTUPOBATh
cneuunansubie MAC u cpeacrsa
obecrieueHHs X WHPOPMAIHOH-
HOM 0€30IMacHOCTH Ha BCEX dTamax
’KA3HEHHOTO I[MKJIa, a TAKXKE BOC-
CTaHaBJIMBATh UX PabOTOCTIOCO0-
HOCTB ITPH BHEIITATHBIX CUTYAIlH-
ax (ITK-15)

3/3 Ucropudeckass KpUIITO-
rpadus

M0 MCTOYHMKY 3HAHMIA: JIEKIUSI, YTCHHE,
KOHCIIEKTUPOBaHUE

10 HA3HAYEHMI0: TPUOOpEeTEeHNE 3HAHUI,
aHaJu3, 3aKperieHHne, MPOBEPKA 3HAHUI
10 TUITY MO3HABATEJbHOI 1esiTeIbHO-
CTH: O0BSICHUTENBHO-ULTIOCTPATUBHBIH,
pEeNnpOayKTUBHBIN

Jlomantaue 3a1aHus

YueOHuKH, yaeOHbIE
ocoOwsI, IePBOUC-
TOYHUKHU

CHOCOOHOCTHIO IKCILTYaTHPOBAThH
cneuuansubie MAC u cpeactsa
obecrieueHust X HHOOPMAITMOH-
HOI 0€30MaCHOCTH Ha BCEX JTarax
KHU3HEHHOTO IIUKJIA, a TAK)KE BOC-
CTaHaBJIMBATh UX PabOTOCIIOCOO-
HOCTB IPU BHEUITATHBIX CUTYAIlU-
ax (IIK-15)

4/4 CoBpeMeHHBIC CUMMET-
pHUUHBIE NP

110 MCTOYHHMKY 3HAHMIA: JIEKLIUS, YTCHHUE,
KOHCITIEKTHPOBaHHE

10 HA3HAYEHMIO: IPHOOPETEHNE 3HAHUH,
aHaNu3, 3aKperieHne, MPoBepKa 3HAaHUH
110 THIY NIO3HABATEIbHOM JeATeTbHO-

CamocrosTensHas
pabota oOyuaroriie-
rocs, IToMaIlIHHe 3a-
OaHUS

Y4eOHuKH, yueOHbIC
nmocoOwusi, pa3aaTod-
HBI MaTepua

CIOCOOHOCTBIO IKCIUTYaTUPOBATh
cneuuansubie MAC u cpeactsa
obecrieueHust X HHHOPMAITMOH-
HOI 0€30IMaCHOCTH Ha BCEX dTamnax
JKM3HEHHOTO IIMKJIA, a TAaK)KEe BOC-




CTH: O0BSICHUTEIbHO-UILTIOCTPAaTUBHBIH,
pPENpPOAYKTUBHBIN

CTaHABJIMBATH UX PadOTOCTIOCO0-

HOCTb IPY BHELITATHBIX CUTYaLlU-
ax (IIK-15)

5/5 Kpuntorpadus c oT-
KPBITBIM KJIFOYOM

10 MCTOYHMKY 3HAHMIA: JIEKIIUSI, YTCHHE,
KOHCIIEKTUPOBaHUE

10 HA3HAYEHMI0: TPUOOpEeTEeHNE 3HAHUI,
aHaJu3, 3aKperuieHrne, MPOBEPKa 3HAHUI
10 TUITY MO3HABATEJbHOI 1esiTeIbHO-
CTH: O0BSICHUTENBHO-UILTIOCTPATUBHBIH,
pEeNpOayKTUBHBIN

CamocrosTensHas
pabota oOyuarorie-
rocs, IToMaIllHHe 3a-
JaHUS

Y4eOHuKH, yueOHbIC
nocoowus, , pa3ia-
TOYHBIN MaTepua

CHOCOOHOCTBIO IKCILTYaTHPOBAThH
cneuuansubie MAC u cpeactsa
obecrieueHust X HHHOPMAIMOH-
HOI 0€30MaCHOCTH Ha BCEX JTarax
KMU3HEHHOTO IIUKJIA, a TAK)KE BOC-
CTaHaBJIMBATh UX PabOTOCIIOCOO-
HOCTB TPH BHEUITATHBIX CUTYAIlU-
ax (IIK-15)

6/6 XemmpoBanue. Kombl

ayTEeHTHMYHOCTH  cooO1ie-
HHUM. DJIEKTpOHHAsA TOJ-
IIHCh.

M0 MCTOYHMKY 3HAHMIA: JIEKIIMSI, YTCHHE,
KOHCIIEKTUPOBaHUE

10 HA3HAYEHMI0: TPUOOpEeTEeHNE 3HAHUI,
aHaJu3, 3aKperuieHHne, MPOBEPKaA 3HAHUI
10 TUITY MO3HABATEJbHOI 1esiTeIbHO-
CTH: O0BSICHUTEIBHO-UILTIOCTPATUBHBIH,
peNnpoOayKTUBHBIN

Jlomantaue 3amaHus

YueOHUKH, yaeOHbIE
nocoous

CHOCOOHOCTBIO IKCILTYaTHPOBAThH
cneuuansubie MAC u cpeactsa
obecrieueHust X HHHOPMAITMOH-
HOI 0€30MaCHOCTH Ha BCEX dTarax
KHU3HEHHOTO IIUKJIA, a TAK)KE BOC-
CTaHaBJIMBATh UX PabOTOCIIOCO0-
HOCTBH TPU BHEUITATHBIX CUTYAIlU-
ax (IIK-15)

7/7 YrpaBiieHHE KIIOYaMH.
Pacnpenenenne  cummer-
PUYHBIX KITFOYEH

10 UCTOYHUKY 3HAHMIA: JIEKIUs, YTCHUE,
KOHCIIEKTUPOBaHUE

10 HA3HAYEHMI0: TPUOOpEeTEeHNE 3HAHU,
aHaJu3, 3aKperieHre, MPOBEPKaA 3HAHUM
10 TUITY MO3HABATEJbHOI 1esiTeIbHO-
CTH: O0BSICHUTEIBHO-UILTIOCTPATUBHBIH,
penpoOayKTUBHBIN

I[OMaI_HHI/Ie 3aJaHusA

Y4eOHHKY, yueOHbIe
nocoous

CHOCOOHOCTBIO IKCILTYaTHPOBATh
cneuuansubie MAC u cpeactsa
obecrieueHust X HHOOPMAITNOH-
HOI 0€30MaCHOCTH Ha BCEX JTarax
KMU3HEHHOTO IIUKJIA, a TAK)KE BOC-
CTaHaBJIMBATh UX PabOTOCIIOCOO-
HOCTB TPU BHEUITATHBIX CUTYAIlU-
ax (IIK-15)

8/8 Pa3paboTka, mpou3BOI-
CTBO, peann3alys 1 dKc-
IuTyaTanus mu@poBatbHbIX
(xpunrorpauyecKux)
CpPEeZACTB 3alUThl HH(pOpMa-
UH

10 MCTOYHUKY 3HAHUIA: JIEKIIUs, YTEHHE,
KOHCIIEKTUPOBAaHUE

10 HA3HAYEHMI0: IPHOOpETeHNE 3HAHUH,
aHayu3, 3aKpeIieHne, IPoBepKa 3HAaHUMI
10 TUIY NO3HABATE/IbHOI e TeJbHO-
CTH: O0BSICHUTEIbHO-UILTIOCTPATUBHBIH,
PEnpoayKTUBHBIN

I[OMaI_HHI/Ie 3aJaHusA

Y4eOHUKH, yueOHbIe
nocoOwus, , pa3aa-
TOYHBIH MaTepua

CIIOCOOHOCTBIO IKCILTyaTHPOBATh
cnenuanbabie MAC u cpencrBa
obecrneyeHus UX HHPOPMAIOH-
HOM 0€30IaCHOCTH Ha BCEX 3Tarax
KM3HEHHOTO LIUKJIA, a TAK)KE BOC-
CTaHABJIMBATH UX Pa0OTOCTIOCO0-

HOCTb IPY BHELITATHBIX CUTYallU-
ax (IIK-15)




Y4eOHO-MEeTOINYECKHE MaTePHAIIbI TI0 MPAKTUIECKUM (JTAOOPAaTOPHBIM) 3aHATHUSIM TUCIHILIIHEI
b1.65.19 Kpunrorpadbuyeckne METO bl 3alIMTH HHOOPMAITUU

Ne paznena HaumeHoBaHMe npak- MeToambl Cnocoos1 (popmbi) CpeacrBa
AMCIUTJINHBI THYECKUX padoT 00y4eHust 00y4eHust 00y4eHus1
1 2 3 4

1. Beenenue. Oc-
HOBHBIE [TOHATHUSA U
oTpesieTIeHus!.

HIudpoannas  aiino-
Basg cucreMa Windows u
Linux.

10 UCTOYHHUKY 3HAHMM: JICKLIHs, YTEHUE, KOHCIIEKTH-
poBaHue

10 HA3HAYEHMI0: IPHOOpETeHNE 3HAHUM, aHATIN3, 3a-
KpeIUIEHUE, IPOBEpPKA 3HAHUHU

10 THIY O3HABATEIbHOM JeATeIbHOCTH: O0bSICHU-
TEJIbHO-WIJIIOCTPATUBHBIN, PEPOAYKTUBHBIN

JlomamiHue 3aaaHus

YcTHas pedb, yueOHHKH,
y4eOHbIe TOCOOus, TIep-
BOMCTOYHHKHU

2. MaremaTuue-
CKHE OCHOBBI
Kpunrtorpauu

[udposanue JICKa
BitLocker B omeparuoH-
HBIX cucTteMax Windows.
CpenctBo kpunrorpadu-
YECKOW 3ammThl UHPOP-
manmu SecretDisck.

10 UCTOYHUKY 3HAHUWM: JIEKIUs, YTEHUE, KOHCIIEKTH-
poBaHue

10 Ha3HAYEHHI0: IPUOOPETCHNUE 3HAHU, aHAIIN3, 3a-
KpeIjIeHue, MpoBepKa 3HaHUN

10 TUIY MO3HABATEIbHOM 1eATeIbHOCTH: OOBSICHU-
TEJIbHO-UIITIOCTPATUBHBIH, PEPOAYKTUBHBIN

CamocrosiTenpHas pa-
6ota obyuarorierocs,
JIIOMAIIHHE 3aTaHus

VYcrHas peub, yueOHUKH,
y4eOHBIC TTOCOOHS, pa3-
JIATOYHBIN MaTepral

3. Uctopuueckas
KpunTtorpadus

OCHOBBI KpUNITOAHAIH3A
CUMMETPUYHBIX HIH(POB.

10 UCTOYHUKY 3HAHUM: JIEKIUs, YTEHUE, KOHCIIEKTH-
poBaHue

10 HA3HAYEHHUI0: IPHOOpETEHNE 3HAHU, aHaIN3, 3a-
KpeIjIeHue, MpoBepKa 3HaHUH

10 TUIY MO3HABATEIbHOM 1eATeIbHOCTH: OOBSICHU-
TEJIbHO-UJTIOCTPATUBHBIHN, PePOAYKTUBHBIN

CamocrosiTenpHas pa-
6ota obyuarorierocs,
JIOMAIITHHE 3aTaHus

VYcrHas peub, yueOHUKH,
y4eOHBIC TTOCOOHS, pa3-
JTATOYHBIN MaTepra

4. CoBpeMEHHBIC
CUMMETPHUYHbBIE

U psl

AnmnapartHo-

OpOrpaMMHBIE KOMIIJIEK-
CBI mUppoBaHUSL
(AIIKIII KoHTHHEHT u

zp.).

10 UCTOYHUKY 3HAHUM: JIEKIUs, YTEHUE, KOHCIIEKTH-
poBaHuE

10 HA3HAYEHHUI0: IPHOOpETEHNE 3HAHUI, aHaIN3, 3a-
KpeIjIeHue, MpoBepKa 3HaHUN

10 TUIY MO3HABATEIbHOM JeATeIbHOCTH: OOBSICHU-
TEJIbHO-UJTIOCTPATUBHBIHM, PePOAYKTUBHBIN

Jlomaraue 3agaHust

VYcrHas peub, yueOHUKH,
y4eOHBIE TOCOOHS

5. Kpunrorpadus
C OTKPBITBIM KIIIO-
4OM

OpenSSL u LibreSSL.
SSL-bump.

10 MCTOYHUKY 3HAHUM: JIEKIUs, YTEHUE, KOHCIIEKTH-
poBaHuE

10 Ha3HAYEHHI0: IPUOOPETCHNUE 3HAHU, aHAIN3, 3a-
KpeIjIeHue, MpoBepKa 3HaHUN

10 TUIY MO3HABATEIbHOM JeATeIbHOCTH: OOBSICHU-
TEJIbHO-UJTIOCTPATUBHBIHM, PePOAYKTUBHBIN

Jlomaraue 3agaHus

VYcrHas peub, yueOHUKH,
y4eOHBIE TOCOOHS




6. XemupoBaHue
Konpr ayrentuu-

HOCTH COOOIIIEHUH.

OnexTpoHHas
MOJIIHUCH.

Kpunromnposaiiaepst
(CK3H1 Kpunro-IIpo
CSP u np.).

10 MCTOYHUKY 3HAHWM: JEKIUs, YTEHUE, KOHCIIEKTH-
poBaHue

10 HA3HAYEHHUI0: IPHOOpETEHUE 3HAHUI, aHaIN3, 3a-
KpeIJIeHue, MpoBepKa 3HaHUN

10 TUIY MO3HABATEIbHOM JeATeIbHOCTH: OOBSICHU-
TEJIbHO-UJTIOCTPATUBHBIHM, PePOAYKTUBHBIN

Jlomaraue 3agaHust

VYcTHas peub, yueOHUKH,
y4eOHBIC TTOCOOHS, pa3-
JIATOYHBIN MaTepral

7. YupasieHue
xiroyamu. Pacripe-
JEJICHUE CUMMET-
PUYHBIX KIIFOUEH.

VYnocrosepsmomue UEH-
Tpb! (Kpunrollpo YII 2.0
u ap.).

10 MCTOYHUKY 3HAHUM: JIEKIUs, YTEHUE, KOHCIIEKTH-
poBaHue

10 HA3HAYEHHUI0: IPHOOpETEeHUE 3HAHUI, aHaIN3, 3a-
KpeIJIeHue, MpoBepKa 3HaHUN

10 TUIY MO3HABATEIbHOM 1eATeIbHOCTH: O0BSICHU-
TEJIbHO-UJTIOCTPATUBHBIHM, PePOAYKTUBHBIN

Jlomaraue 3agaHust

VYcrHas peub, yueOHUKH,
y4eOHBIEe TOCOOHS

8. Pa3paboTka,
MIPOU3BOJICTBO, pe-
aIM3aIus 1 9KC-
TuTyatanus mud-
POBaJIbHBIX (KpHII-
TOrpapUUeCcKHX)
CPEICTB 3aIIUTHI
uHhopManuu

IloaroroBka mnakera m0-
KyMEHTOB JUIsl JIMIICH3U-
POBaHUS JIEATEILHOCTH B
obmactu  kpunrorpadu-
YECKOW 3amuThl UHPOP-
Malud W aKKpeIUTaLuH
yIOCTOBEPSIONIETO IICH-
Tpa.

10 MCTOYHUKY 3HAHUM: JIEKIUs, YTEHUE, KOHCIIEKTH-
poBaHue

10 Ha3HAYEHHI0: IPUOOPETCHHUE 3HAHUM, aHAIN3, 3a-
KpeIjIeHue, MpoBepKa 3HaHUH

10 TUIY MO3HABATEIbHOM 1eATeIbHOCTH: OOBSICHU-
TEJIbHO-UJTIOCTPATUBHBIH, PEPOAYKTUBHBIN

CamocrosiTensHas pa-
6ota obyuarorierocs,
IIOMAIITHHE 3aTaHus

VYcrHas peub, yueOHUKH,
y4eOHBIE TOCOOHS




10. Ilepeyens HH(POPMALIMOHHBIX TEXHOJIOTHIi, HCIIOJIb3YEeMBbIX IIPH OCYIIECTBJICHHH
00pa30BaTEeJILHOIO MpoIecca Mo AMCHUIJINHE (MOAYJII0), BKJIKYAs NepedyeHb MPOrpaMMHO-
ro odecrneyeHus1 1 THGOPMALMOHHBIX CIIPABOYHBIX CHCTEM (NIPH HEOOXO0AUMOCTH)

WNudopmanroHHble TEXHOIOTHUH, UCTIOJIb3YEMbIE IIPU OCYIIECTBICHUH 00pa30BaTeIbHOIO
npouecca 1o JUCUUIUIMHE, TO3BOJIAOT:

- OpraHM30BaTh MPOLECC 00pa30BaHMA MyTEM BU3yaTU3alMHM HU3ydaeMoW HMH(POpMAaLUU
IIOCPEJICTBOM HCIIOJIb30BAaHUS NIPE3CHTALU, yUeOHbIX (DPMIBMOB;

- KOHTPOJIMPOBATh PE3YJILTAThl 00yYEHHs Ha OCHOBE KOMIIRIOFSRIQLO TECTUPOBAHMS;

- aBTOMATHU3MPOBATh PACUYETHI AHAJTUTHUYECKHUX IOKA3aTeleH, NMPEAyCMOTPEHHBIE IIPO-
rpaMMOi Hay4YHO-HCCIIE0BATENILCKOM padoThI,

- aBTOMaTHU3MPOBATh MOUCK MH(OPMAIMH TOCPEACTBOM HCIIOJIb30BaHMsI CIIPABOYHBIX CHU-

CTCM.

Jlnst ocyliecTBICHUsT y4eOHOTO Tpolecca HMCIOIb3yeTcss CBOOOIHO pacIpoCTpaHsIeMoe
(becrutaTHOe HEe TpeOyroIiee JMIEH3UPOBAHMS) MPOTPAMMHOE OOECTIeueHUEe U JTUIICH3MOHHOE
nmporpamMmmHoe obecriedenne kommannii Microsoft u Kaspersky:

1.
2.
3.

OducHblii makeT

OnepannonHas cucreMa Ha 6asze Linux;

Open Office;

«MI'TY», cBunerensctBo Ne2013617338.

4.

TecroBast cucrema coOCTBEHHOM pa3paboTku, npaooOnamatens ®PI'BOY BO

[IporpammHubie POAYKTHI KoMnanuu Microsoft mist rocyrapcTBEHHBIX 00pa3oBa-

TenbHBIX yupexaenuii (Microsoft Open Value Subscription Education Solutions Agreement No
V8209819. Cpoxk neiictBust 1o 07.2018 r.). [laker BkiIO4aeT B ce0s BeCh CHEKTP MPOrpamMm
(omeparnmoHHbIe cucTeMbl pazHoro kinacca, CYB/I, cpeacTsa pa3paboTku, 0(hUCHBIN TAKET).

5. AHTUBUPYCHBIE
16012813174640772.
6.

nporpammel:  Endpoint

CK3U Kpunro-IIpo CSP.

Security

Ne 17E0-

JIUIECH3UN

11. Onucanne MaTepHAJIbHO-TEXHUYECKOI 0a3bI HE00OXO0AMMOM 1JIs1 OCYLEeCTBJICHHUS
00pa3oBaTeILHOIO NMpPoIecca Mo IMCUUILINHE (MOTYJII0)

HaI/IMeHOBaHI/IH CIICOHUaJIbHBIX
IIOMENICHUN U IIOMEICHUHN
IUISE CAMOCTOSITEIBHON pabOoThI

OcHaIlleHHOCTD CIIeIIUaIbLHBIX
[OMEIIECHUN U IIOMEIICHUN IS
CaMOCTOSITEJIbHON PabOTHI

IlepedyeHs IMLIEH3UOHHOTO TIPO-

rpamMMHOro obecredeHus. Pek-

BU3UTHI IOATBEPKIAIOLIETO J10-
KyMEHTa

CHCI_[I/IEU'H:HBIG IIOMCIICHUA

YueOHbIC ayUTOpHH, OCHA-
HICHHbIC My.HBTPIMeIIPIﬁHBIM
obopynoBanuem 3-1

Jlaboparopus mporpaMMupo-
BaHUS U 3allIUThl HHpOpMALH-
OHHBIX [TPOLIECCOB B KOMIIbIO-
TEPHBIX cucTeMax 3-2

MYJbTUMEIUNHBINA TPOEKTOP;
KOMITbIOTEPHI, OPTTEXHUKA,
ayIno-, BUJE0TEKa, CIIpaBOYHas
muTepaTypa; TabIUIbI U ClIaii-
b1 TIO CIIELMATIbHOCTH; BUEO-
(buIbMBI, yueOHO-
METOIUYECKHE ITOCOOHS, T1Ia-
KaThbl, BUACOKEHCEI

Cornamenue (OAMKMCKa) Ha
[POrPaMMHBIE MPOTYKThI KOM-
nanuu Microsoft ais rocynap-
CTBEHHBIX 00pa30BaTEIHHBIX
yapexaenuii (Microsoft Open
'Value Subscription Education
Solutions Agreement No
V8209819. Cpoxk aeiicTBus 10
07.2018 r.). [Taker BKiItOYAET B
ceOst BECh CIIEKTp MpOrpamMmm
(oTepanOHHBIE CHCTEMBI Pa3-
Horo kiacca, CYB/I, cpencta
pa3pabOTKH, OPUCHBIN MMAKET).
IAHTUBUPYCHBIE IPOTPAMMBIL:
Kaspersky Endpoint Security -
No murensuu 17E0160128-
13174640772. KonmuectBo: 400




pabdounx mect. Cpok AeicTBUs
1 ron.

[Tomernenust uisi CaMOCTOSITEILHOM pabOThI

Huranenueii 3a1 ®PI'BOY BO
«MI'TY»: yn. IlepBomaiickas,
191, 3 sTax.

UuraneHselii 321 umeet 150 no-
CaJI0YHBIX MECT, KOMIIBIOTEP-
HOE OCHAIIIEHUE C BBIXOJIOM B
WuTtepuer Ha 30 mocagodHbIX
MECT; OCHAIIEH CHEeHaIU3UPO-
BaHHOI Me0ebio (CTOJIBI, CTY-
ITbs1, KA, MKa(bl BHICTA-
BOYHBIE), CTALIOHAPHOE MYJIb-
TUMennitHOe 000pyI0BaHUE,
OpTTeXHUKa (TIPUHTEPHI, CKaHe-
[PBI, KCEPOKCHI)

CBOOOIHO pacrpoCTpaHsIEMOe
(6ecmiatHOE HE Tpelyrolee
ITUIIEH3UPOBAHUS ) IPOTPAMMHOE
obecrieuenne: 1. OnepannoHHas
cricTeMa Ha Oase Linux; 2.
Odweskesie maket Open Office;
3. I'padpuueckuii maker Gimp; 4.
BexTopnsiii penakrop Inkscape;
IAHTUBHPYCHBIC TPOTPaMMBbI:
Kaspersky Endpoint Security -
Ne muuiensuu 17E0160128-
13174640772. Konnuectso: 400
pabdounx mect. Cpok JAeicTBUS

1 rox.
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JdonmosiHeHns1 M U3MeHeHHs B padoueil mporpamMmme
3a 2020/2021y4e0Hblii rox

B paGouyto nmporpammy s HanpaBieHus (crenuanbHocTH) 10.05.04 MHGOpMaMOHHO-aHATUTHYECKUE
CUCTEMBI 0€30MMaCHOCTH BHOCSITCS CIISAYIOIINE JOMOHEHUS U H3MEHEHHUS:

I1. 3. uurtaTh B penakuuu: «llepedenp mIaHUPyeMbIX PE3yabTaTOB 00YUYEHHS U BOCITUTAHUS 110
JTUCLHUIIINHE « HAUMEHOBaHUE AUCIUIUIMHBIY, COOTHECEHHBIX C IJITAHUPYEMBIMU PE3YJIbTATAMH OCBOCHHUS

00pa30BaTeNbHOI MPOTrpaMMBbl».

B . 5.1. CtpykTypa quCHIUILIHHBI 111 O9HON (hopMbI 00yUueHus 100aBUTh «Buabl yueOHOM 1
BOCIIUTATEIHLHON pabOTHI, BKIIIOYAs CAMOCTOSITEIbHYIO pabOTy U TPYAOEMKOCTH (B yacax)

HanmvenoBanwe 1. 11. 5.5. untath B penakuun: «CTPyKTypa U cofep)KaHue Y4eOHOW U BOCITUTATEILHOM
JESATEeTLHOCTH TIPU PeaTU3allUU TUCIUTLTAHBI)

JobaBurts n. 5.8. Kajsiengapublii rpadguk BocnuTaTe1bHON padoThl 0 IMCHUAIINHE

Moayas 2. BononTepckas (100poBoiibuecKasi) IesITeIbHOCTh 00yJIaloNIHXCs

Jlata, mecto HasBanue meponpustus Dopma npoBeIeHUs OTBETCTBEHHBIN JlocTrxenus

pOBEICHUS MEpOTIPUATHS 00yJaromuxcs

Hos6ps 2021  [BomoHTepckas akius 1mo unnBuyansHas bpuxosa U. B. CdopmupoBanrocts [1K-
MI'TY. OKa3aHUI0 OECILUIAaTHON 8; [1K-9

MOMOILM HACCTICHHIO B
OCBOCHUH OCHOB
KOepOe30MacHOCTH

Mopayas 6. [Tocyrosasi, TBOpUecKasi U COLUAIbHO-KYJIbTYpHas ACSITEIbHOCTD 110 OPraHU3aluu U
IIPOBEICHUIO 3HAUUMBIX COOBITUHA U MEPOIIPUATHUI

/[laTa, mecTo HasBanue meponpusitus DopMa nIpoBeACHUS OTBETCTBEHHBIN JlocTixeHus
MPOBEICHUS MEpOTIPUATHS 00yJaromuxcs
Oxts10ps 2021 [Enqunsiit ypok «Msl ipotuB  [[pymmoBast YUynasiko B.1O. CdopMupOBaHHOCTH
MITY Teppopa» OIIK-1; TTK-8; TIK-9;
[1K-10; TTK-11

JlononHeHus ¥ U3MEHEHUsI BHECIIU: ay 3
Uynnprmko B.1O. ! , bpuxosa U.B. % ,
(momxuocTh, @.M.0., moanucs)

Pabouas mporpamma nepecMoTpeHa 1 0100peHa Ha 3acefaHuu Kadeapsl HHPOPMALMOHHOM
0€30I1aCHOCTH U IPUKIATHON NH()OPMATHKU

/ T¥eTs < (HaumeHoBaHUe Kadeapbl)
«25» asrycta2021 ron

3aBexyroLit Kienpoit &5 ’ B. 0. Uynapimko





