MHUHOBPHAYKH POCCUH
®denepanbHOe rocy1apcTBeHHOE 0I01KeTHOE 00pa3oBaTeIbHOE YUpeKAeHHe

BbICIIEr0 00pPa30BaHUA
«MalKONCKUHA rocyAapcTBeHHbIN TEXHOJIOIHYECKUI YHUBEPCUTET)

(I)aKyJIbTET I/IH(bODMaHI/IOHHBIX CHUCTEM B 3KOHOMHKEC U IOPUCITPYACHIINHN

Kadenpa__ MuadopmanmonHol 06e30MaCHOCTH W TMPUKIATHON  WHGMOOPMATHKH

ALY O.E’?A;i &

Yot OBPAI0G,» 4,
AN e bl T ':Jn’."é+
S S e I G

EPXKIAIO

o yueOHoi paboTte
. N. 3agopoxnas
10 2017 r.

PABOYAS ITPOI'PAMMA

Mo JUCHMILJINHE b1.5.18 be3omacHOCTE OeparinOHHLIX CUCTEM

10 HANPABJIEHUIO
moaroroBku cruenuaancros 10.05.04 MudopManoHHO-aHAIMTUYECKUE CUCTEMBI O€30IIACHOCTH

cnemuagamzanusa Ne2 MHMudopmanmonHas 0e30macHOCTh  (DMHAHCOBBIX M OKOHOMHUYECKHX
CT[!YKTY“

KBanupukanus (creneHnb)
BbIITYCKHHKA Crnenumanucr

®opma 00yueHus OuHas

I'og Hayana mogroroBku 2018

Maiikon



Pabouass mporpamma coctaBiena Ha ocHoBe ®PI'OC BO wu yuebHoro mrana MITY mo
HampaBieHuto  (cmermanpHocTH)  10.05.04  MHDOpMaNMOHHO-aHATUTHYECKUE  CHCTEMBI
0e301macHOCTH

CocraBurenp paboyeil mporpamMmel:

JIOLEHT, KaHJ. TIeJl. HayK, , JOLIEHT &‘,/ ITackoBa A.A.
(TOJIDKHOCTD, YUEHOE 3BaHHE, CTETICHD ) (n(‘S’nnHCL)‘ (®.1.0.)

PaGouast mporpamMma yTBepkacHa Ha 3aceJaHUuU Kadeapbl

NudbopManimoHHo# 0€30I1aCHOCTH U IIPUKIAAHON MHGOPMATUKHI
(HaumeHoBaHUe Kadeapbl)

3aBenyronuii kageapoit

«25» 10 2017 r.. TN UYedpanos C.I'.
TTOIINCD) (®.1.0.)

Ono0peHo yueOHO-METOANIECKON KoMuUccuei (hakyipTera
(rme ocyiecTBIIsIeTCSl 00y4eHUE) «25» 10 2017 r.

[Ipencenarens
y4eOHO-METOIUIECKOTO
COBETa HAINPaBJICHUS

(roe ocymecTBisieTcss 00y4eHHe) ———_——~  Yedpanos C.I.
TIO/IMHCh) (®.1.0.)

Jexan (akynbreTa

(Te ocymecTBiseTcs 00yUeHue) M

«25» 10 2017 r. q Joprymaosa A K..
(TTOANKCH) (©.1.0.)

COI''TACOBAHO:

Havanbauk YMY %{M

@5 10 2017 .  ~~ Yynecosa H.H.
(noz[ﬁnyL) (®.1.0.)

3aB. BeITyCKaromei kadenpoi
I10 HaIIPaBJICHUIO - Yedpanos C.I.
TIO/IMTHCH) (®.1.0.)




1. He.]'[I/I " 3212494 OCBOCHUSA TUCHHUIIJIUHBI

OcHo6HOll yenvbl0 WV3YyYCHHs] ITUCHHUILTUHBI «bBe30macHOCTh OMEpPAIMOHHBIX CHCTEM»
SBIISeTCS  OOyYeHHWE OCHOBHBIM  MEXaHM3MaM  3allUThl  COBPEMEHHBIXOIEPAIIMOHHBIX
CI/ICTGM,HOHY‘{CHI/IG 3HaHHﬁ (6] HpI/IHLII/IHaX HOCTpOCHI/ISI 3alIUThI I/IH(I)OpMaLII/II/I B OHepaI_II/IOHHBIX
CUCTEMax W aHAJIN3¢ HAJC)KHOCTH 3alUThI OTICPAIMOHHBIX CUCTEM

Ocnoeénble 3a0auu TACIAIIINHEIL:

- 0OyYHTh CTYACHTOB MPHUHIIMIIAM ITOCTPOCHHUS CUCTEMBI 3aIIUTHI B OINEPAI[MOHHBIX
CHUCTEMax Pa3IM4YHON apXUTEKTYPHI;

- J1aTh TEOPETUICCKHE OCHOBBI yCTpOMCTBa u (GYHKITMOHHPOBAHUS
COBpeMCHHBIXOHepaLII/IOHHLIX CHUCTEM,

- TPHBHUTH CTYJCHTaM CHCTEMHBIH IMOAXOJ K mpoOsieMe 3amuThl WHGOpMAUU B
OHepaLII/IOHHBIX CUCTCMAX,

- JaTh CTYJCHTaM IIPEJCTaBJICHHE O CPEJICTBAX M METOJaX HECAHKIMOHUPOBAHHOTO
JOCTyTIa K ONEPAIIMOHHON CUCTEME.

2. Mecto aucuumiaunbl B cTpykrype OII cnenmnanurera

JucruminHa BXOAUT B mepedeHb AucHuIuiMH OazoBod wactu OIl. Ona wumeer
napajuleJibHble JIOTMYECKHE U COJEp)KaTelIbHO-METOJUYECKHE CBSI3M C JAUCUUIUIMHAMU
«Mudopmarukay, «OCHOBBI nH(POPMALIMOHHOMN 6e30MmacHOCTY, «be3omnacHocTh
UH(POPMAIIMOHHO-AHATUTHYECKUX CUCTEM.

CtpeMuTenbHOe pa3BUTHE WH(POPMALMOHHBIX TEXHOJOTHH IMPHBEIO K (OPMHPOBAHHUIO
MH(POPMALIMOHHOM Cpefibl, OKa3bIBAIOLIEH BIMSHUE HAa BCE CEpPhl YETOBEUECKON NESATEIbHOCTH.
OpHako ¢ pa3BUTHEM HWH(POPMALMOHHBIX TEXHOJOTUH BO3HUKAIOT U CTPEMHTEIBHO PACTyT
PUCKH, CBSI3aHHBIE C WX HCIOJB30BAHUEM, TIOSBISIOTCS COBEPIICHHO HOBBIE YTPO3BI, C
HOCJEICTBUSMM, OT PEaU3alui KOTOPBIX YEJIOBEUYECTBO PAHBIIE HE CTAIKHBAIOCh.

OmHUM W3 TJIaBHBIX WHCTPYMEHTOB Ui pEalM3allii KOHKPETHBIX HH()OPMAIMOHHBIX
TEXHOJIOTUI SABISAIOTCS MH(pOpPMAIMOHHBIECUCTEMBI, 3ajaya olecreyeHus O0e30MacHOCTH
KOTOPBIX SIBJISIETCSI IPUOPUTETHOM, TaK KaK OT COXpPAHEHUS KOH(PHUICHIINATLHOCTH,IEIIOCTHOCTH
U JIOCTYIHOCTH  HMH(OPMAIMOHHBIX  PECYpCOB  3aBUCUT  pe3yJbTaT  JAEATENbHOCTU
UH(POPMALMOHHBIX CHCTEM.

OnepanyoHHasi cUCTeMa SIBISETCS BaXXHEWIIMM IMPOrpaMMHBIM KOMIIOHEHTOM 1000
BBIYUCIIUTEIIFHON MaIIMHBL, IO3TOMY OTYPOBHS PEaM3alli MOJTUTHKH 0€30IaCHOCTH B KaXKOU
KOHKPETHOH ONepalMOHHOM CHCTeMe BO MHOIOM 3aBHCUT U oOmas 0e30macHOCThb
UH(POPMALIMOHHON CUCTEMBI.

B cBa3u ¢ 3TUM 3HaHMA B OOJIACTM COBPEMEHHBIX METOJIOB M CPEICTB OOecreueHHs
0€30MaCHOCTH OTIEPAIIMOHHBIX CHCTEM SIBIISIOTCS HEOOXOIUMBIM YCIOBUEM it (POPMHUPOBAHUS
crienuanucTa 1no MHGOpMaMoHHON 0€300aCHOCTH.

JucnumumHa «be30macHoCTh ONepamoHHBIX CUCTEMY TpeIHA3HA4YeHa UIi(hOpMUPOBAHHS
y BBITYCKHUKOB TEOPETMUYECKHX 3HAHMA M MPAKTUYECKMX HABBIKOB B 00JIACTM B 00JIACTH
oOecrieueHnss 0€30MaCHOCTH ONEPAIMOHHBIX CHCTEM, BHIOOpa M NMPUMEHEHHS OIEePAlMOHHBIX
CHCTEM /I 3a/1a4 aBTOMAaTU3aK1 00paboTKU HHGOPMALIUU U YIIPABJICHUS.

3.JlepedyeHb NIIAHUPYEMBIX Ppe3yJbTATOB OOy4YeHHMs IO JMCHUILIMHE (MOAYJIIO),
COOTHECEHHBIX C IVIAHUPYEeMbIMH pPe3y/JIbTATAMH OCBOCHHS 00pPa30BaTe/IbHOI IPOrPaMMBbI.

B pesynbrare usyueHus kypca «be3omacHOCTb oOnepanMOHHBIX CHUCTEM» Y CTYAEHTOB
JIOJKHBI OBITH C(HOPMUPOBAHBI CIIEAYIONINE KOMIIETEHIIUHU:
CnocoOHOCTH BBISIBIISITE OCHOBHBIE YTPO3bl 0€30MaCHOCTH UHPOPMAIIUH, CTPOUTH U UCCIIEA0BATh
MOJIeNIN HapyluTens B komnbroTepHoi cucreme (I1K-9).

CTyneHTBI TOJIKHBI:



3HATh: OCHOBHBIE CPEJICTBA M CIIOCOOBI oOecrieueHus: MH(POPMAIMOHHONW 0€30MacHOCTH;
TpeOOBaHUS K 3alUIICHHBIM ONEPALMOHHBIM CHCTEMaM; KPUTEPHUH OLEHKH 3((HEKTUBHOCTH U
HAJIC)KHOCTH CPEJICTB 3alUTHI OMEPAIMOHHBIX CHCTEM; NMPHUHIUIIBI OPTraHU3aluu U CTPYKTYpPY
MOJICHCTEM 3aIUThl omepannoHHbIX cucteM cemeiictB UNIX u  Windows; 3ammTHBIC
MEXaHHU3MBI H CPEJICTBA 00ECIIEYCHHS CETeBOM 0€30MacHOCTH; KPUTEPHH M METOJIbI OLICHUBAHUS
MexaHu3MoB 3amuThl (I1K-9).

yMeTh: OIICHUBATh dPGEKTUBHOCTH 3aIUTHI; BRISBIATH CIA00CTH 3aIUThHI OTIEPAIIHOHHBIX
CHUCTEM M HCIOJIb30BaTh UX JUISI BCKPBITHS 3alIMTHI; TUIAHUPOBATH MOJUTHUKY O€30MacHOCTU
OTEPAIMOHHBIX  CHCTEM;  TOJB30BAaThCA  CPEACTBAMH  3alllUTBI,  MPEAOCTABISEMBIMU
OTEpPAllMOHHBIMU CHCTEMaMU; MPUMEHATh CPEJICTBA AHTUBHPYCHOM 3alIUTHI M OOHApY>KEHUS
BTOPXKCHHI; TPUMEHITh 3allUIICHHBIE MPOTOKOJIBI, MEXCETEeBbIE DJKpaHbl U CpPEICTBa
oOHapy>KeHUs! BTOPKEHHM JIJIs 321U Thl HH(GOPMaLlMU B CETAX; MPOBOJIUThH aHAIHU3 U OLICHUBAaHUE
Mexanu3MoB 3amuThl (I1K-9).

BJIa/IeTh. HaBBIKAMHU TOCTPOCHHUS 3aIlUThl B OnepanuoHHbIX cucteMax Windows, Unix,
paboThl B PA3IMYHBIX OMEPANMOHHBIX CPENax; peamu3allfy CETEBBIX MPOTOKOJIOB C IMOMOIIBIO
IPOrPaMMHBIX CpPEJCTB; HaBbIKAMH HAaCTPOMKH MEXKCETEBBIX 3KpaHOB; METOIMKON aHau3a
cereBoro tpaduka (I1K-9).

4. O0beM AUCHUILIHHBI K BBl y4e0HOH padoThI
O0mas Tpya10eMKOCTh JUCLHUIUINHBI COCTABIET 3 3a4eTHbIe equHuIbI (108 yacos).
4.1. O0beM IMCHMILIMHBI H BUABI Y4eOHOI padoThI 110 04HOI (popme 00yUeHHS.

Bup y4eOHoii padoThI Beero Cemectper

4yacoB/3.e. 6

AyauTopHbIe 3aHATHS (BCEro) 72/2 72/2

B ToMm uncne:

Jlexruu (JI) 18/0,5 18/0,5

[TpakTuueckue 3anstus (I13) - -

Cemunapsl (C) - -

JlaGopatopusbie padotsl (JIP) 54/1,5 54/1,5

CamocrositesibHas padora cryaeHToB (CPC) (Bcero) 36/1 36/1

B Tom umcne:

KypcoBoii mpoekt (pabora) - -

PacueTHO-Tpadmyeckue paboThI - -

Pedepar - -

Jlpyeue 6uovt CPC (eciu npedycmampusaromcs,

npugooumcs nepevens uoos CPC)

1. CocTaBiieHye mIaHa-KOHCIIEKTa 15/0,42 15/0,42

2. BrimonneHne caMoOCTOATENBHBIX 3aaHUH 14/0,39 14/0,39

2. IToaroroBka K 1a00paTOpHBIM paboTam 7/0,19 7/0,19

dopMa NpOMEKYTOYHOU aTTECTALUN: + +

3aver

O0mas Tpy10eMKOCTh 108/3 108/3




5.1. CTpykTypa IMCHUNIHHBI 1JIS1 04HOH (pOPpMBbI 00yUeHH s

5. CTpykTypa ¥ coaep:kaHue TUCHUIIMHBI

Buabi yueoHoii padoTsl,

DopMbI TEKYyLIET0

BKJIIOYAsl CAMOCTOSITEIbHYIO KOHTPOJIA
Hexeunst U TPYAOEMKOCTh(B Yacax) ycrneBaeMoCTH
Ne (no Hedenam cemecmpa)
Pa3znen AMCcUMILIMHBI | CeMECT
n/n a dopma
P J |cm3| JP | CPC | npomexyrounoii
aTTecTALMH
(no cemecmpam)
6 cemecTp

1 |TloHsATHE OneparoHHBIX
cucteM. OCHOBHEIC
MEXaHU3MBbI 1-4 4 - 10 7 OO6cyxaeHne JoKIaI0B
(GYHKIMOHUPOBAHUS
OTICPAIIIOHHBIX CHCTEM.

2 |TeopeTnueckre OCHOBBI
3aIUThI OTIEPAIIMOHHBIX
cucrem. O630p MeTo0B 5-9 4 - 12 7 [TucbMenHslit onpoc
HECaHKI[MOHUPOBAHHOTO
JOCTYyTIa K
OTICPAIIMOHHON CHUCTEME.

3 |OcHOBHbIE MEXaHU3MbI OOcyxIeHne T0KIaI0B,

i 10-14 4 - 12 7

samutel B OC Windows. TECTUPOBAHHE

4 |AaMHHHUCTPUpPOBaHUE
ceTel nepeaadyu
JaHHEIX. 3anuTa
ONEepallMOHHOM cucTeMsbl | 15-18 2 - 10 7 OO6cyxaeHue JOKIIaI0B
B ceTH. CiryXO0bl
KaTaJIOrOB.
ActiveDirectory.

5 |OCHOBHEBIC MEXaHU3MBI
sanmtel B OC Linux.
Crcremsr MaHHa.THOH 19-21 4 - 10 8 KonTponbHas pabora
3aIUTEIL. SELinux.
3amuTa ONepanoOHHON
CHCTEMBI B CETH.

I |Tpomexyrouras 22 + 3auet B (hopMme TecTa
aTrTecTanus
HUroro: 18 - 54 36




5.2.C0;[ep>lcanne pa3aejaoB IMCHUIIJIHHBI «be3onacHocTh ONMmepanmuOHHBIX CUCTEM», 06p330BaTeHLHBIe TE€XHOJO0THHA

JleKIMOHHBIH KYpC
TpynoeMKkocTh dopmupyembie
Ne HaumenoBanue | (4achl/3a4. e.) Conepikane komnereHuun/ | Pe3yabTaThl 0OCBOCHHMS Oo0pa3oBarteibH
n/n | TeMbl AUCHUILIMHBI 0®0 TPYAOBbIE (3HATB, yMeTh, BJIa/IeTh) | ble TEXHOJIOTUH
byHkumnu
Tewma |TTousatue 4/0,11 OO0masa XapaKTepUCTUKA I1K-9 3HAaTL: OCHOBHELIE ITOHATHI | Crala-IeKIuu
1. |omepalOHHBIX ONEPALIMOHHBIX CUCTEM; Ha3HAUCHHUE TEPMUHBI B obnactu
cucteMm. OCHOBHbBIE U BO3MOXHOCTH CHCTEM KIIOHA OTepaIOHHBIX CHUCTEM,
MEXaHU3MBbI UNIX, cucrem rpymnnsl Windows; OCHOBHBIE MEXaHU3MBI
(YHKIIMOHUPOBAHUS unrepdeiric OC ¢ monap30BaTEISIMU; (YHKIIMOHUPOBAHUS
OTIepaITMOHHBIX JINaJIOTOBbIE u MaKEeTHBIE OMEPALIMOHHBIX CUCTEM.
CHCTEM. UHTEPEHCHI; yIpaBJICHHE Ymern: OpraHu30BaTh
pecypcamy; yIpaBieHUE CBOKOCAMOCTOSITENIHY O
poLeccCopamMu; yIpaBiieHUe paboty o U3YYECHUIO
MaMSITBIO; yIpaBlieHUE OCHOBHOM u
YCTpPOMCTBaMU. JOTIOJTHUTETbHON
[paiiBeppl BHEIIHUX  YCTPOMWCTB; JIATEPATyPHL.
GaiioBble  CHCTEMBI; YIpaBJICHHE Banapers: HaBbiKaMu cOopa U
nporpaMMamu: TIOHSITHE aHanm3a uHpopManuu
IPOrpPaMMBl, OpraHu3arus
JTUHAMHYECKHX M CTaTHYECKUX
BBI30BOB, B3ammogeiicteune OC ¢
nporpaMMaMd ¥ OTJIAJYUKAMH;
BUPTYaJbHbIE MIPOrPaMMBbl;
yIpaBlieHUuE IIPOLIECCaMHU:
COCTOSTHUS MIPOLIECCOB,
CHHXPOHM3AIMS TIPOIECCOB, OOMEH
COOOIIEHUAMU, CTpaTeruu u
JUCITUTUTAHBI TUTAHUPOBAHWSI,
HaCJIeJOBaHHE PECYpPCOB, TYMUKOBBIE
CUTYaIl1H.
Tema | Teopernueckue 4/0,11 OCHOBHBIE TEPMHHBI 0O€30MACHOCTH I1K-9 3HaTh: TEPMUHBI Jlexumu-6ecepl,




2. |OCHOBBI 3aIIUTHI omnepanroHHbIX cucteM. OOpaboTka 0e30IMmacHOCTH paboTa B MaJTbIxX
OTIepaIMOHHBIX UCKITIOYCHUH, COXpaHEeHHE u OTIepaIMOHHOMI CUCTEMBI, rpymnmnax
cucrtem. O630p BOCCTAHOBJICHHE MIPOLIECCOB; [Tonstue
METOJIOB OpraHu3aIys YIpaBICHUsS TOCTYIIOM HECaHKIIMOHUPOBAHHOTO
HECaHKIIMOHUPOBAH u 3anuThl pecypcoB OC; OCHOBHBIE JoCTyna K OIEpalMOHHOMN
HOTO JIOCTYyTIa K MEXaHHU3MbI OE30MMACHOCTH. CUCTEME, OCHOBHBIC MOHSITHS
ONEPALMOHHON HecaHKnmoHMpOBaHHBIN JIOCTYII. aIMUHUCTPUPOBAHUSA
CUCTEME. OKCILIOHNT. PyTkurt. Bupyc. OTIEPAIIMOHHBIX CUCTEM.

TposHCKHI ~ KOHb. Y Ial€HHBIN Ymers: OpraHu30BaTh
JOCTYI. «3epo-Idil»  YA3BUMOCTH. CBOIOCAaMOCTOSITENILHY IO
[enn-xkoapl. paboty 1o U3Y4YEHHUIO
ITonp30BaTenu. JuckpennonHoe OCHOBHOU u
paszeneHue paoctyna. MaHpaHTHas JOTIOTHUTEIHLHOU
nonuTUKa.  MaTpuibl  JocTyma. JTUTEPATYPHI.
Cpenctaa u METO/IbI Baanern: HaBBIKAMH
ayrentuuxkarmu B OC, wmonenu aJIMMHUCTPUPOBAHUS
pasrpaHuYeHuUs JIOCTYTIa, OTIEPAIIMOHHBIX CUCTEM.
OpraHu3anusi ¥  HCIOJb30BaHUE
CPEJICTB ayauTa.
AnmunuctpupoBanue OC: 3amaun u
MPUHIUIIBI CONPOBOXKACHUS
CUCTEMHOI'0 MPOrPaMMHOTO
oOecrieueHus, reHepanus,
HacTpoOMKa, U3MEpEHHe
MIPOU3BOAUTENHHOCTH u
Monudukanus cUCTEeM, YyNpaBieHHE
6e3onacHocthio OC.

Tema|OcHOBHEIE 4/0,11 Ocnosnble mpuHnunbl OC Windows. [1IK-9 3uartb: nonsatue SID, RID, Jlekuusi-

3. |MexXaHU3MBbI 3aIUThI [TnanupoBanue paspeptbiBanus OC (alIOBBIC CHCTEMBI. BHU3yaJlA3aIus,
B OC Windows. Windows. DBomIoLUs TEXHOJOTHIA ¥Ymernb: passepreiBath OC| KOJUJIEKTUBHOE

pasrpanunuenuss gpoctyna B OC Windows, oOpraHu3oBBIBaTh o0yueHue
Windows. pasrpaHUYeHHe JOCTyTa.

ITone3oBarenu B Windows. [Toustue

Baagern: HaBBIKAMHA




SID, RID. Anroput™m reHepauuu
SID. JlenernpoBaHue MOJTHOMOYHNH.

aJIMMHHUCTPUPOBAHUS
JMCKOBBIX PECYPCOB.

Pa3nenenune JIOCTyTA.
AJIMUHUCTPUPOBAHUE JVCKOBBIX
pecypcoB.  DailioBble  CHUCTEMBI
Windows.
Tema | AnMuUHHCTpPHPOBa- 2/0,055 bpaammaysp Windows. CerteBble I1K-9 3HaTh: noHaTHe U TepMuHbl| I[IpoOremHbIe
4. |HHe ceTeil mepenaun texuosjornu Windows. SMB. Net CETEBBIX TEXHOJIOTHH, JICKIHH,
JaHHBIX. 3alluTa Bios. KoHTponp moakmoYeHHH K KJIaCCU(UKALIUIO CeTeH,| MHTEPaKTHUBHOE
OllepalMOHHON OC.  TexHonoruu  yZJaJIEHHOTO OCHOBHBIE IIPUHLIMAIBI|  3JIEKTPOHHOE
CUCTEMBI B CETH. moctyna k OC Windows. Turbr ActiveDirectory. oOydJeHne
CiyxOBbl KaTanaoros. CeTEH. YMmern: OCYLIECTBIIATH
ActiveDirectory. OcHOBHBIE MPUHITUTIBI Active anpecaruio B cersx TCP/IP,
Directory. lomen. Jlec. MaTerpanus pabotath co cmyxO0o0il u
Active Directory ¢ DNS. Ilomutuku npotokoioMm DNS, paborats
0€301acHOCTH. KonTpomnepst C YTWIUTaMH TECTHUPOBAHMS
nomeHa. Ponm Macrepa oneparuil. paboTHI CITyKOBI.
ITaponbHbIE MIOJINTUKH. Baapers: METOlaMU
[enernpoBanue MIOJIHOMOYHIA. KOHTPOJIS JOCTYITHOCTH
Hacnenosanue ITOJTHOMOYMH. (GalnoBBEIX  pecypcoB u
YpoBHHU 0BEpUSL. yIpaBiieHus: 0€30MacCHOCTHIO
OOIIMX CEeTEeBBIX PECYpCOB,
HaBbIKaMU
aIMMHHACTPUPOBAHUS CETEH.
Tema |OcHOBHBIE 4/0,11 OcuoBuble npuHuunel OC Ha 0aze I1K-9 3HaTh: ocobennoctu| IIpoGremHbIe
5. |MEXaHU3MBI 3alIUThI anpa Linux. [InanupoBanue OIIepaIlMOHHBIX CUCTEM JIEKLUH,
B ocC Linux. paszsepteiBanust OC Ha 0Oaze sjapa cemeiictBa Linux, MNOHATHE| MHTEPAKTUBHOE
Cucremsl Linux. Kiaccuueckue MexaHU3MBI npoliecca, kaHajna, (pailioBoii| 3JIEKTPOHHOE
MaHJaTHOM 3aIlMTHI. 3aIUTHI. cUCTeMBbl, (aiima aynuTa, oOyudeHue
SELinux. 3ammura [Tonb3oBarenu u rpynmsl B Linux. MaHJIaTHOM 3aIUTEL.
ONEepalOHHOU Paznenenne  nmoctyma.  Ilonarue YMeTh: OpraHu30BbIBATH
CUCTEMBI B CETH. nojb3oBarened M rpynn B Linux. pasrpaHu4YcHHE JocTyna,
ITonsitue ID. Knaccuueckas cxema paboTtath c CETEBBIMU




pasznenenus — OOCTyIa. ITonsarue
BJIAJICIIbIIA. HacnenoBanue
IMOJTHOMOYHH.

CucrteMbl ~ MaHIATHOM  3alllUTHI.
OcuoBuple  mpuHmunel  SELinux.
[TpuHuuMIBI COBMEIIECHUS
KJIACCUYECKON CUCTEMBI pa3IeiICHUS
JOCTylla C MAaHJATHOM 3allUTOM.
Orpannvenns SELinux. Awnanoru
SELinux.

MexaHu3MBbl N30T
HCIIOJHIEMOTO Koja B Linux.
Bupryanuzanus. Konrelinepsr.

3oubl. M3onsnus koga Ha YpOBHE
noin3oBartensd. M3oisums koma Ha

YPOBHE s/Ipa.
MexaHu3MEbI 3alllUThl OAHHBIX B
Linux.  ITlomstne  mmdpoBanus

nmanHeix.  ludpoBanus  ypoBHS
otaenbHbIX (aiinoB. Iludpoanue
HAa ypoBHE (ailJIOBOM CHCTEMBI.
Ceprudukatel u kiatoun. PesepBHOe
konupoBanue. CHUMKH (HallI0BBIX
cucteMm. XXypHanupoBaHue.

3ammura OC B cern. CereBoe
B3aumozeiicteue ¢ OC. IIpoTokosbl
yaaneHHoro  gocrymna.  CereBble
skpanbl. [lpuHnunel  QuibTpanuu
ceteBbix nakeToB. [PTables.

bubTpaMu.

Bianers: HaBbIKaMu pabOTHI
c oObekramu  (hailioBor
CHCTEMBI.

Hrtoro

18/0,5




5.3.IIpakTn4yecKue U CeMUHAPCKHE 3aHATHS, X HANMEHOBaHMe, COAePKAHNE U
o0LeM B yacax
Y4eOHBIM MJIaHOM HE PEAYCMOTPEHBI.

5.4. JlabopaTopHbIe 3aHATHS, X HAMMEHOBaHHe M 00bEeM B Yacax

Ne Ne pa3nena HaumenoBanue O6bem B yacax/
n/n JMCIUATLINHBI Ja00paTopHBIX padoT TPYA0EMKOCTH B 3.€.
[TonsiTue Omnpenenenre OCHOBHBIX yTpo3
OTIEPALIMOHHBIX CHUCTEM.|HH(OPMAIIMOHHOH 0€30acHOCTH B 4/0,11
OcHOBHBIE MEXaHHU3MbI | KOMIIBIOTEPHBIX CUCTEMAX.
1 (GYHKIIMOHHPOBAHUS Pe3epBHoe konrpoBaHue oOpasa
OINIEPALMOHHBIX CUCTEM. |CHCTEMbI U BOCCTAHOBJICHHUE
OTIEpPALMOHHOIN CUCTEMBI, IPUIIOKEHUH, 6/0,17
JUYHBIX TapaMeTpoB U (aiiIoB Ha
KOMIIBIOTEPE.
Teopetnueckue ocHOBBI|Opranusanusi KOHCOJIU 4/0.11
3alIUThl omnepanoHHbIX |agMuarcTpupoBanis B OC Windows ’
cucteM. O630p METO/I0B| ApXUBHUPOBAHUE U BOCCTAHOBJICHHE 4/0.11
, |HECAHKUMOHMPOBAHHOTO| IAHHEIX ’
A0CTyma K|3ammuTa aiiinos ot
OIEPAIIHOHHON HECaHKLMOHUPOBAHHOTO JJOCTYyTA C 4/0.11
CUCTEME. MTOMOIIIBIO APXUBATOPOB U CPEJICTB ’
MSOffice.
OcHoOBHBIE MeXaHU3Mbl| MOHUTOPHHT, ONTUMHU3ALUS U Ay TUT
. 4/0,11
3aIATHI B OC|OC Windows ’
Windows. QailsioBas cCTEMa U IIpaBa JocTyna 4/0,11
3 I/I33U/quHe KOMaHJ J71s1 paboThI C 200,055
daiinamu
N3yuenne komann amst paboThI ¢ 200,055
JICKaMH
AJMUHUCTPUPOBAHUE Omnpenenenne KOHGUTYpAITUN U
cere nepefadd| TECTHPOBAaHHE pabOTOCIOCOOHOCTH 4/0,11
JTaHHBIX. 3amuta| mnporokona TCP/IP B OC Windows.
4 |omepanmoHHOU
CHCTCMEL B CCTH.| Apanu3  CTENeHW  3allUIIEeHHOCTH
Ciryx0bI KaTaJIoroB. |ceppepHOii OMIEPAITMOHHON CHCTEMBI. 6/0,17
ActiveDirectory.
OcHoBHbIe MexaHU3MbI | MccnenoBanue GaitioBbIX 0OBEKTOB C 2/0.055
sanmtel B OC  Linux.|mpaBaMu NOJIb30BaTEIs ’
Cucrempl  MaHpaTHOU | [IeTanmpHOE HcciaeI0BaHNE (ailiioBOH 2/0.055
3aIUTHI. SELinux. | cucremb EXT2FS ’
5 |3ammra OneparoOHHON | BocCTaHOBICHHE JAHHBIX POrPAMMHBIMU 2/0.055
CHCTEMBI B CETH. cpenctBavu OC Linux ’
AJIMUHUCTPUPOBAHUE ONIEPAITMOHHON
. 2/0,055
cucreMbl Linux
Hccnenoranwue mporeccoB B OC Linux 2/0,055
Hroro 54/1,5

5.5. IlpumepHasi TeMaTHKA KyPCOBBIX POEKTOB (PadoT)

KypcoBoii mpoekt (paboTa) yueOHBIM IUTAHOM HE TPETYCMOTPEHBI.




5.6. CamocTosiTeqbHAs1 padoTa CTY/IeHTOB

Coaeprxanue 1 00beM CAMOCTOSATEJIbHON Pa0OTHI CTYACHTOB

Paznennl u Tembl padoyeit
NMPOrpamMMbl CAMOCTOSITEIbHOTO
U3y4eHust

IlepeyeHb JOMaNIHUX
3aJaHUM U APYTUX
BOIIPOCOB /LISt
CaMOCTOSITEJILHOTO
U3y4eHust

Cpokn
BBINOJIHEHU S

Oo0bem B
qyacax/Tpya0eMK
OCThb B 3.e.

6 cemecTp

3aauu COBPEMEHHBIX
MH()OPMAIITMOHHBIX CUCTEM.

IlonsaTHe 3ammnieHHON
nH(popMallnoOHHOHU cucteMbl. CBoOMCTBa
3aIUIIEHHON NH(OPMAITMOHHOM
CHCTEMEL. MeTObI CO3HaHus
3aIUIIEHHBIX HHPOPMAIIMOHHBIX
CHCTEM.

CocrasiieHue 1iaga-
KOHCIIEKTA.

1-4nenens

7/0,19

[TonsiTre 6e30macHOCTH
WH(OPMAIIMOHHBIX CUCTEM B
HOPMATUBHBIX JOKYMEHTAaX.
Knaccudukanus 3amuimeHHocTi
(MexxayHapoHbie cTanaapThl). O030p
CBOMCTB OCHOBHBIX KJIACCOB.
[Tonutuka 6e30macHOCTH, (popmanbHOE
MIpe/ICTaBICHHUE MOJIMTUKOE301aCHOCTH.
Knaccudukanus u3bsHOB 3aIIUTHI
MOPa3MEIIEHUIO B BRIYUCITUTEIHHOM
cucteMe. OC kak cpefa HapyLIEHU I
6e3onacHocTr. KaTteropunusbsHoB
3amuThl B OC. [loHsITHE TOBEpEHHOTO
I10 onepanmonsbix cuctem, TCB.

Brinmonaenue
CaMOCTOSITEIILHBIX
3aJJaHUH.

5-9uenens

7/0,19

Tunel cyObEKTOB U OOBEKTOB 3aIIHTHI.
ATpuOyTHBHAS PUPOIA KOHTPOIIS
JOCTyTIa K 00beKTaM3anuThl. CIIUCKU U
3amucu KOHTpoJIs goctyna. [IpoBepka
noctyna. DpQpeKTuBHbIC MpaBa
JOCTYTIA.

Opranu3anys KOHTpoJIst 0€30MMacHOCTH
B OC Windows. [11aG10HBI
0e30macHOCTH. AHAIN30€30IIaCHOCTH C
IMOMOIILI0 aba0HO0B. [logcucrema
ayuTa.

3ammTa naHHbIX npu Xxpanenuu B OC,
EFS. 3ammura ganHbeix npu nepeaade,
noanepxkka VPN.

KonTpons nenoctanoctu B OC.
HenoctrocTh simpa OC.
OO0ecrieueHHuEeeT0CTHOCTH KOIa.
VYrpaBneHue y4eTHBIMU 3aMHUCSIMHU.
MaHaTHBIN KOHTPOJIb IIEJIOCTHOCTH.
W3oss1us MpUBHIETUI

IToaroroBka x
71a00paTOPHBIM
paboTtam.

10-14uenens

7/0,19




MOJIb30BaTEILCKOTO HHTEpdEiica.
3aluIIeHHbIC POLECCHI.
N30s11HYJIEBOM CECCHH.

OO0ecrieuenue 0e30IMaCHOCTH
cepBepHbIx npuwitoxeHuit OC. Cepsep
IIS, ero MexaHU3MBI3AIINUTEI. 3alIKTa
DNS. 3amura RDS (mmporokona
yAIEHHOTO paboyero CToa).

Brimmonaenue
CaMOCTOSATEILHBIX
3aJaHUMN.

15-18uenemns

7/0,19

udposanunedaiinosbix cucrem B OC
UNIX. 3amuiieHHbIe TEpMUHAIIBI.
Mexanusmsl RSBAC, GR Security.
[TpuMeHeHne MOAKII0YaeMBIXMOTYJICH
ayreHTudukaun PAM.

AHanu3 )XypHaJoB, yIIpaBJIeHUE UMHU
U3alMTa.

OunpTpanus Tpaduka.
Hcnonb30BaHNENPOKCHU-CEPBEPOB.
Texnonorun Open SSL,SSH.

3ananue KOHQUrypauuu
6e3omnacHocTH. Daitbl KOHPUTYPALIUH.
Hactpoiika 6e30macHOCTH cepBepa
Apache, moaynu, co3nanue 3aMKHYTOU
Cpenbl BBITIOJHEHUS. AHAIN3
ysizBuMocTeil Ha npumepe OC UNIX.

CocrasiieHue IiaHa-
KOHCIICKTa

19-21nenens

8/0,22

[IpomexyTouHas aTTecTalusl, 3a4eT

ITogroroska k 3auery

22 Henens

+

Hroro:

36/1

6.I1epeyeHnb yueOHO-MeTOANYECKOT0 O0ecTiedeH s IJIsl CAMOCTOSITeILHOI padoThI

00y4arouUXCcH Mo JUCHHUILVIUHE (MOLYJIIO0).

6.1. Meronn4yeckue ykazanusi (COOCTBEHHbIEe Pa3padoOTKH)

. Ueppanos, C.I. Hpentuduxauus W  yIOpaBleHHE  CIOXKHBIMH  OOBEKTAMU:
MaTeMaTUYeCKAE MOJICNH, WH(POPMAIMOHHBIE TEXHOJOTUH M KOMIUICKCHl MPOTpamMM
[DnexTpoHHBIH pecype]: yueOHoe mocobue / Uedppano C.I'., CanmeB A.3.; — Maiikom:
MI'TY, 2015. — 123 C. — Pexum JIOCTyTa:
http://lib.mkgtu.ru:8002/libdata.php?id=2100023696

6.2 JIutepatypa 1J51 CAaMOCTOATEIbHOMH PadOThI

BacunbpkoB, A. B. be3onmacHocTh M ympaBlieHHE JOCTYIIOM B HH(POPMAIIMOHHBIX
cucTeMax [DNeKTpoHHBINA pecypc]: yued. mocobue / A.B. Bacunbkos, U.A. BacuiabKkos.
— M.: ®OPYM: UHDPA-M, 2017. — 368 c. OBC «Znanium.com» — Pexxum nocrymna:
http://znanium.com/catalog.php?bookinfo=537054

Bmacos, 1O.B. AnvunuctpupoBanue cereii Ha tutargpopme MS WindowsServer
[Dnextponnslii pecype]/ FO.B. Bnacos, PunkoBa T.M. — M.: MHTepHeT-YHUBEpCUTET
Nudopmanmonnsix Texnonoruvi (MHTYUT), 2016. — 622 ¢. — OBC «IPRbooks» —
Pexxum noctyna: http://www.iprbookshop.ru/52219

I'muuackas, E. B. Hudopmanmonnas Oe3omacHOCTh KOHCTpYKIimid OBM u cucrem
[DnexTpoHHBI pecypc]: yuebHoe mocobue / E.B. I'mmuckas, H.B. UuuBapun. — M.:
HUHOPA-M, 2018. - 118 ¢. - DOBC «Znanium.com» -  Pexum
nocryna:http://znanium.com/catalog.php?bookinfo=925825

INonuapyk, C.B. AnmunanctpupoBanue OC Linux [Dnextponnsiit pecypc]/ C.B.I'onuapyk




— M.: Unrepuer-Ynuepcurer Mupopmarmonnsix Texunonoruit (MHTYUT), 2016. — 164
c. — OBC «IPRbooks» — Pexum gocryna: http:// www.iprbookshop.ru/52142

5. Kynreirmsa, O.JII.  AamuauctpupoBanue 0a3 mganabix. CYBJ MS SQL  Server
[OnexTponnblit pecypc]: yuebHoe mocoome/ O.Il. Kynrteirma — M.: MockoBckuit
(uHAHCOBO-NPOMBIIITICHHBIH  yHUBepcuTeT «Cuneprusi», 2012—- 232 c— DbC
«IPRbooks»— Pexxum moctymna: http://www.iprbookshop.ru/17009

6. Ha3zapos, C.B. CoBpeMeHHBIE ONepaIiiOHHbIE CUCTEMBI [ DTIEKTPOHHBIN pecypc]: yueOHoe
nmocobue/ C.B. HazapoB, A.M. IlupoxoB. — M.: HnHTepHET-YHUBEPCUTET
Nudpopmammonnsix Texnonormit (MHTYUT), 2016. — 351 c¢. — BBC «IPRbooks» —
Pexxum noctyma: http:// www.iprbookshop.ru/52176.html.

7. ®enotoB, E.A. AIMHMHUCTpUPOBAHHE MPOTPAaMMHBIX H HH()OPMAIIMOHHBIX CHCTEM
[DnexTponHbIit pecypc]: yueOHoe mocobue/ E.A.denoroB — benropoa: benaropomackuit
rOCyapCTBEHHBIM TexHoJormdyeckuil ynusepcurer uMm. B.I'. Illyxosa, 2012.— 136 c.—
OBC «IPRbooks» — Pexxum noctyna: http://www.iprbookshop.ru/27280

8. ®umunmoB, M.B. OmnepanuoHHbIE CUCTEMBI [DNEKTPOHHBIA pecypc]: ydeOHo-
Metoandeckoe nocooue/ M.B. ®ununmos, J[.B. 3aBesnos. - Boarorpan: Bonrorpaackmii
uHCTUTYT Omsneca, 2014. — 163 c. — DOBbC «IPRbooks» — Pexum npocryna:
http://www.iprbookshop.ru/56020.html

9. IHawerun, B. @. HuadopmanmoHHas O€30MaCHOCTh KOMIIBIOTEPHBIX CHUCTEM U
ceTel[ DnexkTpoHHBI pecypc]: yueOHoe mocobme/ B.®. Ilanbrun. — M.: ®OPYM:
NHOPA-M, 2017. - 416 c¢. — 3OBC «Znanium.com» - Pexum mocryna:
http://znanium.com/catalog.php?bookinfo=775200

7. ®OHA OUEHOYHBIX CPEeACTB /JIA NPOBeJeHHUs] MMPOMEXKYTOYHOH aTTecTauuu

o0yuyawumuxcs no fucuuiinie «be3onacHocTs onepanMoOHHBIX CHCTEM))

7.1. IlepevyeHb KOMIIETEHUMHA ¢ YKa3aHHeEM 3TanoB UX (popMUpOBaHHMSA B mpolecce
0CBOCHHUs 00pa30BaTEJIbHON MPOrpaMMbl

Jranbl

¢popmupoBanus
KOMIIeTCHIIUH HaumeHoBaHue y4eOHBIX JMCHMILINH, (POPMHPYIOIIHNX
(HoMep ceMecTpa | KOMIIETEHIMH B Ipolecce 0CBOeHHUs 00pa30BaTeIbHOM MPOrpaMMbl
COIJIaCHO y4yeOHOMY
TJIaHy)
ITK-9Cnoco0HOCTB BBIABJIATH OCHOBHBIE YTPO3bl Oe30nacHOCTH HHGOpManuu,
CTPOMTH M HCCIeI0BATH MO/JeJH HAPYIINTE/S] B KOMIIBIOTEPHBIX CHCTEMax

3 OcHOBBI HH(OPMAIIMOHHOH 0€301MacCHOCTH

6 be3zonacnocmb onepayuonnvix cucmem

9 bezonacHocTh MHOOPMAIMOHHO-aHATUTHICCKUX CUCTEM
6-8 ITpon3BoaCTBEHHAS (OpPraHU3aIMOHHO-TEXHOJOTHYECKAas) MPAKTHKA
11 [IpenaumioMHas mpakTHUKA

11 ['ocynapcTBEHHAass HTOrOBasi aTTECTALIMS




7.2.0nncanue nokasareJieil 1 KpuTepyeB OLCHUBAHUS KOMIIETEHIMI HA Pa3JIMYHBIX 3TAanax uX GOopMHPOBAHHS, ONNHCAHHME IIKAJbI OLlCHUBAHHSA

IInanupyemMble pe3yJbTaThbl 0CBOCHHS Kputepun oneHuBaHus pe3y1bTaTOB 00y4eHUs! HaumeHnoBanue
KOMIIeTeHIIUH OLICHOYHOI 0
HEYI0BJICTBOPHTEIBLHO | YI0BJICTBOPHTEIBHO | X0po1io | OTJIMYHO cpeacTsa

CHCTEMAaX

IIK-9Cnoco0HOCTH BbISIBJIATH OCHOBHBIE YIpo3bl 0e3omacHocTH I/IH(l)OpMaHI/IH, CTPOUTDB M HCCJIEA0BATH MOJC/IM HAPDYHIUTEIA B KOMIIBIOTEPHBIX

3HATH: OCHOBHBIE
o0ecreueHus

CpeacTBa H  CIOCOOB]

MH(POPMAIMOHHOM
0e30MacHOCTH;TPeOOBAHUS K 3alUIIEHHBIM
OTICPAIIMOHHBIM  CUCTEMaM;KpPUTEPUU  OIICHKH
A((HEKTUBHOCTU U HAIEKHOCTU CPEACTB 3aIUTHI
OTICPAIIMOHHBIX CUCTEM;IIPUHITUIIBI OPTaHU3aAIuU U
CTPYKTYpPY TOJCHUCTEM 3alllUThl ONEPAIIMOHHBIX
cucteM cemericte UNIX u Windows; 3alluTHEBIE
MEXaHU3MBbl M CpEICTBAa OOECIEUYEHUsI CETEBOM
0E30MACHOCTH;KPUTEPUN M METOJBI OICHUBAHUS]
MEXaHU3MOB 3aIllUTEL.

®parMeHTapHbIC 3HAHUS

Henonurle 3Hanus

CdopmupoBaHHEIE,
HO coJieprKaliue
OTJICIbHBIC
poOeIbl 3HAHUSA

CdopmupoBaHHbIE
CUCTEeMATHUYECKUE
3HAHUS

yMeThb: OImcHUBaTh 3(P(OEKTUBHOCTh  3aIUTHI;
BBISIBJISITH CJIaGOCTI/I 3alInUThI ONCpallOHHBIX
CHCTEM ¥ HCIONB30BaTh WX JUISI BCKPBITHUS
BAllUTHI;, IIJIAHUPOBATH IIOJIMTUKY 0€e30I1aCHOCTH
OTIEPALIMOHHBIX CHCTEM; MOJIb30BAThHCS]
CpeacTBaMu 3alIHTHI, MPE0CTABISIEMbIMY]
OINCpallMOHHBIMU CUCTCMaMHU, MIPUMCHATH
CpelCcTBa aHTUBUPYCHOM 3aIUTBI U OOHAPYKCHUS]
BTOp)KCHPIfI; MIPpUMCHATH 3alIUIIICHHBIC
MPOTOKOJIBI, MEXKCETEBbIE JKpPaHbl U CPEACTBA|
0OHapy KEHUS BTOP>KEHU I TUTSt 3alIUTHI
nH(pOpMallMd B CETSIX; NPOBOAMTH aHAIU3 W
OLICHUBAHHE MEXaHMU3MOB 3aIIUTHI.

YacTuuHble yMEHHUS

Henonuble ymenus

VYMeHUS MONHEIE,
JIOTTY CKaIOTCSI
HEOOJIbIIINE
OIINOKH

CdopmupoBaHHbIE
YMEHHUS

BJIQ/JIeTh. HaBbIKAMH TIOCTPOCHHUS 3alllUTHl B
orepariioHHbIX cuctemax Windows, Unix, pa®oTsl
B Pa3IMYHBIX OMEPAIMOHHBIX Cpelax; pealn3aluu
CETEBBIX MPOTOKOJIOB C MOMOIIBIO MPOTPaMMHBIX
CPE/ICTB; HaBBIKAMU HACTPOMKH MEKCETEBBIX

PKPAaHOB; METOJUKOMN aHaIn3a CETEBOr0 Tpa(1)I/IKa.

YacTHYHOE BlIaJCHUE
HaBBIKAMH

Hecucrematnueckoe
HpI/IMCHeHI/Ie HaABBIKOB

B
CUCTEMATHYECKOM
NPUMEHCHUU
HaBBIKOB
JIOTTY CKAIOTCS
poOeIbI

Vcenemnoe u
CHUCTEMATHUUECKOE
MIpUMEHEHNE
HaBBLIKOB

KOHTPOJIbHAsS
paboTa, TecTsl,
HHUCbMEHHBIN
OMpOC, TOKJIAIBI,
3a4eT




3HAaHHU

7.3. TunoBbie KOHTPOJIbHbIE 32JaHNSI U UHbIE MATEPHAJIbI, HEOOXOAUMBbIE JIS OLEHKH
i, yMeHMil, HABHIKOB U (WJIH) ONbITA JAeATEJbHOCTH, XAPAKTEPU3YIOUIUX ITalbl

(opmMupoBaHusI KOMIETeHIIHII B Mpolecce 0CBOCHUsI 00pa30BaTe/bLHON MPOrPaMMbl

1

2
3
4
5
6.
7
8
9.
1

Ilepeyennb noxk1a10B 10 TeMe «IloHATHE ONEPALIMOHHBIX CHCTEM»
.OcHOBHBIE 3371241 ¥ PUHIUTIEI aaMuHECTpUpoBaHus OC.
. Co3nanue noMaiHei ceru.
. UcTopust coznanust 1 pa3BUTHUS ONEPALIMOHHBIX CUCTEM.
. Pa3HOBUAHOCTHU ONEPAlIMOHHBIX CUCTEM.
. OCHOBHBIE BO3MOKHOCTH COBPEMEHHBIX ONEPAI[IOHHBIX CHCTEM.
OCHOBHBIE IPOU3BOAUTEINN ONEPALUOHHBIX CUCTEM.
. OcHoBHbIE MexaHu3Mbl (pyHKIHOHUpoBaHUs OC.
. YcraHOBKa ornepaioHHbIX cucteM Linuxu WindowsHa BUPTYaIbHYIO MAIlIMHY.
OcHoBHble TepMuHBI 6e30macHocTr OC.
0. bazoBas HacTpoiika OCHOBHBIX crcTeM Oe3omacHocTr OC.

Bonpocel o teme «Teopernueckue 0cHOBBI 3a1IUTHI OC»

1. OxapakTepusyite HHOOPMAIUIO U €€ CBOHCTBA.

2. Uro gBiseTCS MPEIMETOM B 00BEKTOM 3aIIUThI HHPOpMALUU?

3. Uewm onpenensieTcst ieHHOCTh HHGopMaruu? [IpuBeaute kinaccupukaimio
KOH(HUIESHIINATbHON HH(pOpMAIUH.

4. OxapakTepu3yiTe CBONCTBA JOCTOBEPHOCTH M CBOCBPEMEHHOCTH HH(POPMAIIHH.
5. Haiite onpenenenus napopmaimonnoi o6e3onacaoctu ACOU u monmuTuku
nH(pOpMaITMOHHOM 0€30MMaCHOCTH.

6. Uro nmoHMMaeTcs o yrpo3oi uHpopmanuu? HazoBute pa3sHOBUAHOCTH yIpo3
nHpopMmanuu.

7. [IpuBenute knaccuukanuio yrpo3 HHGpOpMaIum.

8. Kakne ocHOBHBIE HANpPaBIIEHNUsI U METO/IbI pEATU3alliy YyIPO3 BaM U3BECTHBI?

9. [NosicHuTe KIIacCH(PUKALNIO 3710y MBIIIJICHHUKOB.

10.  OxapakTepusyiTe NPUUYUHBI U BUJIbI YTEUKH HHPOPMAIIIH.

11.  Ha3oBure u mpuBeauTe NMPUMEPHI KAHAIOB YTEUKU HHPOPMAIUH.

12. OxapakTepu3yiTe MoIX01bI K 00€CTICUCHUIO KOMITBIOTEPHON O€30MacHOCTH.

13.  Ilepeuncnurte OCHOBHBIE U BCIIOMOTaTEIbHbBIE CEPBHUCHI O€30MIaCHOCTH, JaiiTe NX
KJIaCCHU(PUKALIHIO.

14. JlaiiTe XapaKTepUCTUKY TPy TPeOOBAHUHN K CUCTEME 3alUTHI.

15.  Ilepeuncnure OCHOBHBIC TPEOOBAHUS K 3aIIUTE KOHPUACHIIMAIBHOW HH(POPMAIIUH.
16. [lepeuncnure ocHOBHBIE TPEOOBAHMUS K 3AIIUTE CEKPETHON MH(OPMAIIHH.

17. OnummTe OCHOBHBIC pa3audus TpeOOBaHUM U MexaHW3MOB 3anuThl 0T HC/I ais
KOH(UISHITNATEHON U CeKPETHON HHPOpMAITUH.

18.  ChopmynupyiiTe ciicok (PyHKINOHATBHBIX AEPEKTOB C TOUKH 3PEHUS 3alIUTHI B

ucnoiaszyemoit OC.
19. Kaxkue snementsr 6e3omacuoctu cogepxut OC Windows NT?
20. Hazosure anementsl 6e3omacuoctu OC UNIX?

21.  Oxapaktepusyiite anmemenTsl 6e3onacHoctr OC NovellNetWare? [Ipusenure
oIpeziesIeHUE MOHATUH "TpoToKoIMpoBaHue" U "ayuT".

22.  Hasosure 3a1a4u, peaau3yeMble IPOTOKOJUPOBAHUEM U AyAUTOM.

23. JlaliTe XapaKTepUCTUKY 3a7a4d aKTUBHOT'O ayIMTA.

24.  JlaiiTe XapaKTepUCTHKY CUTHAaTyPHOTO METOJa aKTUBHOI'O ayIUTa.

25.  OxapakrepusyiTe (pyHKIIMOHAIbHBIE KOMIIOHEHTBI aKTUBHOTO ayIUTA.

15



Ilepeyens nokiaanos no reme «Mexanuzmel 3amuTbl B OC Windows».

OcHoBHBIE QyHKIUH U 33124k aaMuHuctparopa OC.

OcHOBHBIE MHCTPYMEHTAJIbHBIE CPE/ICTBA IPUMEHsieMble JuId aaMuHucTpupoBanus OC.

OCHOBHBIE 33/1a4¥ 10 YIIPABJICHUIO YUYETHBIMHU 3aIIUCSAMU MOJIb30BATENEH U X peaIU3alys.

Bubl pezepBHOro KONUPOBaHUS.

OcHoBHbIe 3Tan coopku sapa Windows.

Metoap! nononHuTeNnbHOM 3amuTel OC.

WHCTpyMEHTBl aJMHHUCTPUPOBAHUS TIOJb30BaTeNed B jpomeHax Microsoft(rpadudeckue

YTUJIMTBI, yTWINTBl KOMAHIHOMN CTPOKH).

8. I'pynmbr 6e3omacHocteil B ceTsix Microsoft. Tumbl rpynn Oe3onmacHOCTEH, MX Ha3zHAYEHUE.
BcerpoenHnsle rpynibel 6€300aCHOCTH, UX Ha3HAYEHUE.

9. HHCTpyMeHTHl aJAMHUHUCTPUPOBAHUS TpynmnamMu Oe3omacHOoCTH (Tpaduyeckue YTHINTHI,
YTUIMTHI KOMaHIHON CTPOKH, IPOrpaMMHBII HHTepdeiic).

10. OGecnieuenne wuHDOpManMOHHONW Oe3omacHOCTH B ceTsx Microsoft: ayreHTHdUKanus,
pasrpaHUYeHHE JIOCTyIlA, IPYNIOBbIE MOJUTHKU. WHCTpyMEHTBl aHanu3a W YIpaBJICHUS
0e30macHOCThIO B ceTax Microsoft.

11. Ayrentudukanuss B pacrnpeneneHHbix cucremax. Cxema Kerberos, nprMeHeHHe cxembl
Kerbeross nomenax Windows.

12. Vnpasnenue JO0CTyNOM K AaHHBIM. CIIUCKHU IIpaB 10CTyNa K 00BbEKTaM ONEPalMOHHON CUCTEMBI,
ylpaBJleHHe JOCTYIIOM K (aiinam M Karanoram (rpauyeckue yTHWINTBI, YTWINTBl KOMAaHJHON
CTPOKH).

13. I'pynnoBble  MOAUTUKM, GYHKIMHM M Ha3HaueHus. OOBEKTbl TIPYNIOBOW  MOJUTHUKH.
Hcnonb30BaHue rpyninoBbIX NOJUTHK IS 3334 aJMUHUCTPUPOBAHHUS.

14. Co3nanne M pemakTHpOBaHHE OOBEKTOB TPYMIIOBON MOJIUTUKU. MHCTpYMEHTHI ympaBieHUs
IPYIIOBBIMH ITOJTUTHKAMH.

Nk =

IIpumep TecToBOrO0 3a1anusi o Teme «Ciyx0bl katanoros. Active Directory»
1. Ykaxurte QpyHKIHUIO, KOTOPAs He BHINOJHAETCS CJIYy:K00i KaTanoros?
a) LEHTpaIU3alus;
b) Bupryanuzauus;
C) MacumTadupyeMocCTh.
d) crangapruzanusi.
2. CkoJIbKO 00BEKTOB MOJ/IeP:KUBaEeTC B O/IHOM JJ0MeHe KaTaJiora ActiveDirectory?
a) YHCIIO HE 3aBUCHUT OT IPOU3BOJUTEIBHOCTH CEPBEPA, XPAHSIIEr0 YUCTHBIC 3aIIHCH;
b) necaTs;
C) MATHACCHT;
d) orpaHnveH TUIIOM MPUMEHIEMOTO MUKPOIPOIIECCopa cepBepa.
3. Kakoii npotoko;s mno3BojisieT o0ecnevynBaThL MeXaHM3M CBsi3uM Karajgora Windows c
APYrMMH KaTAJIOTaMM HA NpeanpusaTuu?
a) ARP;
b) MCYR;
c) LDAP;
d) TWES.
4. YkaxuTe OTCYTCTBYlIOIee KJOUYeBOe NMpenMyniecTBo cyx0bl Active Directory Windows
Server 2003:
a) eIuHas perucTpalus;
b) neneHTpanM30BaHHBIN KaTajor;
C) JelerupoBaHHOE aJIMUHHCTPHPOBAHUE;
d) uHTerpupoBaHHas 0€30MaCHOCTb.
5. Kak Ha3bIBaeTcs eAnHas 00J1aCcTh, B NIpeJeiax KOTOPOii ofecnieyuBaeTcs 0€30MaACHOCTH
JAHHBIX B KOMNIbIOTePHOIi ceTu noja ynpasjiennem OC Windows?
a) o0macTep;
b) paznemn;
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c) (QparmeHr;

d) nmomen.

6. B Active Directorykaskablii cepBep Bceriaa coaep;KuT He MeHee KOHTEKCTOB HMeH?
a) JAByX;

b) Tpex;
C) UeThIpeXx;
d) marm.

7. Kak nHa3pIBaeTcsi coco0d co31aHUsI NMPAMBIX JI0BEPUTEIbHBIX OTHOLIEHUH MeXKIY JABYMS
JA0MEeHAMH, KOTOpble MOTYT OBITH Yy:Keé CBSI3aHbI LENOYKOil TPAH3MTHUBHBIX I0BEPHii, HO
HYKIAI0TCsl B 00J1ee ONMepaTHBHOM pPearnpoBaHUH HA 3aNPOCHI APYT OT Apyra?
a) JOBEpHE K COKpAIICHHUIO;
b) nosepue k chepe;
C) JOBepHeE K Jiecy;
d) moBepue K BHEUIHEMY JJOMEHY.
8. Kak Ha3pIBaeTcsl 0IHO MJIH HECKOJIBKO [lepeBbeB, KOTOPbIe He 00pa3yIoT HeNPepPbIBHOTO
NPOCTPAHCTBA UMEH?
a) cailr;
b) KoHTelHEp
C) ;JIOMEH;
d) nec.
9. Kakmue cerMeHTBI coep:KUT pa3ae Active Directory, Ha3bIBaeMblil KOHTEKCTOM
HMEeHOBaHMsA?
a) pasjen IOMEHa Karajora;
b) pa3gen KOHPUTYypaluy KaTalora;
C) pa3fen JepeBa KaTayora;
d) pasmen rmobanbHOTO KaTanora,
€) pa3aensl yIaleHHBIX KaTaloroB.
10. Kak na3piBaercsi 00J1aCTh CETH, I'/le BCe KOHTPOJLJIEPHI 10MEHA CBA3aHbI OBICTPHIM,
HEIOPOTUM M HAeKHBIM CeTeBbIM MOAKJIIYeHneM?

a) caur;

b) koHtelHep
C) ;JIOMEH;

d) unec.

Ilepeuyens 10KJI210B 110 TeMe KAIMHHUCTPHPOBAHHE ONEPALHOHHBIX CHCTEM
cemeiictrBaWindows».

OcHoBHBIE QyHKIIUH U 331324k agmuHuctparopa OC.

OCHOBHBIE HHCTPYMEHTAJIBHBIE CPEJICTBA, TPUMEHsIeMble i anMuHucTprupoBanus OC.

OCHOBHBIE 32/1a41 TI0 YIIPABICHUIO YUYETHBIMH 3aITUCSIMU TI0JIb30BaTENeH U UX peann3aiusi.

Bunsl pe3epBHOTO KOIMUPOBAHHUS.

OcHoBHbIe 3Tan cOopku aapa Windows.

Mertoasl gononHuTenbHON 3amuThl OC.

WHCTpyMeHTBl aIMHHHUCTPUpPOBaHMSA IoJb3oBaTesnell B JoMmeHax Microsoft(rpadpuueckue

YTUJINTHI, yTHJINTHl KOMAHIHOMN CTPOKH).

8. I'pymmer GezomacHocTeil B cersix Microsoft. Tumbl rpynm Ge3omacHocTel, WX Ha3HAYCHHE.
Bcerpoennsie rpymniiel 6€30MaCHOCTH, UX Ha3HAUYEHHE.

9. VIHCTpyMEHTHl aJMHHUCTPUPOBAHMSA TpyHIaMu Oe30MmacHOCTH (TpaduyuecKue YTHIUTHI,
YTUIMTHI KOMaHIHOW CTPOKH, IPOTPAMMHBII HHTEpQEIic).

10. OGecnieuenne wuHPOpMAMOHHON Oe3omacHOocTH B ceTax Microsoft: ayreHTudukanus,
pasrpaHMYeHUE [OCTYIA, TPYIIOBBIC MOJUTUKUA. VIHCTPYMEHTHl aHalu3a W YIpPaBICHHUS
6e30macHOCThIO B ceTsax Microsoft.

11. Ayrentudukanus B pacnpeneneHHbIXx cucremax. Cxema Kerberos, npumeHeHHe CXEMbl
Kerbeross nomenax Windows.

NV AE WD =
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12. Ympasnenue npoctynoM K pAaHHbIM. CHHCKHM MpaB JOCTyna K OOBEKTaM OINepaliMoHHOMN
CHCTEMBI, YIIpaBJI€HHE JOCTYNOM K (aiinam M karanoram (rpaduyeckue yTUIMTBI, YTUIUTHI
KOMaH/IHOHM CTPOKH).

13. I'pynnoBsle NOAMTHKM, (yHKIMH U Ha3HadeHus. OOBEKThl TIPYNIOBOM  IOJUTHUKU.
Hcnonp30BaHue rpynnoBbIX NOJUTHK I 331324 aJMHUHACTPUPOBAHH.

14. Co3ganne M peJakTHPOBaHUE OOBEKTOB IPYNIOBOM MOJUTUKU. MHCTpyMEHTHI yIpaBieHUs
IpYNIIOBBIMH MTOJUTHKAMH.

Kounrposabnas padora no teme «Mexanusmbl 3amiuTsl B OC LINUX»
«Ilpasa oocmyna k ¢aiinam u ynpagnenue umu ¢ Linuxy.

Llenbio mpoBeAeHUsT KOHTPOJIBHOM pabOTHI SBISETCS BBISBICHUE YPOBHS 3HAHHWHA IO TeMe
«TpaBa J1ocTymna K Qaiinam 1 ynpaieHne uMm». CTyIeHTbI BBIIOIHSIOT 3a/1aHUE, COIEpIKallee psil
BOIIPOCOB, CBSI3aHHBIX C YIPABJIECHUEM MPaBaMHU JOCTyMA.

IIpumep KOHMPOALHO2O 3A0AHUSL.

1. VkaxuTte OOBEKT OMEpamMoOHHON cUCTeMbl Linux, B KOTOpPOM XpaHHTCS HH(pOpMaIus o
IpaBax J0CTymna K ¢aitny.

2. YKaxuTe KOMaHJIy U HEOOXOAMMbIE KIHOUM Ui MOJyUYEHHUsl CBEACHUN O MpaBax JAOCTyNa K
(aiiny B omepanmonHoi cucreme Linux.

3. Ommmwure mpaBuiIa Ha3HAYEHUS TpaB AoCTyna K ¢aitnam u karanoram B UNIX-mogo0HBIX
OC.

4. Yro o3HayaeT npaBo HAa YTEHHE MPUMEHUTEIHHO K KaTtanory B UNIX-nonoonsix OC.

5. YUto 03Ha4aeT NpaBo Ha BBIOJHEHUE NPUMEHHUTENBHO K Katajory B UNIX-nogo6usix OC.

6. [Tonw3oBarens kurs3, st KOTOPOro MEPBUYHON TPyNION sBisgeTcs rpymnmna kurs3, co3man
¢aiin test 3 kurs. YkaxuTe, Kak JOJDKHBI OBITh 3a/laHbl IpaBa JocTyna K ¢aiury test_3 kurs,
€CIIM YUTaTh COJepKuMoe (haiima MOTYT TOJIBKO YYaCTHHKH rpynmbl Kurs3, BHOCHT U3MEHEHUS B
(aill MOXKET TOJIBKO €ro COo3/aTelb, & BCE OCTaJIbHBIE MOJIb30BATENIN CUCTEMBI HE MMEIOT HUKAKHX
npaB B OTHoIeHuu (paitnia test 3 _kurs.

7. YKaxuTe KOMaHIy, C MOMOILBIO KOTOpPOW Mosb3oBarens kurs3 cMmoxker mepenarb mnpasa
BIIQJIeIIbIIA B OTHOIICHUH (aiina test 3 kurs mombs3oBatento laborant.

8. Ykaxwure, KaK 3an1caTb KOMaHbl, peaIu3yIOIINe JBa ICHCTBUSA:

a) 1o0aBUTH TIPaBO Ha W3MeHeHHe (aiina test 3_kurs Bcem wieHam rpymmbl Kurs3;

0) ycTaHOBUTH NpaBoO Ha u3MeHeHue (aiina test 3 _Kkurs BceM uneHam rpymnmns! kurs3.

EcTb 5u pa3HuLa B pe3ysibTaTaxX BbIIOJHEHUS 3TUX KOMaH/.

IlepBbie 6 BompocoB oLeHUBAIOTCS 1 GaioMm, BOIPOCH 7 M 8 OLIEHUMBAIOTCS ABYMs OajuiaMu
Kaxapld. MToroBass oTMeTka 3a KOHTPOJIbHYIO pabOTy pacCUUTHIBAETCS B COOTBETCTBUU C
MPEICTABICHHON HUKE IKAJIOM.

[ITkaJia UTOrOBBIX OTMETOK 3@ KOHTPOJIbHYIO paboTy

Ne | Cymma 6amnoB OtmeTka

/1

1 10 OTan4HO

2 7-9 Xopo1io

3 146 Y IOBIETBOPUTEIILHO

4 Menee 4 HeynosierBoputenbHO

KoHTpoJibHBIC BONIPOCHI M 3aJaHUs /I IPOBEACHUS TEKYLIero KOHTPOJIs
[TonsATHE ONEPALIMOHHON CHCTEMBI.
OcCHOBHBIE IPUHLIUIIBI IOCTPOCHMSI ONIEPALIUOHHON CUCTEMBI.
Knaccudukanus onepanuoHHBIX CUCTEM.
[Tonw3oBarenbckuii HHTEPPEIiC.
[TakeTHyI0 TEXHOJIOTHIO KaK HHTepdeHcC.

MRS
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WuTepdeiic kKoMaHIHON CTPOKH.

I'paduueckuii uaTepderic.

PeueBas TexHoOTHS KaK MHTEpQEHC.

9. CemanTtnueckuii uHTEpdEIcC.

10. MHOromoJ1b30BaTeIbCKUE ONEPALIIOHHBIE CUCTEMBI.

11. MHoro3asa4abie ONepaniMOHHbBIE CUCTEMBI.

12. OnepanmoHHbIE CUCTEMBI PEAIbHOIO BPEMEHH.

13. OnepanoHHbIE CUCTEMBI C pa3JEJICHUEM BPEMEHH.

14. [lonsiTue mpotecca.

15. IToTokoBast 06paboTKa.

16. IlpepsiBanus.

17. IlonsiTue pecypca.

18. Opranuszanus ynpaBjieHHs B ONEPALlUOHHON CUCTEME.

19. Opranu3zanus namsTu.

20. /latb onpesneneHne U XapaKTEPUCTUKY OCHOBHBIX PEKUMOB paOOThI, AUCLUUIUINH U PEKUMOB
00CITyKUBaHUS 3a8BOK B BHIYMCIUTENIbHBIX CUCTEMAX.

21. IlepeuncnuTh TUCHMILITMHBI 0OCTYKUBAHMUS.

22. [lepeyncnuTh pexxUMbI OOCTY>KUBAHHUS.

23. [losicuuts nousitus "HUTH" U "mpouecc".

24. OxapakTepu30BaTh aJITOPUTMBI BEIOOPA 0YEPETHOCTH 00paObOTKH.

o N

IIprMepHBbI BAPUAHT TECTOBOI0 3aaHUS I POBeJAeHUs TeKyIlleill aTTecTauuu

1. Boi0epuTe U3 NPeII0KEHHOT0 CIIUCKA, YTO MOXKET ABJIATHCA KpuTepueM 3(PpPpeKTUBHOCTH
BbIYUCJIUTEJIbHON CHCTEMBbI (BbIOepUTE HECKOJIbKO BAPHAHTOB 0TBETA):

1. mpomyckHas clIOCOOHOCTh

2. 3aHATOCTh ONIEPATUBHOM MaMATH

3. 3arpy’k€HHOCTb LIEHTPAIBLHOIO MpoLieccopa

4. PpEaKTUBHOCTbH CUCTEMBI.
2. B kakux cucTeMax rapaHTHPYeTCsl BHINOJTHEHUE 3aJaHHUS 32 oNpeAe/IeHHbIH MPOMeKYTOK
BpeMEeHHU:

1. makerHo¥ 00pabOTKU

2. pazgeneHus BpeMEHU

3. cucTreMax peanbHOro BpEMEHU
3. B kakoM U3 aJArOpuTMOB IJIAHUPOBAHMSA pellleHHe O NMepPeKJII0YeHUH Mpoleccopa Ha
BBINIOJIHEHHE PYIroro npouecca NpUHUMaeT oNepanoHHAsl CHCTeMa:

1. BrRITECHSIOMMIT

2. HEBBITECHSIOIINNA
4. IlpoueccopHoe BpeMsi pacinpeaesieTcsi Me:Kay:

1. mpoueccamu

2. 3agadyamMu

3. moTokamu
5. Hardware Interrupt — sto:

1. oTka3 B paboTOCIOCOOHOCTH anmnapaTHOW 4acTH KOMIIbIOTepa

2. anmapaTHOE MpEphIBAHUE

3. mporpamma nepe3arpy3kH ONepaliOHHON CUCTEMBbI

4. mporpaMMHBIN CIOCOO OYMCTKH siIpa Mpoieccopa
6. lns1 coryiacoBaHHOTO ynpasJjeHUs1 pad0ToH BceX YCTPOMCTB M NPOrpaMM KOMIIbIOTepa
HCIOJIB3yeTcs ...

1. menemxep ¢aition

2. 6ubiMoTeKa MoAIPOrpamMm
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3.
4.

IIpOrpaMMa-pe3uIeHT
OIlEpaLIMOHHAs cHUCTEMa

7. YKaxKNUTe IJ1aBHOE OTJIMYHE MHOT0II0JIb30BATEIbCKIX CHCTEM OT OAHONOJIb30BaTEIbCKHX:

1.

2.

4.

MO/IEPKKA CMEHBI ceaHca PaboThl OJTHOTO TOJIb30BATENSI HA CEaHC pabOTHI APYTOro
MoJIb30BaTeNs 0e3 3aBepIIeHUs ceanca MEPBOro MOJIb30BaTENs

pElLIeHHE O MEPEKITIOYCHUH TPOIIECcCopa C OJTHOTO Mpoliecca Ha APYrod MPUHUMAETCS
ONEpPALlMOHHON CUCTEMOM, @ HE CAMUM aKTUBHBIM IPOLIECCOM

MO/IEPKKA OJHOBPEMEHHOTO MCTIOMHEHHUS (B p&KMME KBAaHTOBaHUSI BPEMEHH) 3a71a4,
3aIyIEHHBIX Pa3HbIMU M1OJb30BATEISIMHU

HaJM4Ke CPEJICTB 3aIUTH HHGOPMAITUU KaXKI0TO MOJIB30BaTEIs OT
HECAHKIIMOHUPOBAHHOIO JIOCTYIIA IPYTHUX MOJb30BATEICH

8. Boi0epuTe BepHOe BbICKa3bIBAHME.

1.

2.

4.

BO MHOTHIX ONI€PALIMOHHBIX CHCTEMAX AJITOPUTMBI IIVIAHMPOBAHUSA MOCTPOEHBI C
HCIOJIb30BAHMEM KAK KOHIENIMU KBAHTOBAHMS, TAK M IPHOPHUTETOB

KOHIICTILIMS] KBAHTOBAHUS M KOHIEIIUS IPUOPUTETOB HE MOTYT OJTHOBPEMEHHO
WCIOJIb30BaTHCSA I MOCTPOCHUS aJITOPUTMOB TUTAaHUPOBAHUS

KOHIICTILINS] KBAHTOBAHUS M KOHIEIUS IPUOPUTETOB HE UMEIOT OTHOIIEHHS K BOIIPOCY
IUTAHUPOBAHMUSI IPOLIECCOB

HET MpaBUIBLHOTO OTBETA

9. CTanaapr nmoJjib30BaTejibCKOro uHTepdeiica — 310

10.

%wwegw%wwe

YHUPUITUPOBAHHBIC JICHCTBUS TTOTH30BATEIS;

€MHbIE MPaBUjIa B3aUMOICHCTBUS TOJIB30BATEINS C JTIOOBIMU MPUIIOKEHUSIMU;
€IMHBIE TPaBUiIa 00PaOOTKH TAaHHBIX B PA3HBIX MPUIOKCHUSIX;

HaBUTAIHS 110 TPUII0KEHUIO;

peanuzanus TexHosnorun OLE

HHUMAJILHOI aJipecyeMoii siueiikoii onepaTUBHOI NMaAMSATH ABJISIETCH ...
daiin

CEKTOp

nporpamma

Oaiit

Ilepeyennb BONpPOCOB K 3a4eTy MO AMCHUIJIMHE
«be30nacHOCTb ONePaAIHOHHBIX CHCTEM)

[S—

[TonsiTHE ONEPALIMIOHHBIX CUCTEM.

[Tonstue OC. Apxutektypa coBpemeHHbIx OC.

OO0mmas xapakTepHUCTUKA OMEPAIlMOHHBIX CHCTEM; Ha3HAYCHHWE M BO3MOXKHOCTH CHUCTEM

kioHa UNIX, cuctem rpynmer Windows.

Buiet monb30BaTenbCKUX HHTEPQEIHCOB.

VYnpasieHue pecypcamu.

VYipasieHue mpoueccopamu.

VYrpaieHue namsaThlo, YIpaBiIeHUE YCTPOIMCTBAMM.

OcHoBHBIE MexaHU3MbI (yHKIMOHHpoBaHus OC.

B3anmoneiicteue OC ¢ nporpaMMamu U OTJIaA9UKaMH.

0. YnpaBneHue mporieccaMu: COCTOSIHUSI MPOIECCOB, CUHXPOHHU3AIUS MPOIECCOB, 0OMeH
COOOIIEHUAMU.

11. CrpaTterun ¥ JAMCUMIUIMHBI TUTAHUPOBAHMS, HACIIEIOBAHUE PECYpPCOB, TYMHKOBbIE

CUTYallUH.
12. OcuoBHeble noHsTHS O6e3omnacHocT OC.
13. Knaccudukanys MeTO0B HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

bl

= 00N LA
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14.
15.
16.
17.
18.
19.
20.
. Matpuisl nocryma.
22.

21

23.

24.

25.
26.

27.
28.
29.
30.

31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.

43.

44.

O0paboTka UCKITIOUEHUH, COXpAaHEHHE U BOCCTAHOBIICHHE MPOIIECCOB.
Opranuzanys yrnpaBjieHus JOCTyNnoM U 3amuThl pecypcoB OC.
OcHOBHBIE MEXaHU3MBI 0€30MACHOCTH.

00630p METO/I0B HECAHKIITMOHUPOBAHHOTO IOCTYTIA.

Pasrpannuenue nocrymna B OC.

JluckpennoHHOE pa3ziesieHne JOCTyIa.

ManpganTHas IIOJIUTHKA.

CpenctBa u meronsl ayreHtudukammu B OC, Moaenw pasrpaHHuYEHHs OCTYTa,
OpraHu3alys U UCTIOJIb30BaHUE CPEJICTB ayAUTA.

Anmunuctpupoanue OC: 3agaud W OPUHLMIBL  COINPOBOXAEHUS CHUCTEMHOTO
IPOrpaMMHOr0 00ecrieueH s, TeHepalysl, HacTpoiika, U3MEPEHNUE MPOU3BOAUTEIBHOCTH
U MoaM(puKkanus cucremM, ynpasienue 6ezonacuoctbio OC.

Ocnosubie mpuHIunel OC Ha 6a3e sapa Linux. [Inanupoanue passepreiBanus OC Ha
0aze simpa Linux. Kimaccuueckue MexaHU3Mbl 3alIUTHI.

[Tonp3oBarenu u rpynnsl B Linux. Pa3zaenenne nqocrymna.

ITonstue ID. Knaccuueckas cxema pasgeneHus pocryna. Ilonstue Bnajgensla.
Hacnenosanue moIHOMOYMIA.

CucremMpl MaHIATHOM 3aIUTHI.

SELInux. OcHOBHBIE TEPMUHBI U ONPEAECICHNUS,

SELinux. IlpaBuia nocTpoeHHs NOIUTUKH.

[IpuHIMIIBI COBMENIEHHSI KIACCUYECKOM CHCTEMBI pa3fesieHus JOCTyna ¢ MaHAaTHOM
zammroit. Orpannyenus SELinux. Ananoru SELinux.

MexaHu3Mbl H30JIAIMH UCTIONMHSIEMOTo kona B Linux. Buprtyammzamus. KonteitHepsl.
30HBI.

N3o0ns1us KoJja Ha YpOBHE MOJIb30BaTEIs.

M3omsnusa Kola Ha ypOBHE sIpa.

MexaHU3MBI 3alIUThl JaHHBIX B Linux.

[Tonsatue wmm¢ppoBanus paHHbeix. llludpoBanus ypoBHS OTIAECNBHBIX  (ailyioB.
[[IndpoBanue Ha ypoBHE (HalIOBOM CUCTEMBI.

Ceptudukarsl u kimoud. PesepBHoe komupoBaHue. CHUMKH (DaMJIOBBIX CHCTEM.
KypHanupoBanue.

Cetesble 3kpanbl. [PTables. IIporokomns! yaanennoro nocryna. [Tpuniuns! GpuibTpanuu
CETEBbIX IAKETOB.

[TnanupoBanue pa3septeiBanust OC Windows.

DBoIOIHS TEXHOJI0TUH paszrpanudeHus noctymna B OC Windows.

[Tonw3oBarenu u rpymnmnsl B Windows. Paznenenue qocryma.

[Tonsitue SID, RID. Anroputwm rerepanuu SID. [lenernpoBanrie NOJHOMOYHUA.
Bpannmaysp Windows. 3amra OC B cetu. SMB. Net Bios. KonTposs nonkimtouenuit k
OC. Texnonoruu ynaneanoro gocryna k OC Windows. Tumsl cerei.

OcnoBuble npuHuunbl Active Directory. omen. Jlec. UnTerpauus Active Directory ¢
DNS. TIlomutuxku Oe3zonmacHocTu. KonTposmiepbl gomeHa. Pomm mactepa ormeparuid.
ITaposbHble mONMTHKMU. JlenerupoBaHue nojiHoMoumii. HaciienoBaHue IOITHOMOYHI.
YpoBHH n0BEpUSL.

CiryxObI KaTanoroB. TepMUHOJIOTHS, HA3HAUEHHS U POJIb B CTPYKTYpe O€30MacHOCTH.

IIpuMmep 3a4eTHOrO 3a1aHUA
JJISl IPOBECHUS MIPOMEKYTOYHOM aTTeCTALUH
1o JUCHMILIUHE «be30nmacHoCTb OnepaluOHHBIX CHCTEM)

1. Kakue nnrepdeiicol nogaep:xkusarot OC cemeiicrsa UNIX?
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4.

uHTEepQeiic CHUCTEMHBIX BBI30BOB, HHTepdeiic OubmuoreuHblx (yHKIMHA, HUHTEpdeiic
M10JIb30BATENS

uHTepdeiic npuknaaHoro mnporpammupoBanus (API), unTepdeiic KoMaHIHOW CTpPOKH,
rpagu4IecKuii MoIb30BaTEILCKUM HHTEP(DEC

uHTepdeiic  anmmapaTHBIX — aOcTpakiuii, uHTEepdeiic  OMOMMOTeuHBIX  (QyHKIUA,
MOJTH30BATEILCKUIM HHTEP(DEIC

uHTepdeiic annapatHeIx abcTpakimii, nHTepdeiic npukiaaHoro nporpammupoBanus (API),
MOJTH30BATEILCKUIM HHTEP(DEIC

2. Kak peann3oBaHbl HeGo/ib1IMe KaTanoru B ¢gaiiiosoi cucreme NTFS?

1.

HEOOJIBIIION KaTajor pealu3yeTcss B BHUJIE 3allMCH B TJIaBHOW ¢alaoBoil Tabmuie c
atpubyToM Index Allocation, KOTOPBIN CONEPKUT CHUCOK (hailyioB, BXOMSIIUX B KaTajor,
OpraHU30BaHHBIN B BUEe OMHAPHOIO JIepeBa

HEOOJIBIION KaTajor peaju3yercss B BUAE 3alUCH B IJaBHOHM (hailnoBoil Tabnuie c
atpubyrom Index Allocation, KOTOPBI COAECPKUT CHUCOK (haiIoB, BXOASAIIMX B KaTaJoT;
KaXK/IbIi SJIEMEHT CITUCKA COJICPIKUT BCe aTpuOyTHI (aiina

HEOOJIBIIION KaTajor pealu3yeTcss B BHUJIE 3allMCH B TJIaBHOW ¢alaoBoil Tabmuie c
atpubyToM Index Root, KOTOpBIN CONEPKUT CHHCOK yKa3aTeled Ha HayaJbHbIC 3aIHCU
¢ailoB, BXOJAIINX B KaTaJIOT

HEOOJIBIION KaTajJor peaju3yercss B BHUJAC 3allUCH B TJaBHOHN (aiinoBoil Tabnmue c
atpudyTom Index Root, KOTOPBI COAEPKHUT CIUCOK (halIoB, BXOAIINX B KATAJIOT; KaXK bl
9JIEMEHT CIHCKa COCTOMT M3 HMeHH ¢aitma u Homepa 3amucu MEFT, copepxkaiiero
HavyaJIbHYIO 3aMKCh (aiiina

3. YUto sBJAsIeTCS: OCHOBHBIM METO/I0M BbISIBJICHUSI BTOPKEHUil?

1.
2.
3.
4.

BEJICHUE ayIHTa
aHTUBUPYCHOE MPOrpaMMHOE oOecTIieyeHne
MMOPOTOBOE OOHAPYIKEHNE

npoduibHOE 00OHApYKEHHUE

4. BoiOepure npaBuJbLHOE ONpeeieHHue KOHTPOJLJIepa IOMeHa:

1.

2.

KOHTPOJUIEp JOMEHa — OSTO KOMIBIOTEp B COCTaBE JOMEHA, Ha KOTOPOM XPaHUTCS
I'nmobGaneHBIIN KaTAIOT
KOHTPOJUIEp JOMEHa — OTO KOMIBIOTEp B COCTaBe JOMEHAa, OTBEYAOIIUK 3a

(hyHKIIMOHUpPOBaHUE CTYKObI IMeH 1oMeHOB (DNS)

KOHTpPOJUIEP JOMEHAa — 3TO KOMIBIOTEP B COCTAaBE JOMEHA, OTBEYAIOIIUN 32 PEIUTHKAIUIO
JIAHHBIX B KaTaJIore

KOHTPOJUIEp JOMEHa — OTO KOMIBIOTEp B COCTaBe JOMEHAa, OTBEYAMIIUKA 3a
ayTeHTU(UKAIMIO TOJIB30BaTENIed M COACpIKAIIU TMOTHYI KOMHio 0a3bl JaHHBIX Active
Directory aToro nomeHa

5. BoiOepuTe npaBuiibHOE ONpe/ieeHue CIyKObl KaTaJ0roB:

1.

2.

3.
4.

ciry>)k0a KaTajlloroB — 3TO CPEACTBO MMEHOBAHUs, XpaHEHUS W BHIOOpKHM HH(OpManuu B
pacnpenesieHHOU cpeie, TOCTYITHOE KIIMEHTaM 3TOM CpeJIbl

ciry>)k0a KarajoroB — 3TO YacTh OMNEPAMOHHOW CHCTEMBI, YHpAaBIAIOIIAs OpraHu3aluen
(haiisioB B KaTaJIoTH

ciry>k0a KaTajaoroB — 3TO JIOTHUECKAs TPYIIITUPOBKA OObEAMHEHHBIX B CETh KOMIIBIOTEPOB
CITy>k0a KaTaJoroB — 3TO CPEJICTBO XPAaHEHHUS YUETHBIX 3aIHCEH MOIb30BaTeeH B CETH

6. Boi0epuTe NpUHIMNIHATBbHOE Pa3InYie MeKIy KIHEHTOM H CePBEPOM B CETH:

1.

2.

WHUIIMATOPOM BBINIOJIHEHUS pabOThl CETeBOM Ci1yk00i1 Bcer/a BhICTYyMAaeT CepBep, a KIUEHT
BCET/Ia HAXOJUTCS B PEXKUME IMACCUBHOTO OXUIAHUS U (POPMHUPOBAHHS 3aTIPOCOB
MHUIIUATOPOM BBITIOJIHEHUS pabOThI CETEBOM CiIyk00# Bceraa BhICTyHaeT KJIUEHT, a CEpBep
BCETrJja HAaXOJUTCS B PEKUME TACCUBHOTO 0XKHMIAHMSI 3aIIPOCOB
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3.

4.

MHHUIIMATOPOM BBITIOJHEHUS! pabOThI CETEBOH CiTy>k00i BCer/ia BHICTYNAET KIUEHT, a CepBep
BCET/Jla HAXOUTCA B PEXKUME aKTUBHOI'O OXKUJAHUS 3aIIPOCOB
HET IIPaBUJIILHOTO OTBETA

7. Ha xakom ypoBHe moaesan OSI padorarot nporokoast TCP u UDP?

1.
2.
3.
4.

Ha MPUKJIATHOM

TCPna npencraBurensnoM, aUDPHa kanansHOM
TCP na tpancnoptHoM, a UDP Ha ceancoBom
Ha TPaHCIOPTHOM

8. Boi0epuTe BepHOe yTBep:kIeHHe, kacawieecss DLL-0m01moTeK, U3 NpuBeIeHHbIX HUKE:

1.
2.

4.

9. Y10
1.
2.

¢ysakimu DLL-O0u61uoTeK BBIMOIHSAIOTCS TOJIBKO B IPUBHJIETUPOBAHHOM PEXKHME
DLL-6ubnuoTeka 3arpykaeTcss B aJpecHOe MPOCTPAHCTBO HCIIOIB3YIOMIEro e€ mporiecca,
[I03TOMY B OIIEPATUBHOM MaMATHU MPUCYTCTBYET CTOJBKO €€ D3K3EMIUISIPOB CKOJIBKO
MPOIIECCOB €€ 3arpy3uiIo

Bce coznmaBaemble DLL-OuOMMOTEKON OKHAa M OTKpbIBaeMble (aillibl MPUHAAIEHKAT CaAMOit
OMOIMOTEKE, a HE UCTIOJIB3YIOIIEMY €€ MPOIIeCCy

namsTh, 3amnpammBaemas DLL-OuOIMOTEKOH, BBIIEISETCS B aJpPECHOM MPOCTPAHCTBE
rporecca

Takoe cnucok ynpasiaenus gocrynom (8 OC Windows)?

CIIeNUaIbHBIN (haiil oneparmOHHON CUCTEMBbI, XpaHAIIUN TTapOoJIv MOJIb30BATEICH CHCTEMBI
CTPYKTypa JaHHBIX, COAEprKalllas CIUCOK IIpaB Ha BBHINOJIHEHHUE ONIEPALMN M10JIb30BaTENEH U
rpyIn nojib3oBaTenell Hajl JaHHBIM (aiIoBbIM OOBEKTOM U XpaHsIascs BMECTE C HUM
CTPYKTypa JaHHBIX, HaxOJAIIascsi Ha TIEePECEYCHUH CTPOKHM U CTOJNONA MATPHIIB,
XpaHsmecs B 0a3e JaHHBIX OTMEPAIIMOHHON CHCTEMBI, B KOTOPOH CTOJOIBI COOTBETCTBYIOT
BceM (haillloBBIM OOBEKTaM, a CTPOKH — BCEM II0JIb30BATENsIM CHUCTEMBI, M COAEpKalast
IepeYeHb PAa3PELICHHBIX Ollepauui

CTPYKTypa JaHHBIX, COAEprKalllas CIIUCOK IIpaB Ha BBINOJIHEHHUE ONEPALMN MT0JIb30BaTENEH U
Ipynn Mojib3oBaTeNel Hall JaHHBIM (ailloBBIM OOBEKTOM M XpaHALIAscs B ClelUaIbHOU
6a3ze manubix OC

10. BoiOepuTte BepHO€e BbICKA3bIBAHME.

1.

PO

11. Yk
1

4.

MOTOK MOET COAEPKATh HECKOJIBKO MPOIIECCOB
MTOTOK M TIPOIIECC SIBJISTFOTCSI PABHOTIPABHBIMH €IMHUIIAMH PaOOThHI

MPOIIECC MOKET COAEPKATh HECKOJIBKO MOTOKOB

MOTOK SIBJISIETCSl PAa3HOBHIHOCTBIO MPOIIECcCa, 3aIlyCKaeMOoTro IPYTUM MPOIECCOM B Ka4eCTBE
JIOYEPHETO

AKUTE TJIaBHOE OTJIMYHE MHOTI'OIO0JIb30BaTEJILCKUX CHCTEM OT OJHOI0JIb30BATEILCKHUX:
MOJAJEPKKa CMEHBI ceaHca padOThl OJHOTO TMOJB30BATENss HAa CEAaHC pPadOTHI JAPYTroro
MOJTh30BaTENsl O€3 3aBEPILICHUS CEaHCa MEPBOTO MOIH30BATENS

pelieHue O MEPEeKIOYEeHUH Mpoleccopa € OJHOro Ipoliecca Ha APYrod NPUHUMAETCS
ONEpalMOHHON CUCTEMOM, @ HE CAaMUM aKTUBHBIM MPOLIECCOM

MOJAJICPXKKAa OJHOBPEMEHHOI'O HCIIOJIHEHHUS (B pEXHME KBAaHTOBAHMS BpPEMEHM) 3ajiad,
3aMyIIEeHHBIX PA3HBIMHU MTOJIH30BATEIISIMA

HAaJIM4YHue CpeI[CTB 3alIUTHI I/IH(l)OpMaI_[I/II/I Kaxxa0oro I10JIB30BaTECIA oT
HECaHKIIMOHUPOBAHHOTO JIOCTYTA IPYTUX TOJIb30BaTeIICH

12. YT0 TaKo€e HEBBLITECHAIOIAT MHOT032JA4YHOCTE?

1.

2.

AKTUBHBIA MPOIIECC BBIMOJIHAETCS 0 TEX IMOP, MOKAa OH caM, 10 COOCTBEHHOW WHUIIMATHBE,
HE OTAACT yNpaBlIeHUE ONEPAIMOHHONW CHUCTEME Il TOro, 4TOObI Ta BhIOpasia U3 ouepeau
JIPYTOi TOTOBBIN K BBIMOJHEHHIO MPOIECC

pelieHue O MEPEeKIIOYEeHUH Mpoleccopa ¢ OJHOrO Ipoliecca Ha APYrod NPUHUMAETCS
ONEepalOHHON CUCTEMOM, @ HE CAMUM aKTUBHBIM MPOLIECCOM
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3.

HCT MMPAaBUJIBHOI'O0 OTBCTA

4. BBINOJHEHHUE MPOLIECCa C UCTIONB30BAHUEM CPa3y HECKOJIBKUX MPOLIECCOPOB
13. BbiOepute oTBeT, B KOTOPOM Hau0o0J/iee MOJHO OTPaKeHbI (PYHKIHMH ONEpPALHOHHOM
CHCTEMBI:
1. 3arpy3ka B ONEpaTUBHYIO MaMATh NpPOTrpamM, BBINOJIHEHHME 3alpOCOB IIPOrpaMM Ha
oIepaluy BBOJA-BbIBOJIA
2. opraHu3anys yIpoumcHHOro JOCTYyIIa MOJb30BaTCIIA K peCypcaM BBIYHCIIUTEIILHOM CHUCTCMBI,
BBINOJIHEHHE [TPOrpamMM
3. 3arpy3ka B OIEpPAaTUBHYIO NaMAThb MPOrPaMM, pacCIpeleleHUE PECypCcoB  MEKIY

MporpaMMaMiy, TpPUEM M HCIOJHEHUE 3alpoCOB OT BBINOJHSIOUIUXCS MPOrPaMM,
OpraHu3alys YIpoIIEHHOTO TOCTYIIA MOJIb30BATENS K PECYpCaM BhIUMCIUTEIBHOU CUCTEMBbI

14. Jlis1 corjiacoBaHHOrO ynpaBjieHUsI Pad0TOi BceexX YCTPOWCTB M NMPOrpaMM KOMIbHOTepa

HCIOJIB3yeTcH ...
1. menemxep daitnos
2. OubamoTeKa MOANPOrpaMM
3. mporpamMma-pe3uaeHT
4. omnepalMOHHAs cUCTEMa
15. MuHuMAJIbHOM aapecyeMoii iueid Kol OnepaTUBHOM MAMSTH ABJISIETCA ...
1. ¢aiin
2. CEeKTop
3. mporpamMma
4. Oaiit
16. IlTaMATH KOMNBIOTEPA C MUHUMAJLHBIM BpeMeHeM J0CTyIa — 370 ...
1. KecTKHH OUCK
2. Jna3epHbIN AUCK
3. omeparuBHas namsaTh (O3VY)
4. Ko1I-aMATh
17. CocTosiHMe mpoLecca, KOrjaa OH 0:KUaeT 3aBepIlIeHns HEKOTOPOro coObITHS?
1. roTOBBI}
2. 3aBepIICHHBII
3. OXMIAIOIIHHA
18. Kakas ¢aiiiioBasi cucTeMa U3 nepevyrcJIeHHbIX HUKE SIBJISIETCH )KYPHAJTUPYEMOIi:
1. FAT-16
2. FAT-32
3. NTFS
4. Ext2
19. MunumanbHbli pakTHYecKkHii pasMep ¢aiijia Ha JUCKe PaBeH:
1. 1 oury
2. 1 Gaiity
3. 1 cekTopy
4. 1 xnacrepy
20. daiioBas cucTemMa sBJsIETCH YaCThIO:
1. JOUCKOBBIX CHCTEM
2. npaiiBEpOB JUCKOB
3. omnepalnroHHON CUCTEMBI
21. Kakux KjaccoB npepbiBaHWi HeT?
1. ammapaTHBIX
2. aCUMHXPOHHBIX
3. BHYTPEHHHUX
4. mporpaMMHBIX
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22. B Linux 11 nepeKJI0YeHusi KOHCOJIeH HCIOJIb3yeTcs cieayloniee COYeTaHni KIaBHII:
1. Ctrl+Alt+Delete
2. Ctrl+N, roe N - mudpa ot 0 10 9
3. AIt+FN, rne N - mudpa ot 0 10 9.
23. Ot BBI0Opa THNA (aliI0BOI ccTeMBbI OyaeT 3aBHCeTh (BbIOepHTe HECKOJIBKO BADUAHTOB
O0TBETA):
1. Bupn rpaduueckoit o6omouku OC,
2. mpaBuiabHOCTH paboThI [1K,
3. mnpaBunbHOCTH ycTaHOBKH OC,
4. ckopocth padoTtsr [TK.
24. OC Linux NpuHAaAJIEKUT K CEMEHCTBY:
1. Unix - mogo0GHBIX ONIEPAIIMOHHBIX CHCTEM,
2. Windows - mo1o0HBIX ONEPAIIHOHHBIX CUCTEM,
3. MacOS- mogoOGHBIX ONIEPAITMOHHBIX CUCTEM,
4. OS/2 - nogoOGHBIX OMEPAIIMOHHBIX CHCTEM.
25. BxoauT Jid MMSl KaTaJjora, B KOTopoM Haxoaurtcs ¢aiii, B mosHoe ums ¢aiisia Ha qucke?
1. He BXOIUT.
2. BXOIUT.
3. 3TO 3aBUCHUT OT TOTO, SIBJISIETCS JIM TaHHBIN KaTaJor paboduM.
26. Ilpuiio:keHne BHITPYKAETCS U3 ONEPATUBHOM MAMSTH M NPeKpainaeT cBo padoTy, eciim:
1. 3amycTuTh Apyroe NpuioKeHUe
CBEPHYTbH OKHO MPUIIOKEHUS
3aKpPbITh OKHO IPUJIOKEHUS
MEPEKITIOUUTHCS B APYTroe OKHO

Sl

TecroBble 3agaHus 1151 KOHTPOJISA OCTATOYHBIX 3HAHUI
o nucuuninue «be30nacHOCTH ONMEPAIMOHHBIX CHCTEM))

1. B kakux cucreMax rapaHTHpPyeTcsl BHINOJHEHUE 32IaHUS 32 ONpede/IeHHbIH MPOMEXKYTOK
BpeMeHMN:

1. makeTHON 00pabOTKH

2. pa3neneHus BpeMEHU

3. peanbHOro BPEMEHHU
2. B kakoM 13 aJropuTMOB IUVIAHUPOBAHUS PellleHNe 0 MEePEeKJIIYEeHUH NMPoLeccopa Ha
BbINOJIHEHHE IPYroro npouecca NpUHUMaeT ONepaloOHHAS CHCTeMa:

1. BBITECHSIOIIUI

2. HEBBITECHAIOIINN
3. Hardware Interrupt — 3to:

1. oTka3 B pabOTOCIIOCOOHOCTH aIapaTHON YacTH KOMITbIOTEpa

2. anmapaTHOE IpepbIBaHUE

3. mporpamma nepes3arpy3ku OneparioOHHON CUCTEMBI

4. TporpaMMHBIN CITIOCOO OYMCTKH sijipa mpoIeccopa
4. JI1s1 cOryIacOBAHHOIO yNpaBJjieHusi padoToii BceX YCTPOMCTB U MPOrpaMM KOMIIbIOTEpa
HCIOJIB3yeTcH ...

1. menemxep daitnos

2. OubamoTeKa MOANPOrpaMM

3. mporpamma-pe3uaeHT

4. omnepalMOHHAs cUCTEMa
5. Cranaapr moJjib30BaTejibCKOro uHTepdeiica — 310

1. yHudunupoBaHHBIE NEHCTBUS OIB30BATEIS

2. eauHbIE MpaBUiIa B3aUMOJICHCTBUS TOJIB30BATEINS C JTIOOBIMU MPUIOKEHUSIMU
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3. enuHbIC MpaBUIa 00paOOTKU JAHHBIX B PA3HBIX MPHIIOKEHUIX
4. HaBUTaLUA [0 MPUIOKECHHUIO
5. peamuzamus texnonorun OLE
6. Kakux kij1accoB npepbiBaHuil HeT?
1. anmapaTHBIX
2. AaCUMHXPOHHBIX
3. BHYTPEHHHUX
4. mporpaMMHBIX
7. Kaml-naMAITh HCNOJb3YyeTCs 1A ...
1. Xpanenwus ¢aiios
2. XpaHEeHHs IPOrpaMMbl HAYaIbHOM 3arpy3Ku
3. XpaHEeHHMs YacTO UCIOIb3YEMBbIX KOMAaH/I U JaHHBIX
4. KONHPOBaHMS JUCKOB
8 [IpaBujia pasrpaHu4YeHuUsi J0CTYNA He JOJLKHbBI O3BOJIATH:
1. mpucyTCTBHSI HUYEHHBIX OOBEKTOB B CUCTEME
2. TPUCYTCTBUS OOBEKTOB, HEAOCTYMHBIX I aIMUHUCTPATOPOB CUCTEMBI
3. TPUCYTCTBHS BCEM JOCTYITHBIX OOBEKTOB
9. MHoromnoJ/ib30BaTe/ibCKHe onepanioHHbIe CUCTEMbI HCTIOIb3YIOT
1. cereBoii pexuM pabOTHI
2. TOJIBKO MAaKETHBIN PEeKUM PabOThI
3. pexuM pasjiesieHUusi BpeMEHH!
4. pexuM paboThl B pealbHOM BpEeMEHH
10. Bei0epuTte npaBu/ibHOE oNpeiesieHHe CJIYKObI KATAJIOIOB:
1. cmyx0a KaTajJoroB — 3TO CPEICTBO MMEHOBAHMS, XpPaHEHUS U BEIOOPKH MH(POPMAIINH B
pacrpezelieHHOU cpejie, JOCTYITHOE KIMEHTaM 3TOU Cpeibl
2. cayx0a KaTajJoroB — 3TO YaCTh ONMEPAMOHHON CUCTEMBI, YIIPABJISIIONIAS OpraHU3auei
¢aiinoB B KaTanoru
3. cmyx0a KaTaJoroB — 3TO JIOTHYECKas TPYIIUPOBKA 00bEIMHEHHBIX B CETh KOMITBIOTEPOB
4. ciyx0a KaTajaoroB — 3TO CPEACTBO XpaHEHUS YUETHBIX 3aIHCEH MMOIb30BaTeNei B ceTr
11. YkaxkuTe rj1aBHoe OTJIHYME MHOTOM0JIb30BATEIbCKUX CHCTEM OT OHOMO/Ib30BaTEeIbCKHX:
1. moamep:kka CMEHBI ceaHca paboThl OJTHOTO MOJIB30BATEINS HA CEaHC PabOTHI APYTOTO
oJIb30BaTeNs 0e3 3aBepIIeHHs CeaHca MePBOro MOJb30BaTENs
2. penieHue 0 NEePEeKITI0UYEHUH MTPoLieccopa ¢ OJTHOTO Mpoliecca Ha IPYroil MpUHUMAETCS
ONEepalMOHHON CUCTEMOM, @ HE CAMUM aKTUBHBIM MPOLIECCOM
3. mojjep:KKa OJJHOBPEMEHHOTO UCIIOJIHEHUS (B peKUMe KBAHTOBAHMSI BpEMEHH) 3a/1a4,
3aIyIIeHHBIX Pa3HBIMU MOJIb30BATEISIMU
4. HanMW4Me CPeCTB 3aIIUTHI HH()OPMALIUN KaXKIOTO MOJIB30BATENS OT
HECaHKLIMOHUPOBAHHOTO JOCTYyTa IPYTUX MOJIb30BaTeIeH
12. Kakas ¢aiisioBasi cucTeMa u3 nepevyucJeHHbIX HUkKe SIBJISETCH )KYyPHAJIUPYeMO:
1. FAT-16

2. FAT-32
3. NTFS
4. Ext2
Ki1r0un K TecTOBOMY 3aJaHHUIO
1 2 3 4 5 6 7 8 9 10 11 12
3 1 2 4 2 2 3 2 3 1 4 3
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7.4. MeToanueckue MaTepHaJibl, ONpeaesiOlne NMPoUeaypPbl OLEeHMBAHUSA 3HAHMIA,
YMEHUII M HABBIKOB, M ONbITA JAEATEJNbHOCTH, XapaKTePU3YKIIUX 3Tanbl (pOPMHPOBAHUA
KOMIIeTeHIH

TpeOoBaHMsI K KOHTPOJbLHOM padoTe

KontponbHast paboTa — CpeaCTBO MPOBEPKH YMEHHUN MPUMEHSTH TOJTYYCHHBIC 3HAHUS IS
peleH s 3a/1a4 ONPEIeIICHHOTO THITA TI0 TEME WM Pa3Jiey.

KontponbHast paboTa mpenctaBiseT cOOOM OIWH W3 BHJIOB CaMOCTOSITEIBHOW pabOThHI
oOyyaromuxcs. [1o CyTu — 3To U3JI0KEHHE OTBETOB Ha OIPEIECIICHHBIE TEOPETHUECKUE BOIIPOCHI 110
y4eOHOH JUCIUIUTNHE, a TaKXKe pEeNICHWEe NMPAaKTUYeCKUX 3anad. KOHTpOJIbHBIE MPOBOAATCS IS
TOTO, YTOOBI PA3BUTh y OOYYAIOIIMXCS CIIOCOOHOCTH K aHAU3y HAyYHOW M y4eOHOH JTUTepaTyphl,
yMeHue 000011aTh, CHCTEMAaTU3UPOBaTh W OIICHWBATh NPAKTUYCCKHH WM HAYYHBIH Marepual,
YKPEIUISTh HABBIKU OBJIAJICHUS TOHATHSAMHU OTIPEIeIICHHONW HAYKU U T. 1.

[Ipu oIeHKE KOHTPOJIbHOW pabOTHl TpenojgaBaTellb PYKOBOJCTBYETCS —CIEAYIOIIUMHU
KPUTEPHUSIMHU:

- pabora OblsIa BBITIOJIHEHA aBTOPOM CaAaMOCTOSTEIBLHO;
- oOywaromuiicst momoOpasl JOCTaTOYHBIA CHUCOK JHUTEPAaTyphbl, KOTOPBIH HEOOXOIUM JUIS

OCMBICJICHHSI TEMBI KOHTPOJIEHOH PaboTHI,

- aBTOp CyMell COCTaBUTb JIOTHUECKM OOOCHOBAHHBIA IUIaH, KOTOPBIM COOTBETCTBYET

MOCTABJICHHBIM 3aj[adyaM u c(hOPMYITHMPOBAHHOM 1IEIIH;

- o0yyaromuiicst mpoaHaJM3UPOBaAI MaTepHall;

- oOyuaromuiicst cyMmen 000CHOBATh CBOIO TOUKY 3PCHHS;

- KOHTpOJIbHAs paboTa ohopMiieHa B COOTBETCTBHE C TPEOOBAHUSIMH,

- aBTOP 3alIUTHI KOHTPOJBHYIO PadOTy M YCIIEIIHO OTBETHII HA BCE BOIPOCHI MPETIO1aBaTEIS.

KonrtponbHast paboTa, BEIIIOJHEHHAs HEOPEKHO, O€3 COOMIONCHHS TIPABUIL, TIPEIbIBISIEMbIX
K ee OQOpMIICHHIO, BO3BpamiaeTcsi Oe3 MPOBEPKH C YKa3aHWEM NpWYMH. B sTOM ciydae
KOHTPOJIbHAast pa00Ta BBIMOJIHAETCS TOBTOPHO.

BapuaHT KOHTpONBHON pabOTHI BBIJACTCS B COOTBETCTBHH C TOPSIKOBBIM HOMEPOM B
CIHCKE CTYJICHTOB.

Kpurepun oueHKku 3HAHUN NIPU HANTUCAHUU KOHTPOJbHOH PadoThI

OneHka «OTJIIMYHO»  BBICTABISETCS OOydaroUmleMycsi, TIIOKa3aBIIEMy BCECTOPOHHHUE,
CHCTEMaTH3MPOBAaHHBIC, TITyOOKHE 3HAHMS BOIPOCOB KOHTPOJIHHOH PaOOTBI M YMEHHE yBEPEHHO
NPUMEHSATh WX Ha MPAKTUKE NpPU pEIIeHUH KOHKPETHBIX 3a1ad, CBOOOJHOE W IPaBHIBHOE
000CHOBaHME TIPUHSTHIX PEUICHUN.

OmeHka «XOpoIIo» BBICTABISIETCS OOyyaroleMycs, €CId OH TBEpIO 3HAaeT Marepual,
IpPaMOTHO W TIO CYIIECTBY HM3JIaraeT €ro, yMeeT MPUMEHATh MOJTy4YCHHbIC 3HAaHUS HA MPAKTHUKE, HO
JIOMyCKAeT B OTBETE WJIM B PEIICHUM 3a7a4 HEKOTOPbIE HETOYHOCTH, KOTOPhIE MOXET yCTPAHUTH C
MTOMOIIIBIO JOTIOJTHUTEIBHBIX BOIIPOCOB MPETIO1aBaTEIS.

OneHka  «yJOBJIETBOPUTENILHO»  BBICTABISETCS  oOOydyaromemycs,  IOKa3aBLIEMY
(dbparMeHTapHbIH, pa3pO3HEHHBIH XapaKTep 3HAHHMA, HEJOCTATOYHO MPaBHIbHBIE (HOPMYIUPOBKU
0a30BbIX MOHATUHN, HAPYIICHHs JIOTUYECKOH MOCIEIOBATEIBHOCTH B W3JI0KEHHUU IMPOrPAMMHOIO
MaTepualia, HO TpPU ITOM OH BIIAJICET OCHOBHBIMH IOHSITHSMH BBIHOCHMBIX Ha KOHTPOJIBHYIO
paboTy Tem, HEOOXOAMMBIMH JUIS JNalbHEHIIEro OOydeHHs] M MOXET NPUMEHATh MOJy4YCHHbIE
3HaHUS 10 00pasIly B CTAHJAPTHOW CUTYyAaIlHH.

OrneHka «HEYJIOBICTBOPUTEIBHO» BBICTABISICTCA OO0ydYarolmeMycsi, KOTOPBI HE 3HaeT
OOJBIIIEH YacTH OCHOBHOTO COJIEPYKaHWS BHIHOCHMBIX Ha KOHTPOJBHYIO PabOTy BOIPOCOB TEM
JUCLUUIUIMHBI, JTOMyCKaeT IpyOble OmMOKKM B (HOPMYITUPOBKAX OCHOBHBIX TOHSTHH M HE yMeeT
WCIIOJIh30BATh TIOTYYCHHBIC 3HAHMUS.
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TpeOoBanus K NPOBeIecHUIO MUCLMEHHBIX OJIMI-0IIPOCOB

[TuceMenHBIE OIUI-ONPOCH MO3BOJISIOT MPOBEPUTH YPOBEHD MOATOTOBKHU K MPAKTHUYECKOMY
3aHATUIO BCEX OOYYAIOLIMXCS B IPyMIE, IPU 3TOM OCTaBJIsis AOCTATOYHO Y4eOHOTO BPEMEHHU s
MHBIX (DOPM Mearoruueckoil AesITeIbHOCTH B paMKax JaHHOTO 3aHATus. [TucemMeHHbIN Onui-onpoc
pOBOIUTCS 0€3 TpeaynpexIeHHUs, UYTO CTUMYJIUPYeT OOydalomuxcsi K CHCTeMaTHYECKOU
MOATOTOBKE K 3aHATHUSIM. Bompocsl Juist orpoca rotoBATcs 3apaHee, GOopMyIHpYIOTCsS Y3KO, A0kl
06yqa}0mm‘/'lc;1 0% § O6'bCKTHBHy}O BO3MOXXHOCTD MOJIHOLICHHO €T0 OCBCTUTH 3a OTBCICHHOC BPCMsL

[TuceMeHHBIE OMpPOCHI 1€IecOo00pa3HO MPUMEHATh B IENIAX IPOBEPKU YCBOSEMOCTH
3HAYUTENBHOTO O0OBeMa yueOHOro MarepHuaia, HampuMep, BO BpeMsl MPOBEACHUS 3ayeTa
(’x3ameHa), Korja HeoOX0IMMO TTPOBEPUTH 3HAHUS CTYJACHTOB IO BCEMY KYPCY.

[Tpu oreHKe OMPOCOB aHATU3Y MOJUICKHUT TOYHOCTH (POPMYIUPOBOK, CBA3HOCTD H3JI0KEHUS
MaTtepuana, 000CHOBaHHOCTh CY>KICHHIA.

Kputepun oueHnBanus pe3yjbTaToOB MUCbMEHHOT0 0JIMI-0NPoca

Kaxxmomy cTyneHTy BbIIaeTCsi CBOM COOCTBEHHBINM, y3KO C(OPMYITHPOBAHHBIA BOIPOC.
OTBer JOMKEH OBITh UYETKUM M KpPaTKUM, COAEP)KAIlMM BCE OCHOBHBIC XapaKTEPUCTUKU
OIHCHIBAEMOTO MOHSATHS, UHCTUTYTa, KATETOPHH.

«OTInYHO» — BOIIPOC PaCKpPLIT IMOJIHOCTBKO, TOYHO O6OBH8.‘-ICHI>I OCHOBHBIC IIOHATHA H
XapaKTePUCTHKH 110 TEME.

«Xopomo» — BOINPOC PACKPHIT, OJHAKO HET IIOJHOTO OIMHUCAHMUSA BCEX HEOOXOIUMBIX
3JIEMEHTOB.

«Y IOBJIETBOPUTENIEHO» — BONPOC PACKPHIT HE IMOJHO, NPUCYTCTBYIOT IpyOble OIIMOKH,
OJIHAKO €CTh HEKOTOPOE MOHUMAaHNE PACKPHIBAEMbIX MMOHSITHIA.

((HCYIIOBJICTBOPI/ITGJIBHO» — OTBCT Ha BOIIPOC OTCYTCTBYCT WJIM B LICJIOM HC BCPCH.

TpeGoBaHus K HATTMCAHUIO TOKJIAA

Jloknmamg — MPOAYKT CaMOCTOSITEIBHOM pabOThl O0YydYarolmIerocs, MpeACTaBISIOMUNA coO0n
MyOIUYHOE BBICTYIUICHHE IO TMPEJCTABICHUIO MOTYYCHHBIX PE3yJIbTaTOB PEIICHUS OMpeeIeHHOM
y4eOHO-TIPAKTUIECKOH, YUeOHO-UCCIEIOBATEIHCKON WIIM HAYYHOW TEMBI.

Kpurtepuu oneHuBaHusI 10KJIa1a:

OneHka «OTIMYHO» BBIMOJHEHbI Bce TpeOOBaHMSA K HANMCAHUIO W 3allMTe JIOKJIaja:
o0o3HaueHa mpobiemMa u 000CHOBaHA €€ aKTyalbHOCTh, CACNaH KPAaTKUH aHaIN3 Pa3IuYHBIX TOUYEK
3peHusi Ha paccMaTpUBaeMyl0 MpoOJieMy W JIOTUYHO U3J0XKeHa COOCTBEHHAs TMO3UIIMS,
c(OpMyIIMPOBAaHBI BBIBOJBI, TEMa pACKPbITA TOJTHOCTHIO, BBIAEPKAH OO0BEM, COOIIONCHBI
TpeOoBaHMs K BHEIIHEMY O(OPMIICHHIO, TaHbl IPABUIIbLHBIE OTBETHI HA IOMIOJHUTEIbHBIE BOIPOCHI.

OrneHka «XOpoIIo» — OCHOBHBIE TPEOOBAaHUS K JOKIAAy U €ro 3aIIUTe BBIOJHEHBI, HO TPU
9TOM JIONMYUIeHbl HEAOYETHl. B YacTHOCTH, MMEIOTCSI HETOYHOCTHM B H3JIOKEHUH Marepuaa,
OTCYTCTBYET JIOTHUYECKas IOCJIEOBATEILHOCT B CYXKICHUSX, HE BBIICpkKAH OOBEM JOKIANA,
UMEIOTCSl YIMyIIeHUus B O(pOpMIIEHHH, HE IOIMYCKaeT CYLIECTBEHHBIX HETOYHOCTEH B OTBETE Ha
JIOTIOJTHUTETHHBIN BOTIPOC.

OrneHka «yJIOBIETBOPUTENBHO» — UMEIOTCS CYIIIECTBEHHBIE OTCTYIUICHHS OT TpeOOBaHUM K
JOoKIanay. B uacTHOCTH, TeMa OCBEIICHA JHIIb YaCTUYHO, JOMYIIEHBI (DaKTUYECKHE OIMOKH B
COJIEp’)KaHUM JIOKJa/Ja WM TpU OTBETE Ha JOIMOJHUTENbHBIE BOMPOCH], BO BpEMs 3alllUTh
OTCYTCTBYET BBIBOJI.

OneHka «HEYJIOBIETBOPUTEIBLHO» — TeMa [IOKJIaJa HE pacKpbiTa, OOHapy>KHMBaeTcs
CYIIECTBEHHOE HEMTOHUMAaHUE TIPOOIIEMBI.

Tpeﬁonamm K BBIIIOJTHCHHUIO TECTOBOI'0 3alaHUSA

TectupoBanue sBISETCS OJHUM M3 OCHOBHBIX CPEACTB (HOPMAaIbHOTO KOHTPOJS KauecTBa
oOydeHus. DTO METOJA, OCHOBAaHHBIM HAa CTAHIAPTH3UPOBAHHBIX 33/IaHUSAX, KOTOPBIC TO3BOJISIOT
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U3MEPUTH TICUXO(U3MOIIOTHYECKUE M JTUYHOCTHBIE XapaKTEPUCTUKM, a TAKXKE 3HAHUSA, YMEHHS U
HaBBIKHM UCIBITYEMOTO.

OCHOBHbBIE IPUHIIMITBI TECTUPOBAHUS, CIIETYIOIIHUE:

— CBS3p C LENAMU OOy4YeHHs — IeJIM TECTHUPOBAHUS JOJDKHBI OTBEYaThb KPUTEPUSIM
COLMAJIbHOW MOJIE3HOCTH U 3HAYUMOCTH, HAYYHOU KOPPEKTHOCTH U OOILIECTBEHHOM MOIICPIKKH;

— OOBEKTMBHOCTh — MCIIOJIb30BaHME B MEJArOrMYECKHMX H3MEPEHUsX ATOro NpHUHIMIIA
MIPU3BAHO HE JOMYCTUTH CyOBEKTHBH3MA U MPEAB3SATOCTH B MIPOIECCE ITUX U3MEPEHUH;

— CIPaBeAJUBOCTh M TJIACHOCTb — OJAMHAKOBO J0OpOXKENATEIbHOE OTHOLIEHHE KO BCEM
00yYaromuMcsi, OTKPBITOCTh BCEX 3TAloOB Mpolecca U3MEPEHH, CBOEBPEMEHHOCTh 03HAKOMJICHHUS
00yuaroIuxcs ¢ pe3ysbTaTaMyi U3MEPEHUi];

— CHUCTEeMaTHYHOCTh — CHCTEMaTHUYHOCTh TECTUPOBAHMHA U CaMOIIPOBEPOK KaXKIAOTO
y4eOHOro MOJIyJis, pas3/iena M KakJOW TeMbl; BaXKHbIM aCIEKTOM JaHHOI'O MPHHLUNA SIBISETCS
TpeOOBaHUE PENPE3CHTATUBHOIO IPEJICTABICHHUs COJCpkKaHUsA Yy4eOHOro Kypca B COJEpKaHUU
TECTa;

— TYMaHHOCTb M 3TUYHOCTb — TECTOBBIC 3aJaHUs M MpPOLEAypa TECTUPOBAHMS IOJDKHBI
UCKJII0YaTh HAHECEHHE KaKoro-iubo Bpena oOydarolmMMCs, HE JOIyCKaTh YIIEMJIEHHsS HX IO
HAIMOHAJILHOMY, 3THHYECKOMY, MaTepHaIbHOMY, PACOBOMY, TEPPUTOPUATBHOMY, KyJIbTYPHOMY U
JpyTUM NpU3HAKaM;

BaxueWmumM sBiSeTCS MPUHLUUI, B COOTBETCTBUUM C KOTOPHIM TECTBHI JIOJDKHBI OBITh
MOCTPOEHBl IO METOJUKE, O0ECNEeYMBAIOLIEH BBINOIHEHUE TPEeOOBAHUI COOTBETCTBYIOLIETO
(benepanbHOr0 TOCYJApCTBEHHOTO 00pa30BaTEIbHOTO CTaHIaPTa.

B TecToBBIX 3a1aHUAX MCIIOJIB3YIOTCS YETBIPE THIIA BOIIPOCOB:

— 3akpbITas (opMa — sBiETCS HambOoJiee PacCIpOCTPAHEHHOW M MpEJIaraeT HECKOJIbKO
QJIbTEPHAaTHBHBIX OTBETOB Ha IIOCTaBJIeHHBbIH Bompoc. Hampumep, oOywaromemycs 3agaercs
BOIMPOC, TPEOYIOUINI albTepHATUBHOTO OTBETA «Ja» WM «HET», «SIBISIETCS» WU «HE SBISETCS»,
«OTHOCHUTCS» WM «HE OTHOCUTCS» U T.I. TecToBoe 3ajaHMe, COIEpIKalllee BOIPOC B 3aKPBITOH
¢dopme, BKIOUaeT B ceOs OAMH WIM HECKOJIBKO MPAaBUIBHBIX OTBETOB W HWHOI/IA HA3bIBACTCS
BBIOOPOUHBIM 3a/laHueM. 3akpbiTas (popMa BOIPOCOB HCIOJIB3YETCsSl TaKKe B TECTax-3ajadax ¢
BBIOOPOYHBIMU OTBETaMHU. B TecTOBOM 3a/laHMM B 3TOM ciiyyae c(OpMYJIHPOBAHBI YCIOBUE 3a]1aun
U Bce HEOOXOAMMBbIE HCXOJHBIE IAaHHBIE, @ B OTBETaX IPEJCTABIEHBI HECKOJIBKO BapHaHTOB
pe3yJibTaTa peleHus B YUCIOBOM WM OyKBEHHOM Buze. OO0ydaromuiics 10JKeH pelnTh 3a7ady U
MOKa3aTh, KAKOH U3 MIPEICTABICHHBIX OTBETOB OH MOJYYHII.

— OTKphITasi ¢opmMa — BONPOC B OTKPBHITOW (hopMe TpeAcTaBisieT coO0OW yTBEp)KICHHE,
KOTOpO€ HEOOXOIUMO JONOIHUTE. JlaHHas opMa MOXKeT ObITh NpeICTaBIEHa B TECTOBOM 3a/1aHUM,
HanpuMmep, B BUJE CIOBECHOTO TEeKCTa, (GopMyJbl (YpaBHEHUS), rpaduKka, B KOTOPBIX MPOIYIIEHBI
CYLIECTBEHHBIE COCTABJIAIOLIME — YACTH CJIOBa WM OYKBBI, YCIOBHBIE O0O3HA4YE€HHUs, JIUHUM WIH
n300pakeHUsl AJIEMEHTOB cxeMbl U rpaduka. OOyyarommuics OOJDKEH IO MaMSATH BCTaBHUTh
COOTBETCTBYIOILIUE IEMEHTHI B YKa3aHHbIE MECTa («IIPOITYCKUY).

— YCTaHOBJICHHE COOTBETCTBHS — B JaHHOM Clydae OOydYaromemycs MpeajaraioT IBa
CIMCKA, MEXKIY DJIEMEHTaMHU KOTOPBIX CJI€yeT YCTAHOBUTh COOTBETCTBUE;

— YCTaHOBJICHHE TIIOCJIEJIOBATEIILHOCTH — TMPEAIojaraeT HeoOXOAMMOCTb YCTaHOBUTh
MIPAaBUIIbHYIO TIOCIIEJ0BATENIBHOCTD IIPEAJIaraéMoro CIrcka ciaoB Win ¢gpas.

Kpurtepuu oneHKu 3HaHMIi IPU MPOBeeHUH TeCTUPOBAHUA

Onenka «OTIMYHO» BBICTABJISETCS MPHU YCJIOBUU NMPABUIbHBIX OTBETOB HE MEHEE, UeM Ha
85% TecTOBBIX 3aIaHMIL;

Onenka «XopoI10» BBICTaBISAETCS NMPU YCIOBUM NPaBUIIBHBIX OTBETOB HE MEHEE, YeM Ha
70% TecTOBBIX 3aJaHUI;

Onenka «YOBJIETBOPUTEIbHO» BBICTABIAETCS IPHU YCIOBUM IPABUIbHBIX OTBETOB HE
MeHee, ueM Ha 50% TecTOBBIX 3aJaHUIi;
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OLICHKa ((HeyI[OBJICTBOpI/ITGHBHO» BBICTABJIACTCS HpI/I yCJIOBI/II/I HpaBI/IJIBHBIX OTBCTOB
meHee, yeM Ha 50% TeCTOBBIX 3aJaHHil.

TpeOoBaHus K NPOBeIeHUIO TEKYLEH aTTeCTAIUN

Texkymuil KOHTPOJIb N0 JUCUMINIMHE «be30IacHOCTh ONEPALMOHHBIX CUCTEM» IIPOBOJUTCS
B (hopMe KOHTPOJIBHOTO Cpe3a MO OIEHMBAHHMIO (PAKTUUECKHX pe3yJbTaTOB OCBOEHUS MaTepHuala
MPOMICHHBIX TEM JUCLUIUIUHBI, U OCYIIECTBIISIETCS BEAYIIUM MPENOAaBaTEIeM.

Texymias aTrecrauus npoBoAUTCs B opMe TecTa.

OneHnBaHNe NTOCTIKEHUH 00yYaromerocsi MpOBOJAUTCS MO UTOraM KOHTPOJBHOTO cpe3a 3a
TEKYyIIUH MEepUOJ C BBICTABICEHHEM OLICHOK B BeAOMOCTH. [IpoxoxaeHue mpoueaypsl TEKyIIEro
KOHTPOJISI SIBIISIETCSL O0SI3aTENBHBIM ISl 00yYaroImuxcs 1mo o4Hoil popme oOydeHus. YclaoBuem
JIOTTyCKa K MPOMEKYTOYHOU aTTECTAllUU 110 AUCHUIIIMHE 00YYaroUIXcs [0 OYHOU (popme sBisieTcs
YCHEIIHOE TMPOXOXKJIEHUE TMPOUEAYpPhl TEKYyLIEro KOHTpoyisl (OLIEHKA HE HUXKE, YeM
«YIOBJIETBOPUTEIILHOY).

Kputepun oneHku 3HAHUI NPH NPOBeIeHUN TeKylIel aTTecTAllUN

Onenka «OTINYHO» BBICTABIAETCS MPU YCIOBUU MPABUIIBHBIX OTBETOB HE MEHEE, YEM Ha
85% TecTOBBIX 3aIaHMIL;

Onenka «Xopouoy» BBICTABISETCA MPHU YCIOBUM IPaBUJIBHBIX OTBETOB HE MEHEE, UEM Ha
70% TecTOBBIX 3aJaHUI;

Ouenka «YIOBJIETBOPUTENIBHO» BBICTABIIAETCS MPHU YCIOBUM IPABUIBHBIX OTBETOB HE
MeHee, ueM Ha 50% TecTOBBIX 3aJaHUIi,

Ounenka «HeynoBieTBOPUTENBHO» BBICTABISIETCA IPU YCIOBUHM NPABUIBHBIX OTBETOB
MeHee, yeM Ha 50% TeCTOBBIX 3aJaHUM.

Pe3ynbrartel TeKyIIero KOHTPOJISI HCIOJIB3YIOTCS IPU NPOBEICHUH IPOMEKYTOUHOU
aTTeCTalUU.

Kputepuu oneHku 3HaHUI Ha 3a4eTe

[IpomexxyTouyHast aTTecTanusi MO JUCHUIIINHE «be30macHOCTh OmnmeparmoOHHBIX CHCTEM)
HpOBOI[I/ITCSI B COOTBCTCTBUHU C y‘IGGHBIM IIJTAaHOM B 6-M CGMCCTpe B BUJC 3a4€Ta B COOTBECTCTBUHU C
rpauKOM MPOBEICHUS 3a4ETOB.

06yan0H1Hec;1 IIOHyCKaIOTCSI K 3aquy 10 JUCIIUITIJIMHE B cnyqae BBITIOJTHCHUS BCCX SaHaHI/Iﬁ
U MEpONPHSITHHI, MPETyCMOTPEHHBIX MPOrPaMMON IHUCUUILIMHBI (711 OOYyYaromuXCsi MO OYHOM
(hopMe — yCIIEIITHOTO MPOXO0KICHHUS TEKYIIETr0 KOHTPOJIS).

3adyeTHOE 3aaHUE MPEICTABISAET COOOM TECT B AJIEKTPOHHOM BHJE WJIU C HUCTIOJIB30BAHUEM
crenuanbHbeIX OnaHkoB. Kaxaplii BOmpoc mpeanonaraeT TOJBKO OJUH MpaBWIbHBIA oTBeT. Ilpn
yKa3aHUH CTYJICHTOM JBYX M 00jiee OTBETOB Ha OJIMH BOTIPOC OTBET CUMTAETCS HEBEPHBIM.

TecroBble 3afanus Ui 3aUeTa YTBEPXKAAIOTCSA HA 3aceaHUU KadeApbl U MOAMUCHIBAIOTCS
3aBeAYIONINMM Kadeapoii.

IIpu omenke 3HaHMWI OOydYaroOIIETOCs Ha 3adeTe MpernojaBaTellb MOXXET NMPUHUMATH BO
BHUMAaHHUE €ro y4eOHbBIC MOCTHXKCHHS B CEMECTPOBBIN MEPHOJ, PEe3ybTaThl TEKYIIETO0 KOHTPOJIS
3HaHUWA. DK3aMEHATOpP MOXXET BBICTABUTH OIICHKY O€3 TECTHpPOBAHHS TE€M CTYJEHTaM, KOTOpHIC
JIOCPOYHO BBITIOJTHIIIA BCE JTAOOPATOPHBIEC PAOOTHI M CAMOCTOSITEIBHBIC 3aJaHUS K HUM.

OneHka 3HaHMML B COOTBETCTBUM C YCTAaHOBJIIEHHBIMU KPUTEPHUSIMHU peaanu3yeTcs
CIEAYIOIUM 00pa3oM:

OI_[eHKa ((3a‘ITeHO>> BBICTABJISICTCA HpI/I YCJ'IOBI/II/I HpaBI/IJII:HBIX OTBC€TOB HC MCHEC, UCM Ha
50% TecTOBBIX 3a/IaHMIA;

OI_IGHKa «He 3a4TCHO» BBICTABJIACTCA IIPpU YCIOBHHU IIPAaBHUIIBHBIX OTBETOB MCHCC, YCM Ha
50% TecTOBBIX 3aIaHUH.
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8.YuebOHO-MeTOqMUYeCcKOEe M HHPOPMALMOHHOE 00ecnieYeHne TUCIUILINHBI

8.1. OcHoBHas JuTEeparypa

. BacunbkoB, A. B. be3onacHocTh U yIpaBiieHHE JOCTYNIOM B MH(GOPMAIMOHHBIX CHCTEMax
[DnexTponHbIit pecypc]: yueOHoe mocobue / A.B. BacumpkoB, U.A. BacuiabkoB. — M.:
O®OPYM: HUH®PA-M, 2017. — 368 c. OBC «Znanium.com» — Pexum mgocryna:
http://znanium.com/catalog.php?bookinfo=537054

. Bmacos, }0.B. ApamunuctpupoBanue cereii Ha 1uatrpopme MS WindowsServer
[DnexTponnsiii pecypc]/ HO.B. Bmacos, PunkoBa T.M. — M.: HHTepHeT-YHUBEpcUTET
Nudopmanmonnsix Texnonoruit (MHTYUT), 2016. — 622 c. — DBC «IPRbooks» — Pexum
nocryma: http:// www.iprbookshop.ru/52219

. I'munckas, E. B. HuadopmanmonHas Oe30macHOCTh KOHCTpykKuuii OBM wu cucrem
[DnexTponnblii pecypc]: ydueOnoe mocobme / E.B. I'mmuackas, H.B. Uwuapun. — M.:
HNH®D®PA-M, 2018. - 118 o -  DOBC «Znanium.com» —  Pexum
nocryta:http://znanium.com/catalog.php?bookinfo=925825

. T'onuapyk, C.B. AnmunuctpupoBanue OC Linux [Dnexrponnslii pecypc]/ C.B. I'oHuapyk—
M.: Untepuet-YHuusepcuretr Mapopmanmonnsix Texnonoruit (MHTYUT), 2016. — 164 c. —
OBbC «IPRbooks» — Pexum moctyna: http://www.iprbookshop.ru/52142

. Hazapos, C.B. CoBpemeHHBIE ONEpaIlMOHHBIE CUCTEMBI [DJIIEKTPOHHBIN pecypc]: yueOHoe
nocodue/ C.B. Hazapos, A.W. [llupokos. — M.: Uutepuer-YHuBepcurer MHpopMaIimoHHBIX
Texnonorui (MHTYUT), 2016. — 351 c. — OBC «IPRbooks» - Pexum mocryma:
http://www.iprbookshop.ru/52176.html.

Ounmunmos, M.B. OnepannoHHbIe CUCTEMBI [ DJIEKTPOHHBIN pecypc|: y4eOHO-METOANIECKOe
nocobue/ M.B. ®wmunmos, /[.B. 3aBbsiioB. - Bonrorpaa: Boarorpaackuif MHCTHTYT
omszneca, 2014. — 163 <c¢. — DOBC «IPRbooks» — Pexum  nmocryma:
http://www.iprbookshop.ru/56020.html

[Hanprun, B. ®. HNuapopMammoHHas O€30MaCHOCTh KOMIBIOTEPHBIX CHCTEM H CETEH
[DnexkTpoHHBIH pecypc]: yuebHoe mocobue / B.®. lllanbrun. — M.: ®OPYM: NUHOPA-M,
2017. — 416 C. — 9BC «Znanium.com — Pexum JIOCTyTa:
http://znanium.com/catalog.php?bookinfo=775200

8.2. lonoiHMTEILHAS JIUTEPATYPa

. Uedpanos, C.I'. Unentudukanus u ynpaBlieHUE CIOXHBIMU OOBEKTAMU: MaTEMaTHIECKHE
MoeNH, HHPOPMAIITMOHHBIE TEXHOJIOTHH M KOMIUIEKCH TTpOrpaMM [DIeKTpOHHBIN pecypc]:
yuebHoe nocobue / Yedppanos C.I'., Canmer A.3.; — Maiikor: MI'TY, 2015. — 123 c. —
Pexxum moctyma: http://lib.mkgtu.ru:8002/libdata.php?id=2100023696

. Kynreirun, O.I1. AnmunuctpupoBanue 6a3 nanusix. CYBJ] MS SQL Server [ DneKTpOHHBIH
pecypc]:  yuebnoe mocobume/ O.II. Kynareirma— M.: MocCKOBCkui  (PpUHAHCOBO-
NPOMBIIIICHHBIH yHUBepcuTeT «Cuneprus», 2012. — 232 c¢. — DBC «IPRbooks» — Pexxum
nocrytma: http://www.iprbookshop.ru/17009

. ®enoroB, E.A. AJAMHUHHCTpUpOBaHHWE TMPOTPAMMHBIX U HWH(POPMAIMOHHBIX CHCTEM
[DnexkTpoHHbIl pecypc]: ydeOHoe mocobue/ E.A.DemotoB— benropoa: benropoackwmii
rocy/apCTBEHHBIN TexHonornueckuil ynusepcurer uM. B.I'. Illyxosa, 2012. — 136 c. — OBC
«IPRbooks» — Pexxum nmoctyma: http:// www.iprbookshop.ru/27280

8.3.UnpopManinoHHO-TEJIeKOMMYHUKALIMOHHBbIE pecypchbl ceTu « MHTEepHET»
Obpazosarenbusblii moptan ®I'BOY BO «MI'TY» [Onekrponnsiii pecypc]: Pexum nocrymna:
https://mkgtu.ru/

HNudopmannonno-npaBoBoil nmopran «['apant» [DnexTpoHHbIH pecypc]: Pexum nocryna:
http://www.garant.ru/

Hayunast osnekrtponHas Oubnmoreka www.eLIBRARY.RU -~ Pexum pgocryna:
http://elibrary.ru/
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- DNEeKTpOHHBIN

KaTaJor

//http://lib.mkgtu.ru:8004/catalog/fol2:

-  Enunoe

OKHO

JocTyna

http://window.edu.ru/

K  0o0pa3zoBaTeiabHBIM

OUOINOTEKU

pecypcam:

Pexum IocTyna:

Pexum  pgocryna:

- CereBble KOMIBIOTEPHBIE MPAKTUKYMBI: Pexxum noctymna:http://webpractice.cm.ru
- Enuwnas xomnmekmus 1mudpoBeIX 00pa3oBaTeNlbHBIX pecypcoB: Pexxum moctyma:http://scool-

collection.edu

- ®epepanbHblil moptan «Poccuiickoe oopazoBanue»:Pexxumaoctymna:http:/edu.ru
- Topran ¢ maTtepuamamu Mo M3yueHHIO HWH(POPMAIMOHHBIX TEXHOJOrWi:Pexum moctymna:

www.ict.edu.ru.

9. MeTonuyeckue YKa3aHus 1Js 00y4alOUIUXCH M0 OCBOECHUIO JUCUMILIHMHBI (MOXYJIS)
KommuiekcHoe u3ydeHue mpeiaraeMoi cTyieHTaM yuyeOHol qucuuIuinabl «be3onacHocTh

ONCpalMOHHBIX

CHCTEM»

peanosaracT

OBJIaACHUC

MaTepuajaMu  JIEKUHWM,

y4eOHHUKOB,

MPOrpaMMBbI, TBOPUECKYIO pabOTy CTYICHTOB B XOJI€ BBHITIOJHEHHS JTA00PATOPHBIX PadoOT, a TaKKe
CHCTEMAaTHYECKOE BBIMIOJIHEHUE 3aJJaHHi JUIsI CAMOCTOSATENBHON paboThl cTyAeHTOB. OCHOBHBIMHU
BUJAAMHU 3aHATHH NpPH W3YYCHWH IUCHMIUIMHBI SBIAIOTCS JICKIMH, JAOOpaTOpHBIE DPabOTHl H
caMmocTosiTenbHas pabora. M3ydeHwe AUCIUITIMHBI «be30mMacHOCTh ONEpAalMOHHBIX CHCTEM)
OCYIIECTBIISIETCS. B Y4EOHBIX ayIMTOPHSIX, KOMIBIOTEPHBIX KjaccaX COIJIACHO PAaCIHCaHHIO
3aHSTHI, a TAK)KE B CBOOOJHOE OT IUIAHOBBIX 3aHATHI BpeMsi Ha (PaKyJIbTETe WK IOMA.

Pa3zpgen / Tema dopmup MeTtoanl Cnoco0nI CpencrBa
€ YKa3aHUEM OCHOBHBIX yemble o0yueHust (popmpbi) o0yueHust
Y4eOHBIX 3J1IEeMEHTOB KoOMIIeTe 00y4eHust
HI{UU
[ToHATHE ONIEPALIMOHHBIX I1IK-9 PaboTa ¢ Nunusunyans | KoHcnekt jgexuui,
cucteM. OCHOBHBIE pPEKOMEHIOBAaHHOW | Has paborTa, uH(OPMAITHS dIIEKTPOHHBIX
MeXaHH3MBI JINTEPATYPOH, CaMOCTOSATENh | UCTOYHHUKOB, yUeOHUKH U
(YHKLMOHNPOBAHHUS pabora c Has pabora. y4eOHbIe TOCOOHS;
OTIEPAITMOHHBIX CHCTEM. ANIEKTPOHHBIMH METOIMYECKHEe Pa3padOTKU
pecypcaMu, METOT (pexomeHnmanum) Mo
1a00PaTOPHBIX MpeIMETY, TEXHUIECKUE
pabor. CpEeICTBa IOCTyMa K
JJIEKTPOHHBIM pECypcam.
TeopeTnueckue 0CHOBBI [1K-9 O3HakoMIIeHHE C NupuBuayans | HopMaTUBHBIE JOKYMEHTHI,
3aIIUThI OePallMOHHBIX HOPMAaTHBHBIMU Has pa60Ta, Koncnekr J'IeKL[PIfI,
cucreM. OG30p METOIOB JOKYMEHTaMH, caMoCTOSTeNh | WHGOPMAIIHS SJISKTPOHHBIX
HECAHKLMOHHPOBAHHOTO pabora c | Has pabora. WCTOYHUKOB, YYeOHUKH U
JIOCTYTA K OMEpAIHOHHOT PEKOMEH0BAHHON y4eOHbIC TOCOOUS;
JTUTEPATyPOH, METOIUYECKHEe Pa3padOTKU
CUCTEME.
pabora ¢ (pexoMeHmanum) 1o
AIEKTPOHHBIMHU MpeIMETY, TEXHUICCKUE
pecypcamu. CpeAcTBa IOCTYIa K
SJIEKTPOHHBIM pECypcam.
OCHOBHBIE MEXaHU3MBI I[1K-9 PaboTa ¢ NupuBunyans | KoHCHEkT Aekuui,
3anmuThl B OC Windows. PEKOMEHIOBaHHOHM | Has pabora, uHGpOPMAITHS SICKTPOHHBIX
JTUTEPATyPOH, CaMOCTOSTEIh | UCTOYHHUKOB, yUeOHUKH U
pabora ¢ Has paboTa. y4eOHBIE TIOCOOWS;
AIEKTPOHHBIMHU METOMYECKHE Pa3pabOTKU
pecypcaMu, METOJ (pexomeHmanum) Mo
1abopaTOPHBIX MIPEeIMETY, TEXHIUECKHE
pabor. CpelcTBa IOCTYIA K

QJICKTPOHHBIM peCypcCaMm.
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AJIMUHHCTpUPOBAHUE I1IK-9 Pabota c WupuBunyans | KOHCIEKT JIeKIUH,
CeTeﬁ Hepeﬂaqﬂ TIaHHBIX. peKOMeHHOBaHHOﬁ Has pa60Ta, I/IH(l)OpMaLII/IH SJICKTPOHHBIX
3almTa OHepaHOHHOM JUTEPaTypoH, CaMOCTOSITENb | UCTOYHHUKOB, yU€OHUKU U
cucTeMbl B cet. CIysKObI paboTa ¢ Has pabora. yueOHbIC TTOCOOUS;
KATAJIOLOB. 3EKTPOHHBIMU METOANYECKUE pa3padoTKH
ActiveDirectory. pecypcamu, METO (pexoMeHpaum) Mo
71a00paTOPHBIX HpeAMETY, TEXHUYECKUE
pabor. CpeaCTBa IocTyna K
3JIEKTPOHHBIM PECYpCaM.
OCHOBHBIE  MEXaHU3MEI [1K-9 Pa6ora ¢ WNuamuBunyans | KoHCmekT JeKIunid,
sanmutel B OC  Linux. PEKOMEHIOBaHHOW | Has paboTa, UHQOpPMAIHSI AIEKTPOHHBIX
CHCTEeMEBI MaHIaTHOM JUTEpaTypOH, CaMOCTOSITENb | UCTOYHHUKOB, YUEOHUKHU H
3aIIHTHL. SELinux. pabota ¢ Has paboTa. y4eOHbIe TOCOOHS;
ammTa  ONEPAIHOHHON 3JIEKTPOHHBIMHU METOANYECKUE Pa3paboTKu
CHCTEMEL B CCTH. pecypcaMu, METOJ (pexomeHpaIum) mo
nabopaTopHBIX peaAMETY, TEXHUIECKUE
pabor. CpelICTBa IOCTYIIA K
3JIEKTPOHHBIM pecypcam.

B xoxe nexumii pacKphpIBalOTCS OCHOBHBIE BOIIPOCHI B paMKax pacCMaTpPUBAEMBIX TEM,
JIeNAOTCsl aKIeHThl Ha HanOoJiee CIIOKHBIE W MHTEPECHBIC IMOJIOKEHHUS M3y4aeMOro MaTepuana,
KOTOpBIE JIOJDKHBI OBITH TMPUHSATHI CTyJIEHTAaMH BO BHUMaHHe. MaTepuaibl JIGKIHHA SBISIOTCS
OCHOBOM IS TIOATOTOBKH CTYJICHTOB K MPAKTHYECKUM 3aHSATHSAM U KOHTPOJIBHBIM MEPOIPUATHSIM.
JlekuMu TPOBOJATCS B JIEKIMOHHBIX ayJUTOPUSAX IO PACIUCAHMIO 3aHATHUH Ul HECKOJIBKUX
aKaJeMHUUYECKUX IpyMIl, 00bEINHEHHBIX B JEKI[MOHHBINA OTOK.

Ha nexkumm CTyAeHT AOKEH BECTH KOHCIEKT, KOTOPBIH B COYETAaHMM C PEKOMEHJI0BAaHHOU
JUTEPaTypOl UCIONb3YETCs AJIs HOATOTOBKH K JIAOOPATOPHBIM 3aHATHIM, KOHTPOJIBHBIM paboTam,
9K3aMEHaM U 3a4eTaM.

Ha mnepBom 1abopaTOpHOM 3aHATUU CTYAEHTHl MOJY4YalOT HMHCTPYKTaX I10 TEXHHKE
0e30macHOCTH Tpu paboTe B Kiacce M 3HAKOMSTCA C OCOOEHHOCTSIMH Pa0OThl Ha KOHKPETHOMH
BBIUMCIINTENILHON MaIllnHe.

WuauBunyaneHple 3aJaHUs W METOAWYECKHE YKa3aHUS K BBIIOJHEHHUIO KaKJOU
MOCIeAYIONIeH paboThl CTYACHT MOYYaeT, KaKk MPaBuIIo, Ha MpeablaymeM 3ausaTin. [lonroroBka K
BBITIOJTHEHUIO JIA0OPATOPHBIX pabdOT OCYIIECTBISCTCS B 4Yachl CaMOCTOSITENIBHON pabOTHI.
CtyneHTbl, HE MOATOTOBUBIIMECS K 3aHATHUSIM, K paboTe Ha KOMIIbIOTEpE HE Aomyckatorcs. Jlis
MOATOTOBKH K JTa0OPATOPHBIM 3aHITHIM HYXHO M3YUYUTh IpejIaraeéMylo JUTepaTypy U OTBETHTH
Ha KOHTPOJIbHBIE BOMPOCHI.

[To xkaxmoil BHITTOJHEHHON JabopaTopHOM padoTe CTyIeHT OoQopMIIIeT OT4YeT TIO0
YCTaHOBJICHHOU (opMme.

Omnucanue paboT U METOAMYECKUE YKa3aHHUS K HUM COJIEpKaTcs B y4eOHO-METOIMUYECKUX
nocobusx. Pa®oThl BBINOJNHAIOTCS B TOH NOCIEIOBATEIBHOCTH, B KOTOPOH OHHM H3J0XKEHHI B
MocoOMsAX, T.K. BBINOJIHEHUE KaXIOW cienyromeil paboTsl TpeOyeT OCBOEHHUs Marepuana
npensiaynieid. Kaxnas pabota BBINOIHIETCS B COOTBETCTBUU C 3aJaHUSIMHU, COACPKAILIUMUCS B
HEH, OTYETOM O BBINIOJHEHHH JIAOOPaTOPHOU paboThl SBIAIOTCS (ailiibl, CO3JaHHBIE B IMpOLECcCe
paboTBl M COXpaHEHHBIE Ha JWCKe. 3amuTa JabopaTOpHOH padoThl MHpPEACTaBIsET COOOM
BBITIOJTHEHHE CaMOCTOSITENIFHOTO 33JaHUsS M OTBETHI Ha BOMPOCHL. CaMOCTOATENbHOE 3aJaHHe
MPECTaBIsAeT COOOW peaqu3aluio TBOPYECKOTO IMpOeKTa Mo KOHKpeTHOH Tteme. Ilepen
BBITIOJTHEHUEM PabOThl HEOOXOAMMO M3YYHTh TEOPETUUECKYIO YaCTh, COJACPIKAILYIOCS B OTMMCAHUH
paboThl M COOTBETCTBYIOILIME pa3/ieibl YUYeOHOW JUTEpaTyphl, 3aT€M OTBETHTh HAa KOHTPOJbHBIC

BOIPOCHI.
Kaxxnomy cTyneHTy BO Bpemsi JabopaTOpHOM palOOThl MPENOCTaBISETCS MOJIHAs
BO3MOXXHOCTh ~ OBITb ~ MHAMBHIYaJbHBIM  TOJBH30BATEIEM  KOMIIBIOTEpPA, CaMOCTOSTEIBHO
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orpabaTeiBaTh y4eOHBIE BONPOCH W  BBHINOJHATH HWHAWBUAYAIbHBIE Yy4eOHBIC 3aJaHUs
MIpENoAaBaTesl.

OCHOBHBIMH BHJJAMH CaMOCTOSITENIbHON PabOTHI CTYIEHTOB SBIISIOTCSI COCTABJICHHUE TIJIaHA-
KOHCIIEKTa, BHIIIOJHEHUE CAMOCTOSTENIbHBIX 3aJaHUi, ITOATOTOBKA K JIAOOPATOPHBIM paboTam,
MIOATOTOBKA K 9K3aMEHY.

CamocTtosiTenbHass  paboTa  CTYJIEHTOB IpH  U3ydeHMH Kypca  «be3omacHocTb
OMEpPALlMOHHBIX CHUCTEM» IIpeAanoiaraer, B IEpBYI0 odepeap, pabOTy € OCHOBHOW H
JIOTIOJTHUTEIIbHOMN JTUTEPATYPOH.

B cwiy ocobGeHHOCTEH MHIMBUAYAJbHOIO pEXHMa HOArOTOBKHM Ka)XJIOro CTYJEHTA,
MIPEICTABIAETCS, YTO IUIAHUPOBAHUE JIOJKHO OCYIIECTBIATHCSA CTYAEHTOM CaMOCTOATEIBHO, C
Y4E€TOM WHJIWBHIYAJIBHBIX PEKOMEHJAIMM M COBETOB IPENOJABaTENICd JUCLMIUIMHBL B
COOTBETCTBUHM C BOINPOCAMH M OOpAIIEHUSMH CTYACHTOB INPH BCTPEUAIOLIMXCS CIOXKHOCTAX B
MIOATOTOBKE U OCBOCHUU

CamocrosaTenbHyl0 paboTy MO H3YYEHHUIO JUCIMILIMHBI LEIecO00pa3HO HauWHATh C
U3y4eHus: pabodell IporpaMMsbl, KOTOPask COJIEPKUT OCHOBHBIE TPEOOBAaHMS K 3HAHUAM, YMEHUSM,
HaBBbIKaM 00yYalOMIUXCsl, 03HAKOMJICHHUS C pa3fesiaMHi U TeMaMHu.

[TomyuuB npencTaBaeHre 00 OCHOBHOM COZAEP)KaHUM Pa3jiena, TeMbl, HEOOXOAUMO U3yUUTh
JaHHYIO0 TeMy, NPEACTaBICHHYIO B y4eOHMKe, MPUICPKHUBAsICh PEKOMEHAALMH MpenojaBarers,
JAHHBIX B X0JI€ YCTAHOBOYHBIX 3aHATHUI 110 METOJIMKE paOOThI HaJl yYEOHBIM MaTEPHATIOM.

PexomeHyeTcst TOTOHUTG KOHCIEKT JIEKIHH M0 pe3yIbTaTaM paboThl C HCTOYHUKAMHU.

IIpn u3ydeHun Kypca Hy)KHO UMETh B BHJly, YTO CIINCOK PEKOMEHyEMOU JIUTEPATYyPBI HE
UCYEpIBIBAET BCE HUMEIOIIMECH CerofHs mnocobus mno aucuumiauHe. Iloaromy pomyckaercs
UCIOJIb30BAaHUE JII000W JAOCTYNHOM JIUTEpaTyphl, B KOTOPOH OCBEILIEHBI BOIIPOCHI, COJEpKAIUECsT
B IIPOrpaMMe Kypca.

B xone camocTosiTensHONH pabOThl peKOMEHIYETCsl 10padaThiBaTh CBOM KOHCIEKT JIEKIIMH,
Jienas B HEM COOTBETCTBYIOIIME 3alMCH M3 JIMTEPATypbl, PEKOMEHJIOBAaHHOW IPENOoJaBaTeIeM U
MPeIyCMOTPEHHON YU4eOHON MpOTrpaMMOi.

3anucu UMEIOT NEPBOCTENEHHOE 3HAaYEHHE JUIsl CAMOCTOSATENBHON paboThl cTyAeHTOB. OHU
IIOMOTalOT TIOHATH IIOCTPOCHHE H3Yy4aeMOI0 MaTepuasa, BbIACIUTb OCHOBHBIE IIOJIOKECHHUS,
MIPOCJEINUTD UX JIOTUKY.

Benenue 3anuceil cnocoOCTByeT NpeBpaLeHNUIO YTEHHUS B aKTUBHBIH Ipolecc, MOOMIU3YeT,
Hapsily CO 3pUTENbHOM, U MOTOpHYIO HamsTh. CleqyeT MOMHHUTH: Yy CTYJEHTa, CUCTEMaTHYECKH
BEYIIEr0 3allUCH, CO3/1aeTCsl CBOM MHIAMBUAYAIbHBIN (HOH MOJCOOHBIX MAaTEPUANIOB AJIsl OBICTPOTrO
MOBTOPEHUS] TMPOYUTAHHOTO, JJs MOOWIM3AIMM HAKOIUIEHHbIX 3HaHUU. OCOOEHHO BaXXKHBI U
MIOJIE3HBl 3alMCH TOrJa, KOIZJa B HHUX HaxOAAT OTPAXCHHE MBICIM, BO3HMKIIME IIPH
CaMOCTOSITENIbHON paboTe.

IIpu caMocTOATENBHOM MOATOTOBKE K JJAOOPATOPHBIM 3aHIATHAM HEOOXOJUMO BIYMYHBO
MIPOYUTATh OMHUCAaHUE PabOTHI, MOCJIE MPOUYTEHUS CIENYET MPOIyMaTh COAEpP)KAHUE, ONPENEITUTh
MIOCJIEOBATEIBHOCTh U TOPSAJOK BBINOJHEHUS 3aJaHui. 3aTeM M3Y4YUTh COOTBETCTBYIOLIME
pazzenbl OCHOBHOM U IOMOJIHUTEIBLHOM JIUTEPATyphl U OTBETUTH HA KOHTPOJIbHBIE Bonpockl. Kpome
TOrO, /U1 OOoJiee KAaueCTBEHHOW IMOJATOTOBKM K 3aHATHUIO HY)KHO OTBETUTHh Ha JIOTIOJIHUTEIIbHBIC
BOIIPOCHI 17151 CAMOCTOSITENBHON MOATOTOBKH.

CamocrosiTennbHast paboTa TaKKe BKIIOYAaeT B ce0s TMOATOTOBKY K KOHTPOJBHBIM
MeponpusaTusaM. KoHTposibHbIE pabOThl MOTYT MPOBOJUTHCS, KaK MPaBUIIO, 10 OCHOBHBIM TeMaM
Ha y000M Buzae 3aHATHH. O MpoOBEAEHUHM KOHTPOJIBHOM paboOThl U €€ COAEPKAHUU CTYICHTHI
OIOBELIAIOTCS 3apaHee. Tekylas arrecTauus U 3a4eT NPOBOAATCS B BUJIE TECTOB.

Pemenue cuTyallMOHHBIX 3aJady OCYIIECTBISETCS C LIEJIbIO IPOBEPKU YPOBHS HAaBBIKOB
(BazieHnit) CTyICHTa MO PELICHUIO NPAaKTUYECKOH CUTYallMOHHOM 3ajaun.

B mnepByio ouepenp cieayeT BHUMATENbHO O3HAKOMUTBHCS C YCIOBUSIMU 3aJaud, 3aTeM
HE00XO0AMMO OIPEJEeNIUTh OCHOBHBIE BOIIPOCHI 3a/1aun. OnpeeuB OCHOBHBIE BONIPOCHI, CTYIEHTaM
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cieyeT 00O3HAYMTh MYTH PELICHUS BOMPOCOB M NMPHUCTYNHUTh K PELICHHIO 3a1aud. B mporecce
pelieHust 3aJadd  CcIeayeT HCIOJIb30BATh KOHCIEKTHl JIEKUMH M CIEUUAIBHYIO JIUTEpaTypy.
Pemienue 3a1aun mpeacTaBIseTcs Ha MPOBEPKY B MUCBMEHHOM (3JIEKTPOHHOM) BUJIE.

ITpu oueHke penieHus 3aa4d aHATM3UPYETCs IOHUMaHUE CTYACHTOM KOHKPETHOW CUTYyaluH,
CIOCOOHOCTH 0OOCHOBAHUSI BHIOPAHHOM TOUKU 3peHHUs, TTyOHHA IPOPAOOTKU MaTeprana.

JIist cTyieHTOB, O0ydJarommxcs Mo 3a04HOiM dopme oOydeHHs, caMOCTOsITeNIbHAas padoTa
SBIISICTCSI OCHOBHBIM BHIOM pabOTHI 110 U3YUYCHUIO AUCUUIUIMHBL. OHA BKIIOYAET

—  M3YYCHHE JICKLIMOHHOTO MaTepHuaa;

— paboTy ¢ pEKOMEHIOBAHHOW JIUTEPATYpOH W JIOTIOJHUTEILHBIMH HCTOYHHKAMH
nH(pOpMaIInY;

— TOATOTOBKY K Caye 3aueTa.

[Ipy moaroTOoBKE K 3a4eTy HEOOXOJMMO OpPHUEHTHUPOBATHCS HAa KOHCIIEKTHI JIEKIUH U
PEKOMEHAYEMYIO JIUTEPATYPY.

[TonroroBka oOywaromerocss K 3a4eTy BKJIIOYAeT B ceOs CaMOCTOSATENBHYIO paboTy B
TEUYEHUE CEeMECTPa, HEMOCPEICTBEHHYIO MOATOTOBKY B JIHM, HPE/IIECTBYIOLINE 3a4eTy MO TeMaM
Kypca.

Ocob6oe BHUMaHUE cielyeT yIeINTh MPaKTHUeCKON cocTaBisomeil tucuuminael. Ecnu npu
MOJITOTOBKE K 3a4eTy 0OYYaIOUIHIACS CTAIKUBACTCS C 3aTPYJHEHUSMH 110 HEKOTOPHIM BOIPOCAM, OH
HUMeeT BO3MOXKHOCTh MOJIyUYUTh pa3bsICHEHUH MpernoaaBaress Ha IPyNIOBOM KOHCYJIbTALUU MEpeN
3a4eTOM, YeTKO 00O3HAYHB CyTh 3aTPYJHCHUH.

3ayeT MpoBOJIUTCS B BUJE TECTA.

Jlig ycnemHol caauu 3adeTaoOyudaroluecs: AODKHBI IPUHMMATh BO BHMMAHHE, YTO BCE
OCHOBHBIE BOIPOCHI, YKa3aHHbIE B IIEpEUYHE BONPOCOB K 3ayeTy, Hy’)KHO 3HaThb M MOHHUMAaTh HMX
CMBICIL.

Mertoanuyeckre peKkoMeHJalMu Mo padoTe CTYJIEeHTOB B CHCTEME JMCTAHIIMOHHOIO
oOy4eHwus.

[Topran online oOyuenus Haxoautcs mo anapecy http://learn-mkgtu.ru. OH cnenuansHO
pazpaboTaH [uisi OOJIeryeHus JAUCTAHIMOHHOTO OOy4YeHHus, JaeT BO3MOXHOCTbh YJIOOHO H
OIIEPATUBHO KOHTPOJIUPOBATH MPOIIECC O0YUCHHUS.

B nepByto odepens ciaemyeT co3aarh akkayHT. J{s 3TOro HeOOXOAMMO yKa3aTh JIOTHH (MMS
JUIS BXOJ1a) U MAapoJib, a Takke (paMuiuio, UMs, OTUECTBO, FOPOJ] U aJpec MEKTPOHHOU noutsl. Ha
yKa3aHHBIN apec MEKTPOHHOU MOYTHI OYIyT MPUXOIUTH BCE YBEAOMIICHUS, a TAKXKE MUChMaA TIPH
BOCCTaHOBJIEHUU Mapois. IMEHHO K 3TOMYy KOHTakTHOMY JIMIy OyayT oOpamatrbesi COTPYAHUKU
YHuBepcurera npyu 0OLICHUH.

JanbHelimas paboTa ¢ CUCTEMOH MpearoaraeT UCIoIb30BaHKUE JIOTHHA U apoJIs.

Jlnist mepexoia K HyKHOMY y4eOHOMY KypCY HCIIOJIB3YHTE COOTBETCTBYIOIIEE MEHIO.

OcHOBHOE coJepXaHHE Kypca pacHOJOXKEHO B pasjiesiaX, KOTOpbIe OpPraHM30BaHBI IO
TEMAaTUYECKOMY TIPUHITHITY.

JIUCTaHIIMOHHBIM Kypc — 3TO HaboOp TeMaTHYecKuX (WM KaJeHJIApHbIX) paslesioB, B
KOTOPBIX Pa3MEICHBI PECYPCHI H aKTUBHBIE 3JIEMEHTHI Kypca.

Cuctema mo3BOJIIET H3y4aTh MaTepualbl Kypca B JIIOOOM TMOpPSAIKE, HO CIEAyeT
MPUICPKUBATHCS 33JaHHOW TpPENoJaBaTesieM IOCIEeI0BaTeIbHOCTH, T.K. M3yYe€HHE HEKOTOPBIX
MaTepHalloB MpeaIoaraeT 3HaHue yxkKe MPOHIEeHHBIX.

AKTUBHBIE JJIEMEHTHI Kypca — 3TO HWHTEPAKTHBHBIE CpPEICTBA, C IOMOIIBIO KOTOPBIX
npernojiaBaTeNb MO0 TPOBEPSET YPOBEHb 3HAHUIM CTYAEHTOB, JHOO BOBJIEKAET HUX BO
B3aMMOJICHCTBHE KaK APYT C JAPYyroM, Tak U ¢ co0oil. K akTHBHBIM 31ieMeHTaM Kypca OTHOCSTCS:
(opyMbl, 3aJaHNs, TECTHI U TIP.

AXTUBHBIE BIIEMEHTHI MOTYT HPEIOiararb Kak OJHOCTOPOHHIOI aKTUBHOCTH YYAaCTHHUKOB
Kypca, Tak U 000I0IHYI0: MEX]ly CTYJJCHTOM U IPEenoaBaTeieM.
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AKTHBHBIE 3JI€MEHTHI TPeOYIOT KOMMYHHUKAIIMOHHOM aKTMBHOCTH CTYJI€HTA, KaK MPaBUio, B

pexume online.

CryneHraMm ciefyeT odpamaTh BHUMaHHE Ha BCE 3aJJaHUs Kypca.
Bl MoxkeTe oOpamiatbes K MpenojaBaTesisiM Kypca Mo BceM Bo3HUKawomuM y Bac B xoze

00y4YeHHs BOIPOCaM.

B HekoTOpBIX ciyuyasx MOXKeT ObITh yaoOHee WM IeliecooOpa3Hee He MPOCMaTpuBaTh, a
CKayaTh C caiiTa MaTepHalibl Kypca.
Psin ameMeHTOB KypcarnpenycMaTpuBaeT MPUKPEIUICHHE OTBETOB CTYJICHTOB B BUe (hailioB
HEMOCPEACTBEHHO B dJIEMEHTE Kypca.

10. Ilepeyenb MH(OPMANMOHHBIX TEXHOJIOTHH, MCNOJb3yeMBbIX NPH OCYLIECTBJICHUH
00pa30BaTEeJILHOI0 NMpPoOLECcca MO JUCHUIUVIMHE (MOIYJII0), BKJIKYAS NMepeYyeHb MPOrpaMMHOI0
ol0ecrieyeHusi ¥ HH(POPMALMOHHBIX CIIPABOYHBIX CHCTEeM (IIPH HEOOXOAMMOCTH)

Jlng ocymiecTBiIeHUsT y4eOHOro Tpoliecca HCHOIb3yeTcsl CBOOOJHO pacHpoCTpaHsSeMoe
(becrmatHoe He TpeOyrolee TUIICH3UPOBAHNS) IPOTPaMMHOE 0OecIIeUeHHE:

1. OnepanmoHHas CUCTEMA;

2. Oducuerii maker Open Office;

3. I'paduueckuii maker Gimp;

4. Bekropnsrii penaktop Inkscape;

5. TecroBas cuctema Ha 6a3ze Moodle
6.

«MI'TVY», ceugerensctBo Ne2013617338.

TecroBast cucrema coOCTBeHHOW pa3paboTku, mnpaBoobiagarens PI'BOY BO

11. Onucanue MaTepuaAIbHO-TEXHUYECKOI 0a3bl HE00XO0AUMOM VISl OCYLEeCTBJICHUS
00pa3oBaTeIbLHOr0 MPoIecca N0 JMCUUILINHE (MOTYJII0)

HammenoBanus CIIenaJIbHbIX

OCHaH_[eHHOCTB CIICenaJIbHbIX

[Tepeuenn JINIIEH3UOHHOTO

MOMEIIEHUH ¥ TIOMEIIECHUH | TOMEUICHH ¥ TOMEIICHH | MPOTPaMMHOTO OO0eCTIeueHusl.
U1 CaMOCTOSTEIILHON | UIA CaMOCTOSTENILHON | PekBU3UTEHI
paboThI paboThI MOITBEP K TAIOLIETO

JIOKYMEHTa

CrennanbHble TOMEUICHUS

VYuebnble ayautopun s | [lepeHocHoe CBOOOZHO pacmpocTpaHsIieMoe
MPOBEACHUS 3aHATUN | MyJIBTUMEIUITHOE (becruiaTHoe HE TpeOyroliee
aeknuoHHoro tuma: Ne 13 | oOopynoBanue, JOCKa, | TUIICH3UPOBAHNS)
ayn., kopmyc 3 Mebenb I ayaUTOPHUi, | MPOrpaMMHOE 00€CTICUCHUE:
Aynuropus  And 3aHATHM | KOMIBIOTEPHBIN Kiacc Ha 15 | 1. OnepannonHast
CEMHUHAPCKOTO THUIIA, | ITOCAJOYHBIX MeECT, | cucTeMa Ha 0a3e Linux;
TPYIIOBBIX U | OCHAILICHHBII KOMIbIOTEpamHu | 2. Oducusiii naker Open
WHJUBHTY ATTbHBIX Pentium ¢ BexomoM B | Office;
KOHCYJIbTALIUM, Tekyuero | arepuer 3. I'paduueckuit  maker
KOHTPOJII U INPOMEXKYTOYHOU Gimp;
arrecrauuu:  Nel3 ayn., 4. BekropHblll  penakTop
Kopmyc 3 Inkscape;

Komnerorepnsiii kiacc: Ne 01
ayn., kopmyc 3

AHTHBHPYCHBIE TPOIPAMMBI:
Kaspersky Endpoint Security -
Ne gumemsun  17E0160128-
13174640772.  KonuyecTBo:
400 pabounx wmect. Cpok
nevctus 1 rom.

[TomenieHus 1)1 CaMOCTOSTEILHON pabOThI
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VY4eOHblE  ayAUTOPUH  JUIS
CaMOCTOSITENIbHOM ~ pabOThI:
Nel3 ayga., kopmyc 3

B kauecTBe momelneHud g

CaMOCTOSITENIbHOM paboThI
MOTYT OBITh:

KOMITbIOTEPHBIN KJI1acce,
YUTaTbHbIN 3ai: yIL

[TepBomaiickas, 191, 3 sTax.

IIepenocHoe
MYJIbTUMEIUIHOE
obopyoBaHue, JIOCKa,
MeOenb Ul ayJAUTOPHIA,

KOMIIBIOTEPHBIM Kyacc Ha 15
IIOCAIOYHBIX MECT,
OCHAICHHBI KOMIIBIOTEPAMHU
Pentium ¢  BbIXOZOM B
HNHureprer

CBOOOJTHO pacrpoCTpaHsIeMoe
(OecrutatHoe He Tpedyroliee
JUIIEH3UPOBaHNUs)
porpaMMHOe oOecrieueHue:

1. OneparmoHHas
cucTeMa Ha 0Oase Linux;

2. Oducuerii maker Open
Office;

3. I'paduueckuit
Gimp;

4. BekropHslll  penakTop
Inkscape;

AHTHBHPYCHBIE TPOTPAMMBIL:
Kaspersky Endpoint Security -
Ne  nuuensun  17E0160128-
13174640772.  KonuvecTBo:
400 pabGounx wmecT. Cpok
nevicteus 1 ron.

HaKeT
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JonostHeHNns1 ¥ N3MEeHeHUs1 B padoyeil mporpamMmme
3a / yueOHbIi roj

B paGouyio nmporpammy

(HamMeHOBaHWE JUCITUTUTHHBI)

JUTSL HATIPABJICHUS (CTICIIHAIBHOCTH)

(HOMep HarpaBieHus (CIEUaTbLHOCTH)

BHOCATCA CIICAYIOINUC NOITOJIHCHUA U UBMCHCHUS:

,Z[OHOJ'IHGHI/ISI 1 U3BMCHCHMUS BHEC

(momxnoctb, @.N1.0., noanuce)

Pabouas mporpamma nepecMoTpeHa 1 0100peHa Ha 3aceJaHuu Kadeapsl

(HanmeHoBaHue Kadeapbl)

« » 201 r.

3aBenyrouwmii kadenpoit
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